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Introduction to
Cybersecurity
Lecture 1: Security and
Risk Management

This week’s topics…
○ Basic concepts: confidentiality, integrity, availability, and privacy
○ Legal and regulatory issues
○ Documented security policy and standards
○ Risk management concepts
○ Documented security procedures and guidelines
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Section Outline
•

Computer security definition

•

Basic definitions

•

CIA Triad

•

Additional security objectives
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Section 1

Basic concepts: confidentiality, integrity, availability, and
privacy
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According to the Internal/Interagency Report NISTIR 7298 computer security
includes all the

“ Measures and controls that ensure confidentiality, integrity,
and availability of information system assets including
hardware, software, firmware, and information being
processed, stored, and communicated.”

Basic concepts (1/6)
○ This definition introduces
three key objectives that are
at the heart of computer
security: confidentiality,
integrity and availability, often
referred to as the CIA triad.
The three concepts embody
the fundamental security
objectives for both data and
for information and computing
services.
5

Basic concepts (2/6)
1. Confidentiality: This term includes the two related following
concepts:
a.

Data confidentiality: Ensures that confidential information is not made disclosed to
unauthorized individuals.

b.

Privacy: Ensures that individuals have absolute control on what information related to
them may be gathered and stored, as well as by whom and to whom that information may
be disclosed.

2. Integrity: This term includes the two related following concepts:
a.

Data integrity: Ensures that data are changed only in a specified manner and by
authorized individuals.

b.

System integrity: Ensures that a system performs its expected function in an unimpaired
manner, free from deliberate or accidental unauthorized manipulation of the system and
the system´s assets.

3. Availability: Ensures that systems work promptly and as it is intended
to work, and service is not denied to authorized individuals.

Basic concepts (3/6)
○ Although the use of the CIA
triad to define security
objectives is well established,
some in the security field feel
that additional concepts are
needed to present a
complete picture. Three of
the most commonly
mentioned are Authenticity,
Accountability and Reliability.
7

Basic concepts (4/6)
4. Authenticity: This term describes the property of being genuine
and thus being able to be verified and trusted. This includes
confidence in the legitimacy of:
(i) a transmission,
(ii) a message, and/or
(iii) a message originator.

○ This implies validating that individuals are who they claim they are
and that each input arriving at the information system came from a
trusted and reliable source.
8

Basic concepts (5/6)
5. Accountability: This term introduces the requirement for actions
of an individual to be traced uniquely to that individual. This covers
multiple security areas such as nonrepudiation, deterrence, fault
isolation, intrusion detection and prevention, and after-action
recovery and legal action. The need for accountability arises from
the fact that truly secure systems are not yet an achievable goal.
Therefore, systems must keep records of the occurred activities to
permit later forensic analysis in order to be capable of tracing a
security breach to a responsible party, or of aiding in transaction
disputes.
9

Basic concepts (6/6)
6. Reliability: This term assures that an information system or
component is able to function under specified conditions for a stated
period of time.

10
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Section 2
Legal and regulatory issues
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Legal and regulatory issues

``Computer crime, or cybercrime, is a term used broadly to describe
criminal activity in which computers or computer networks are a tool, a
target, or a place of criminal activity.´´

From the New York Law School Course on Cybercrime, Cyberterrorism, and Digital Law
Enforcement
12

Types of Computer Crime
The U.S. Department of Justice categorizes computer crime based on the role that the
computer plays in the criminal activity:

Computers as targets
Involves an attack on
data integrity, system
integrity, data
confidentiality, privacy,
or availability

Computers as
storage devices

Computers as
communications
tools

Using the computer to
store stolen password
lists, credit card or
calling card numbers,
proprietary corporate
information,
pornographic image
files, or pirated
commercial software

Crimes that are
committed online,
such as fraud,
gambling, child
pornography, and the
illegal sale of
prescription drugs,
controlled substances,
alcohol, or guns
13

Law Enforcement Challenges
○ The deterrent effect of law enforcement on computer and network attacks
correlates with the success rate of criminal arrest and prosecution
○ Law enforcement agency difficulties:
• Lack of investigators knowledgeable and experienced in dealing with this kind of crime
• Required technology may be beyond their budget
• The global nature of cybercrime
• Lack of collaboration and cooperation with remote law enforcement agencies

○ Convention on Cybercrime introduces a common terminology for crimes
and a framework for harmonizing laws globally
14

Intellectual Property Infringement

Patents

Trademarks

Copyrights

Unauthorized
making, using
or selling

Unauthorized
use or colorable
imitation

Unauthorized
use

15

Copyright
○ Protects tangible or fixed expression of an idea but not the idea itself
○ Creator can claim and file copyright at a national government
copyright office if:
• Proposed work is original
• Creator has put original idea in concrete form

16

Copyright rights
Copyright owner has these exclusive
rights, protected against infringement:

Examples include:

○ Reproduction right

○ Literary works

○ Modification right

○ Musical works

○ Distribution right

○ Dramatic works

○ Public-performance right

○ Pantomimes and choreographic works

○ Public-display right

○ Sound recordings
○ Architectural works
○ Software-related works
17

Patent
•

Grant a property right to the inventor

•

“The right to exclude others from making, using, offering for sale, or selling” the
invention in the United States or “importing” the invention into the United States

•

Types:

Utility

Design

Plant

• Any new and
useful process,
machine, article
of manufacture,
or composition
of matter

• New, original,
and ornamental
design for an
article of
manufacture

• Discovers and
asexually
reproduces any
distinct and
new variety of
plant
18

Trademark
○ A word, name, symbol, or device
○ Used in trade with goods
○ Indicates source of goods
○ Distinguishes them from goods of others
○ Trademark rights may be used to:
• Prevent others from using a confusingly similar mark
• But not to prevent others from making the same goods or from selling the same
goods or services under a clearly different mark

19

Intellectual Property Relevant to Network and
Computer Security
•

A number of forms of intellectual property are relevant in the context of network and
computer security

•

Examples of some of the most prominent:

Software
• Programs produced
by vendors of
commercial software
• Shareware
• Proprietary software
created by an
organization for
internal use
• Software produced
by individuals

Databases
•Data that is
collected and
organized in such
a fashion that it
has potential
commercial value

Digital content
•Includes audio
and video files,
multimedia
courseware, Web
site content, and
any other original
digital work

Algorithms
•An example of a
patentable
algorithm is the
RSA public-key
cryptosystem

20

Privacy
○ Overlaps with computer security
• Dramatic increase in scale of information collected and stored
• Motivated by law enforcement, national security, economic incentives

○ Individuals have become increasingly aware of access and use of
personal information and private details about their lives
○ Concerns about extent of privacy compromise have led to a variety of
legal and technical approaches to reinforcing privacy rights

21

European Union (EU) Directive on Data Protection
○ Adopted in 1998 to:
• Ensure member states protect fundamental privacy rights when processing
personal information
• Prevent member states from restricting the free flow of personal information
within EU

○ Organized around principles of:
Notice

Consent
Security

Consistency
Onward
transfer

Access

Enforcement
22

Common Criteria Privacy Class Decomposition
Anonymity

Anonymity

Anonymity without soliciting information

Reversible pseudonymity
Pseudonymity

Pseudonymity

Alias pseudonymity
Unlinkability

Unlinkability

Unobservability

Unobservability

Privacy
Allocation of information impacting unobservability

Unobservability without soliciting information

Authorised user observability
23

Privacy Protection
○ Both policy and technical approaches are needed to protect privacy
○ In terms of technical approaches, the requirements for privacy protection for data stored
on information systems can be addresses in part using the technical mechanisms
developed for database security
○ With regard to social media sites, technical controls include:
• The provision of suitable privacy settings to manage who can view data on individuals
• Notification when one individual is referenced or tagged in another’s content
• Although social media sites include some form of these controls, they are constantly changing,
causing frustration for users who are trying to keep up with these mechanisms

○ Another approach for managing privacy concerns in big data analysis is to anonymize the
data, removing any personally identifying information before release to researchers or
other organizations for analysis
24

Data Privacy
In terms of policy, guidelines are needed to manage the use and reuse of big
data, ensuring suitable constraints are imposed in order to preserve privacy:
○ Consent
•

Ensuring participants can make informed decisions about their participation in the research

○ Privacy and confidentiality
•

Privacy is the control that individuals have over who can access their personal information

•

Confidentiality is the principle that only authorized persons should have access to information

○ Ownership and authorship
•

Addresses who has responsibility for the data, and at what point does an individual give up their right to control their personal data

○ Data sharing – assessing the social benefits of research
•

The social benefits that result from data matching and reuse of data from one source or research project in another

○ Governance and custodianship
•

Oversight and implementation of the management, organization, access, and preservation of digital data
25

Ethical Issues
Ethics:

○ “A system of moral
principles that relates to
the benefits and harms
of particular actions,
and to the rightness and
wrongness of motives
and ends of those
actions.”

○ Many potential misuses and abuses of
information and electronic communication
that create privacy and security problems
○ Basic ethical principles
civilizations apply

developed

by

• Unique
considerations
surrounding
computers and information systems
• Scale of activities not possible before
• Creation of new types of entities for which
no agreed ethical rules have previously
been formed

26

Ethical Issues Related to Computers and Information
Systems
○ Some ethical issues from computer use:
• Repositories and processors of information
• Producers of new forms and types of assets
• Instruments of acts
• Symbols of intimidation and deception

○ Those who understand, exploit technology, and have access
permission, have power over these

27

Codes of Conduct
○ Ethics are not precise laws or sets of facts
○ Many areas may present ethical ambiguity
○ Many professional societies have adopted ethical codes of conduct which can:
1

Be a positive stimulus and instill confidence

2

Be educational

3

Provide a measure of support

4

Be a means of deterrence and discipline

5

Enhance the profession's public image
28
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Section 3
Security policies and standards
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Security Policy
○ Policy partitions system states into:
• Authorized (secure)
• These are states the system can enter
• Unauthorized (nonsecure)
• If the system enters any of these states, it’s a security violation

○ Secure system
• Starts in authorized state
• Never enters unauthorized state

30

Mechanism Definition
○ Entity or procedure that enforces some part of the security policy
• Access controls (like bits to prevent someone from reading a homework file)
• Disallowing people from bringing CDs and floppy disks into a computer facility
to control what is placed on systems

31

Question
○ Policy disallows cheating
• Includes copying homework, with or without permission

○ CS class has students do homework on computer
○ Anne forgets to read-protect her homework file
○ Bill copies it
○ Who breached security?
• Anne, Bill, or both?

32

Answer #1
○ Bill clearly breached security
• Policy forbids copying homework assignment
• Bill did it
• System entered unauthorized state (Bill having a copy of Anne’s
assignment)

○ If not explicit in computer security policy, certainly implicit
• Not credible that a unit of the university allows something that the
university as a whole forbids, unless the unit explicitly says so

33

Answer #2
○ Anne didn’t protect her homework
• Not required by security policy

○ She didn’t breach security
○ If policy said students had to read-protect homework files, then
Anne did breach security
• She didn’t do this

34

Security Standards
○ Many of the security techniques and applications described in the reference
books have been specified as standards.
○ Additionally, standards have been developed to cover management practices
and the overall architecture of security mechanisms and services.
○ Various organizations have been involved in the development or promotion of
these standards.
○ The most important (in the current context) of these organizations are as
follows:
• National Institute of Standards and Technology
• Internet Society
• International Telecommunication Union
• International Organization for Standardization

35
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Section 4
Security risk management concepts
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IT Security Management Overview
Is the formal process of answering the questions:

What assets need
to be protected

How are those
assets threatened

What can be done
to counter those
threats

○ Ensures that critical assets are sufficiently protected in a cost-effective manner
○ Security risk assessment is needed for each asset in the organization that requires
protection
○ Provides the information necessary to decide what management, operational, and
technical controls are needed to reduce the risks identified
37

ISO/IEC 27000 Series
of Standards on IT
Security Techniques

27000:2016

27001:2013

27002:2013

27003:2010

27004:2009

27005:2011
27006:2015

“Information security management systems - Overview and vocabulary”
provides an overview of information security management systems, and
defines the vocabulary and definitions used in the 27000 family of standards.
“Information security management systems – Requirements” specifies the
requirements for establishing, implementing, operating, monitoring,
reviewing, maintaining and improving a documented Information Security
Management System.
“Code of practice for information security management” provides guidelines
for information security management in an organization and contains a list of
best-practice security controls. It was formerly known as ISO17799.
“Information security management system implementation guidance” details
the process from inception to the production of implementation plans of an
Information Security Management System specification and design.
“Information security management – Measurement” provides guidance to
help organizations measure and report on the effectiveness of their
information security management system processes and controls.
“Information security risk management” provides guidelines on the
information security risk management process. It supersedes ISO13335-3/4.
“Requirements for bodies providing audit and certification of information
security management systems” specifies requirements and provides guidance
for these bodies.

Source [1]
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IT SECURITY MANAGEMENT: A process used to achieve and maintain appropriate levels
of confidentiality, integrity, availability, accountability, authenticity, and reliability. IT
security management functions include:

Determining
organizational
IT security
objectives,
strategies,
and policies

Source [1]

Determining
organization
al IT security
requirements

Identifying
and
analyzing
security
threats to IT
assets within
the
organization

Identifying
and
analyzing
risks

Specifying
appropriate
safeguards

Monitoring the
implementation
and operation of
safeguards that
are necessary in
order to cost
effectively
protect the
information and
services within
the organization

Developing
and
implementing
a security
awareness
program

Detecting
and
reacting
to
incidents

Overview of IT
Security Management
Process

Organizational
Aspects

IT Security Policy

Risk Analysis Options
Security Risk Analysis
Baseline

Informal

Formal

Combined

Selection of controls
Development of Security
Plan and Procedures
Implementation
Implement
Controls

Security Awareness
& Training
Follow-Up

Maintenance

Security
Compliance

Change
Management

Incident
Handling
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The Plan-Do-CheckAct Process Model

Source [1]
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Security Risk Assessment
Critical component of process
Ideally examine every organizational asset
• Not feasible in practice

Approaches to identifying and mitigating risks to an organization’s IT
infrastructure:
• Baseline
• Informal
• Detailed risk
• Combined
42

Combined Approach

○Combined approach combines elements of the baseline, informal, and
detailed risk analysis approaches

○Over

time, this can result in the most appropriate and cost-effective
security controls being selected and implemented on these systems

43

Detailed Security Risk Analysis
Provides the most accurate evaluation of an
organization's IT system’s security risks
Highest cost
Initially focused on addressing defense security
concerns
Often mandated by government organizations and
associated businesses
44

Risk
Assessment
Process

45

Establishing the Context
○ Initial step
• Determine the basic parameters of the risk assessment
• Identify the assets to be examined

○ Explores political and social environment in which the organization
operates
• Legal and regulatory constraints
• Provide baseline for organization’s risk exposure

○ Risk appetite
• The level of risk the organization views as acceptable
46

Generic Organizational
Risk Context

Source [1]
47

Asset Identification
○ Draw on expertise of people in relevant areas of organization to
identify key assets
• Identify and interview such personnel

Asset
“anything that needs to be protected” because it
has value to the organization and contributes to the
successful attainment of the organization’s
objectives
48

Terminology
○ Asset: A system resource or capability of value to its owner that requires
protection
○ Threat: A potential for a threat source to exploit a vulnerability in some
asset, which if it occurs may compromise the security of the asset and
cause harm to the asset’s owner
○ Vulnerability: A flaw or weakness in an asset’s design, implementation, or
operation and management that could be exploited by some threat
○ Risk: The potential for loss computed as the combination of the likelihood
that a given threat exploits some vulnerability to an asset, and the
magnitude of harmful consequence that results to the asset’s owner
49

Threat Identification
○ In a wide sense, a threat may be anything that might hinder or
prevent an asset from providing appropriate levels of:
• confidentiality,
• integrity,
•
•
•
•

availability,
accountability,
authenticity, and
reliability.

○ It is worth to mention that a single threat may target multiple assets,
as well as one asset may be exposed to multiple threats.
50

Threat Modeling

Validate

There are five major threat modeling
steps:
○ Defining security requirements.

Define

○ Creating an application diagram.
○ Identifying threats.
○ Mitigating threats.
○ Validating
mitigated.

that

threats

have

Threat
Modeling
Steps

Diagram

been

Threat modeling should be part of the
routine development lifecycle, enabling
to progressively refine the threat model
and further reduce risk.

Mitigate

Identify

51

Vulnerability Identification
○ Identify exploitable flaws or weaknesses in organization’s IT systems
or processes
• Determines applicability and significance of threat to organization

○ Need combination of threat and vulnerability to create a risk to an
asset
○ Outcome should be a list of threats and vulnerabilities with brief
descriptions of how and why they might occur

52

Analyze Risks
○ Specify likelihood of occurrence of each identified threat to asset
given existing controls
○ Specify consequence should threat occur
○ Derive overall risk rating for each threat
Risk = probability threat occurs x cost to organization

○ Hard to determine accurate probabilities and realistic cost
consequences
○ Use qualitative, not quantitative, ratings
53

Analyze Existing Controls
○ Existing controls used to attempt to minimize threats need to be
identified
○ Security controls include:
• Management
• Operational
• Technical processes and procedures

○ Use checklists of existing controls and interview key organizational
staff to solicit information

54

Risk Likelihood
Rating

Likelihood

Description

1

Rare

2

Unlikely

3

Possible

4

Likely

Occurrence in very exceptional circumstances, also
referred to as ``unlucky´´ or very unlikely.
Possible
but
not
expected
occurrence
given
organization´s security controls, circumstances, and
recent incidents.
Might or might not occur at some time. If it occurs, it
might be challenging to control it because of external
factors.
Expected occurrence in some circumstances.

5

Almost certain Expected occurrence in most circumstances.
55

Risk Consequences
Rating

Consequence

1

Insignificant

2

Minor

3

Moderate

4

Major

5

Catastrophic

6

Doomsday

Description
Consequence of a minor security breach in a single field within the organization. Impact may last
few days, while the cost to address it is minor.
Consequence of a security breach in one or two fields within the organization. Impact may last less
than a week, while the cost to address it can be generally covered by team or project resources.
Limited systematic and ongoing security breach. Impact may last up to 2 weeks and will generally
need management intervention, though may still be able to be addressed by team or project
resources.
Ongoing systematic security breach. Impact may last 4-8 weeks and will need senior management
intervention and resources to be addressed. Expected substantial costs. Possible but not expected
loss of business or organizational outcomes.
Major systematic security breach. Impact may last 3 or more months and will need senior
management intervention for the duration of the incident. Expected substantial costs. Expected
significant harms to the organization like the loss of a business customer or the loss of the public or
political confidence. Possible criminal or disciplinary action against organization´s personnel.
Multiple instances of major systematic security breaches. Undetermined impact duration and senior
management will be needed to place the organization under voluntary administration or other
major restructuring form. Expected criminal proceeding against senior management. Expected loss
of business and unavoidable failure to meet organizational objectives. Costs are likely to result in
annual losses for a couple of years.
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Risk Level
Determination

Likelihood
Consequences Rare

Unlikely

Possible

Likely

Almost Certain

Insignificant

L

L

L

M

H

Minor

L

L

M

H

H

Moderate

M

M

H

H

E

Major

H

H

E

E

E

Catastrophic

H

E

E

E

E

Doomsday

E

E

E

E

E
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Risk Level Meaning
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Section 5
Security procedures and guidelines
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Security Control
○ Control is defined as:
“An action, device, procedure, or other measure that reduces risk by
eliminating or preventing a security violation, by minimizing the harm it
can cause, or by discovering and reporting it to enable corrective
action.”

60

Technical security
controls

61

NIST SP800-53
Security Controls

Source [1]
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ISO/IEC 27002
Security Controls

Source [1]
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Security Compliance
○ Audit process to review security processes
○ Goal is to verify compliance with security plan
○ Use internal or external personnel
○ Usually based on use of checklists which verify:
• Suitable policies and plans were created
• Suitable selection of controls were chosen
• That they are maintained and used correctly

○ Often as part of wider general audit
64

Summary
○

Basic computer security concepts:
•

○

Legal and regulatory issues
•

○

Patents, trademarks, copyrights

Security policies and standards
•
•

○

confidentiality, integrity, availability, and privacy

set of organizational objectives and strategies, as well processes
NIST, ISOC, ITU, and ISO

Risk management
Establishing
the context

○

Assets
identification

Threats
identification

Security procedures and guidelines

Vulnerability
identification

Analyze risks

Analyze
existing
controls

65
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Introduction to
Cybersecurity
Lecture 2:
Security Engineering:
Introduction

This week’s topics…
❖Using security design concepts, implement and maintain an engineering
lifecycle.
❖Security models and architecture
❖Controls and countermeasures focused on security requirements for
information systems.
❖Assess and mitigate the security architectures, designs, and solution
elements' vulnerabilities.
➢Web-based device vulnerabilities.
➢Mobile device vulnerabilities.
➢Vulnerabilities in Cyber-Physical Structures and Embedded Devices (e.g., network
enabled devices).
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Implementation and manage
an engineering lifecycle using
security design principles
This Photo by Unknown Author is licensed under CC BY-ND

Section I

70

Implementation and manage an engineering life cycle using security
principles

Module Topics

Systems Engineering
Models and Processes

Securing Information
and Systems

Secure Life Cycle
Frameworks

71

Implementation and manage an engineering life cycle using security
principles

System and Security Engineering Processes
Characteristics of Security Architectures
§

Its own discrete protection approach is in place.

§

It creates its own distinct perspectives and opinions.

§

Non-normative flows across systems and between applications are addressed.

§

Introduces its own normative flows inside and between systems and applications.

§

Introduces one-of-a-kind, single-purpose elements into the design.

§

It necessitates a distinct collection of business and IT architect skills and competencies.

72

Implementation and manage an engineering life cycle using security
principles

System and Security Engineering Processes
Characteristics of Security Architectures
§

Has its own discrete security methodology

§

Composes its own discrete views and viewpoints

§

Addresses non-normative flows through systems and among applications

§

Introduces its own normative flows through systems and among applications

§

Introduces unique, single purpose components in the design

§

Calls for its own unique set of skills and competencies of the enterprise and IT architects
73

Implementation and manage an engineering life cycle using security
principles

System and Security Engineering Processes
Commonly accepted sources for engineering processes:

➔ ISO/IEC 15288 Systems and Software Engineering
➔ ISO/IEC 21287 The Systems Security Engineering CMM
➔ NIST SP 800 System Security Engineering

74

Implementation and manage an engineering life cycle using security
principles

Systems Engineering Models and Processes
ISO/IEC 15288:2015 covers processes and life cycle stages

➔ Agreement
➔ Organizational Project-Enabling
➔ Technical Management
➔ Technical
75

Implementation and manage an engineering life cycle using security
principles

Systems Engineering Models and Processes
ISO/IEC 21827:2008.
ISO/IEC 21827:2008 specifies the characteristics of an organization's security engineering mechanism that
must occur in order for good security engineering to be achieved. The model is a common metric for security
engineering practices that includes:
○ Entire lifecycle
• development
• operation
• maintenance
• decommissioning activities
○

Entire organization
•
•
•

management activities
organizational activities
engineering activities

○

Device software and hardware, human factors, test
engineering,

system

administration,

operation,

and

maintenance are examples of concurrent experiences with
other disciplines.
○

Interactions with other organizations

Interactions with

other organisations, procurement, system management,
qualification, accreditation, and assessment are all things
that need to be considered.
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Implementation and manage an engineering life cycle using security
principles

Systems Engineering Models and Processes
Five cycle planning phases used in NIST SP 800-27
Initiation

Ø

Development/Acquisition

Ø

Implementation

Ø

Operation/Maintenance

Ø

Disposal

Ø

Doing an impact assessment according to FIPS-199.6
Incorporating security requirements into specifications, and
obtaining the system
Installing/turning on controls, security testing, certification, and
accreditation
Security operations and administration, operational assurance, and
audits and monitoring
Moving, archiving, discarding, or destroying information and
sanitizing the media
77

Implementation and manage an engineering life cycle using security
principles

Systems Engineering Models and Processes
NIST SP 800-27 security principles
Security
Foundation

Principle
Principle
Principle
Principle

1:
2:
3:
4:

Risk Based

Principle
Principle
Principle
Principle
Principle
Principle
Principle

5: Reduce risk to an acceptable level
6: Assume that external systems are insecure
7: Identify potential trade-offs between reducing risk and increased costs and decrease in other aspects of operational effectiveness
8: Implement tailored system security measures to meet organizational security goals
9: Protect information while being processed, in transit, and in storage
10: Consider custom products to achieve adequate security
11: Protect against all likely classes of “attacks”

Ease of USe

Establish a sound security policy as the “foundation” for design
Treat security as an integral part of the overall system design
Clearly delineate the physical and logical security boundaries governed by the associated security policies
Ensure that developers are trained in how to develop secure software

Principle 12: Where possible, base security on open standards for portability and interoperability
Principle 13: Use common language in developing security requirements
Principle 14: Design security to allow for regular adoption of new technology, including a secure and logical technology upgrade process
Principle 15: Strive for operational ease of use Increase Resilience
Principle 16: Implement layered security (Ensure no single point of vulnerability)

Principle 17: Design and operate an IT system to limit damage and to be resilient in response
Principle 18: Provide assurance that the system is, and continues to be, resilient in the face of expected threats
Principle 19: Limit or contain vulnerabilities
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Systems Engineering Models and Processes
NIST SP 800-27 security principles

Ease of USe

Principle 20: Isolate public access systems from mission critical resources (e.g., data, processes, etc.)
Principle 21: Use boundary mechanisms to separate computing systems and network infrastructures
Principle 22: Design and implement audit mechanisms to detect unauthorized use and to support incident investigations
Principle 23: Develop and exercise contingency or disaster recovery procedures to ensure appropriate availability Reduce
Vulnerabilities
Principle 24: Strive for simplicity
Principle 25: Minimize the system elements to be trusted
Principle 26: Implement least privilege
Principle 27: Do not implement unnecessary security mechanisms
Principle 28: Ensure proper security in the shutdown or disposal of a system
Principle 29: Identify and prevent common errors and vulnerabilities

Design with
Network in
Mind

Principle 30: Implement security through a combination of measures distributed physically and logically
Principle 31: Formulate security measures to address multiple overlapping information domains
Principle 32: Authenticate users and processes to ensure appropriate access control decisions both within and across
domains
Principle 33: Use unique identities to ensure accountability
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Systems Engineering Models and Processes
The Cisco Secure Development Lifecycle (SDL)

Product Security Requirements
Third Party Security
Cisco SDL compositional elements:

Secure Design
Secure Coding
Secure Analysis
Vulnerability Testing
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Security models and architecture
Module Topics
Common System Components
Enterprise Security Architecture (ESA)
Common Architecture Frameworks
Examples of Security Models
Capturing and Analysing Requirements
Information Systems Security Evaluation Models
Product Evaluation Models
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Common System Components

Processors

Storage
devices
❖ To provide computing services, modern
computing systems are made up of layers of
hardware, firmware, and software that work
together.
❖ While a security architect does not need to be
an expert in system architecture, he or she
should be familiar with some of the most
popular system components and their
functions.
❖ Processors, storage, peripherals, network, and
the
operating system are
the
main
components.

Common
System
Component
s

OS

Peripherals
Network
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Processor Key Features
Smart card
UART
controllers

Static and
differential power
analysis
countermeasures
On-the-only
encrypt and
decrypt
capabilities

Tamper
detection
sensors

Key
Feature
s

Secure boot
capabilities

Crypto
acceleration

Battery backed
logic with a
physical mesh

Increasing Performance
Multi-user
Able to handle than one user while sharing
resources among them
Multi-processing (hardware)
Having more than a single processor or core
to which tasks can be assigned
Multi- programming
A computer with more than one central
processor that runs two or more programs or
sequences of instructions at the same time.
Multi-tasking
Execution of more than one program or task
simultaneously
Multi-threading
A method of using a single collection of code
by multiple processors at various stages of
execution
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Memory Protection
Prevent a process from accessing memory that has not been allocated to it. The three most common methods
are:

SEGMENTATION

PAGING

PROTECTION KEYING

The division of a computer's
memory into segments is
referred
to
as
segmentation. A value that
defines a segment and an
offset within that segment
are included in a reference
to a memory location.

The memory address space
is divided into pages of
equivalent size. A page
table is a table that
converts virtual memory to
physical memory.

Physical memory is divided
into blocks of a specific
size, each with a unique
numerical value known as a
security key. A security key
value is assigned to each
operation.
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Address Space Layout Randomization (ASLR)
-

Randomly placing key data areas of a program in the memory address
space of a process.

-

ASLR entails rearranging the locations of a program's main data areas at
random.

-

The low probability of an intruder guessing the positions of randomly
placed areas is the basis for address space layout randomization.

-

The search space is expanded, which improves security.
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Enterprise Security Architecture (ESA)
Establishes priorities
for security services
development

An
efficient
protection
program
that
understands that the importance and risk of all
information are not identical or constant over
time.

ESA
Implements building
blocks of information
security infrastructure

Architecture Integration

Focused on setting the
long-term strategy for
security services

An effective protection program that employs
the appropriate technologies to safeguard the
most valuable properties, as well as quality
processes that reduce risks to reasonable
standards for company.
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Enterprise Security Architecture (ESA)

BENEFITS
-

KEY
GOALS

Take advantage of
investment in
existing technology
investments

A unified vision for
common security
controls

A flexible approach
to current and future
threats

A simple, long-term
view of control

-

Improve the security investment and design decisions.
Create a future-state technology architecture that is
based on a small number of security services.
Security policies and standards should be supported,
enabled, and extended.
Describe security strategies in general.
Leverage industry standards and models.
Use industry practices and templates to your
advantage.
Define technology security architecture.
The effect on the security posture is understood.
Ensure that the IT solution risk is managed continuously
during the project.
Reduce costs and improve flexibility
Provide a safe mechanism for end-of-life solutions and
dismantling when needed
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ESAs types of services
Boundary
Control Services
Audit and
Access Control
Services

Monitoring
Services

ESAs types of
services

Cryptographic
Services

Integrity
Services
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Common Architecture Frameworks
Zachman Framework

The framework for enterprises
is a conceptual structure for
defining

and

descriptive

organizing

representations

(models) that are essential in
enterprise management and
the creation of the automated
and

manual

systems

that

compose them.
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Common Architecture Frameworks
Layers of Security Architecture Using the SABSA Model

The development of security
architecture follows a holistic life
cycle that starts with evaluating
business requirements and ends
with the creation of a "chain of
traceability."
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Common Architecture Frameworks
The Open Group Architecture Framework (TOGAF)
An Architectural Development Method (ADM) based on four architectural
domains that describes the step-by-step process used by TOGAF architects:
- The business architecture outlines the company's business plan,
governance, organization, and key business processes.
- Data architecture. The structure of an organization's logical and
physical data properties, as well as the related data management
services, is defined by data architecture.
- Applications architecture which gives a blueprint for the various systems
to be used, the interactions between the applications and their
relationship with the organization's core business processes, and the
services framework to be presented as business integration functions.
- Technical architecture. Technical or technological architecture that
defines the hardware, software and network infrastructure necessary to
allow core, mission-critical applications to be implemented.
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Common Architecture Frameworks
IT Infrastructure Library (ITIL)
1

Service Strategy

2

Service Design
Management Systems

3

Service Transition
Planning and Support

Architectures

Release and Deployment

Processes

Testing and Incorporation

Service Design
Packages

Change

4

Service Operation

5

Continual Service
improvement

Services
Service Operation
Processes

93

Security models and architecture
Types of Security Models
State Machine Model
Noninterference Models
Information Flow Models
Matrix based Model
Multilevel Lattice Models
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Examples of Security Models
Bell-LaPadula Confidentiality Model
Biba Integrity
Clark-Wilson Integrity
Brewer-Nash
Graham-Denning
Harrison-Ruzzo-Ullman
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Examples of Security Models
Bell-LaPadula Confidentiality Model
➔

Focuses on mandatory and discretionary access control

➔

Explores rules which should be in effect if a certain level of clearance and access is given to a
subject

➔

Describes them as various properties, depending on the reading,
writing, or read/write
Disclosed by Subject to

High Confidentiality
Requirements

System or Others

objects

Compromise = Dissiosure

Low Confidentiality
Requirements

READ

WRITE
READ/WRITE

Simple Security
Property

Disclosed by Subject to
System or Others
(Start) Security
Property

Strong Security
Property
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Examples of Security Models
Biba Integrity Model
➔

A structured state transition security policy that defines a set of access control rules for ensuring data
integrity

➔

It's a multilevel lattice-based model that defines subject-object interactions and uses the same modes of
access (read, write, and read/write)
Compromise= Contamination/Corruption

➔

Layer of higher
accuracy

It focuses on maintaining information integrity through access control
Contamination
and subject-object
of Subject space
interaction rules
READ

WRITE

Contamination by subject action
Layer of
accuracy

lower

Simple Integrity
Property

Integrity Star Property
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Examples of Security Models
BLC and Biba Model Properties - Comparison
BLP Model

Biba Model

● An object of a higher classification
cannot be read or accessed by a
subject (no read up).
● Only objects of the same or higher
classification can be saved by a
subject (no write down).

Simple-property
Governs READ operation
property
Governs WRITE operation
Invocation property

● Not in usage.
For BLP: primary
compromise is unauthorized
disclosure
- By system TO subject
- By subject TO others

For Biba: primary
compromise is
contamination/corruption
- By system OF system
data
- By subject OF subject

● An object with a lower integrity level
cannot be observed by a subject.
● An object with a higher integrity level
cannot be modified by a subject (no
write up).
● A subject can't submit a logical
service request to a higher-integrity
object.
-

Invocation Property:
ability to access objects
through process
(indirectly)
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Examples of Security Models
Clark-Wilson Integrity
Enhances Biba by concentrating on transactional level and addressing three main integrity priorities in a commercial environment.

1. Keeping unauthorized users from tampering with data or services (External Threat protection).
2. Keeping authorized users from making unauthorized or improper changes (Internal Threat Protection).
3. Keeping data programs consistent both internally and externally.

=

Tr
us
te
d

ath
P
ted
s
Tru

Subject

=

Process

Pa
th

Object
Direct Access
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Examples of Security Models
Brewer-Nash Model
❖ Provides a screen and a set of rules to ensure that no subject can access items on the other side of the
screen.
❖ Individuals are only permitted to access data that does not interfere with previously accessed data
(determined by rules and conditions defined in policies).
-

It allows for the implementation of controls to ensure that there are no conflicts of interest.

-

When an user accesses the data of one company, the data of a competitor can be automatically
considered "off limits."

❖ A method of separating the data of competitors within a single consolidated database.
❖ Attempts to prevent users from making unauthorized changes to objects.
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Examples of Security Models
Graham-Denning
❖ Concerned primarily with secure computing and inheritance:
-

What goes into the making of subjects and objects?
How are subjects' rights and privileges assigned?
How is object ownership managed?

101

Security models and architecture
Examples of Security Models
Harrison-Ruzzo-Ullman
❖ The Graham-Denning model is similar.
❖ A set of generic rights and a finite set of commands make up this system.
❖ Concerned with cases in which a subject's access to those rights should be limited.
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Control and countermeasures based upon information
systems security
Module Topics

ISO/IEC 27001
and 27002

Control Objects
for Information
and Related
Technology
(COBIT)

Payment Card
Industry Data
Security Standard
(PCI-DSS)

Countermeasure
Selection
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Control based upon information systems security
Evaluation Criteria

Certification and Accreditation

2

Objective:

They need a common
way to describe security
requirements, evaluate
products, and report on
the results

1

3

The aim of system
assurance is to verify
that a system enforces
a desired set of security
goals

There are several
product evaluation
criteria that have been
developed over the
years

To see how well a system
performs in the real world
against a desired level of
protection and decide whether
or not to use it in the
enterprise.
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Certification phase
Evaluation criteria must be chosen for
the technical and non-technical
examination
The hardware, software, and
configuration of the device will be
tested during the certification process
Results of the evaluation are the
baseline for comparison with the set of
specific security requirements

Accreditation Phase
Present of results
Discussion of practices
Remediation gaps and insufficiencies
Residual risks
Recommendations

If the certification is positive, the
device moves on to the next stage of
testing

106

Control based upon information systems security
TCSEC (Trusted Computer System
Evaluation Criteria)
➔

➔

➔

U.S. DoD standard that sets basic
standards for the implementation of
security protections ins computing systems
Primarily intended to help the DoD find
products that met those basic standards

ITSEC (Information Technology Security
Evaluation Criteria)
➔

A Security Target (ST) is a set of
specifications that a consumer or a vendor
can identify from a menu of options, and
vendors create products and have them
tested against that target.

Entirely
based
on
maintaining
confidentiality, with little consideration
given to other aspects of protection such
as integrity or availability.
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The Common Criteria - ISO/IEC 15408
➔ Security profiles were introduced as a result of the common criteria:
◆ A collection of common functional and assurance specifications for a group of
vendor products used in a specific type of environment.
◆ Nomenclature:
● “PP” - Protection Profile (customer-provided)
● “ST” - Security Target (supplier-provided)
● “TOE” - Target of Evaluation
● “EAL” - Evaluated Assurance Level
● “EPL” - Evaluated Assurance List
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ISO/IEC 27001:2013
The aim of this project is to standardize and certify an organization's information security
management system (ISMS).
General requirements of the ISMS
Management responsibility
Internal audits
Management review of the ISMS
ISMS improvement
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ISO/IEC 27002:2013

Key Areas of Focus
1. Information Security Policies

Used with 27001:2013

2. Organization of Information Security
3. Human Resource Security

Code of Practice for Information Security
Management
List security control objectives
Security controls

4. Asset Management
5. Access Control
6. Cryptography
7. Physical and Environmental Security
8. Operations Security
9. Communications Security
10. Information Systems Acquisitions, Development, and Maintenance
11. Supplier Relationships
12. Information Security Incident Management
13. Information Security Aspects of Business Continuity Management
14. Compliance
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COBIT (Control Objects for Information and Related Technology)

Provides a
collection of
widely agreed
procedures for
maximizing the
advantages of
information
technology.

Describes the IT
auditing
community's
recommendation
s for security
controls.

The minimum
necessary of security
services that any IT
organization must
have
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PCI-DSS (Payment Card Industry Data Security Standard)
❖
❖

The PCI Security Standards Council created this standard to improve payment card data
security.
Provides a set of standards to ensure that cardholder data is processed, stored, and
transmitted safely.
Objectives:
§ Create and maintain a secure network and systems environment.
§ Protect the personal data of cardholders.
§ Keep a Vulnerability Management Program in place.
§ Strong Access Control Measures should be implemented.
§ Networks should be monitored and tested on a regular basis.
§ Policy on Information Security.
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Countermeasure Selection

Accountability

Auditability

Consistently applied

Reliable

Trusted source

Cost-effectiveness

Independence

Independence from
other countermeasures

Ease of use

Protection for
confidentiality, integrity,
and availability of assets

Automation

Can be “backed out” in
event of issue

Sustainable

Creates no additional
issues during
operation

Security

Leaves no residual
data from its function
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Design Considerations for Security Architects
What framework can I use as a starting point?

What business considerations do I need to make?

Who are the people who are involved in my project?

Why am I only addressing this and not that area of the business?

How am I going to fit this device design into the overall architecture? In this architecture, where will the SPOFs
be?
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Management Considerations for Security Professional
What metrics do I have access to in order to manage these systems?

Who do I need to collaborate with in order for the system to work properly?

Why aren't we dealing with this or that issue?

How will I be able to provide each of my user communities with the required level of system information?

Where will I be able to find the time to do this?
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Deployment Considerations for Security Practitioner
What tool(s) should I use to set these systems up and deploy them?

Who are the system's end users going to be?

Why have I been given only "x" amount of time to complete this task?

How am I going to incorporate this device design into my current network?

From where can I do this?
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Security Actor Summary

Focus on doing his/her job so that the others can do their

Ensure that the communication regarding his/her part of the puzzle is clear

Assess and evaluate all of the actions
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Assess and mitigate the vulnerabilities of security architectures, designs, and
solution elements

Vulnerabilities of System architectures
Vulnerabilities
A weakness in an information system,
security procedures, internal controls,
or implementation that a threat
source may exploit.

Vulnerability assessments, unlike risk
assessments, prefer to concentrate
on an organization's technological
aspects, such as the network or
applications.

Common Threats
• Hardware failure
• Misuse of system privileges
• Buffer overflows and other memory
attacks
• Denial of service
• Reverse engineering
• System hacking
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and solution elements

Open Web Application Security Project (OWASP)
OWASP
Guide
Project

OWASP
Top 10
Project
OWASP is a non-profit organization dedicated to

OWASP
Software
Assuranc
e
Maturity
Model
(SAMM)

enhancing software security.

OWASP
Mobile
Project
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Assess and mitigate the vulnerabilities of security architectures, designs,
and solution elements
Open Web Application Security Project (OWASP)
See the following for more information
OWASP
OWASP
OWASP
OWASP

Top Project Information: https://owasp.org/www-project-top-ten/
Guide Project Information: https://wiki.owasp.org/index.php/OWASP_Guide_Project
SAMM: https://www.opensamm.org/
Mobile Project information: https://owasp.org/www-project-mobile-security/
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Topics
• Vulnerabilities in Web-based systems
• Vulnerabilities in mobile systems
• Vulnerabilities in embedded devices and cyber-physical systems (e.g., network enabled
devices)
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vulnerabilities in Web-based
systems
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Vulnerabilities in Web-Based Systems
Top 10 Web Application Security Vulnerabilities
1. Injection

https://owasp.org/www-project-top-ten/2017/A1_2017-Injection

2. Broken Authentication

https://owasp.org/www-project-top-ten/2017/A2_2017-Broken_Authentication

3. Sensitive Data Exposure

https://owasp.org/www-project-top-ten/2017/A3_2017-Sensitive_Data_Exposure

4. XML External Entities (XXE)
5. Broken Access Control

https://owasp.org/www-project-top-ten/2017/A4_2017-XML_External_Entities_(XXE)

https://owasp.org/www-project-top-ten/2017/A5_2017-Broken_Access_Control

6. Security Misconfiguration

https://owasp.org/www-project-top-ten/2017/A6_2017-Security_Misconfiguration

7. Cross-site Scripting XSS

https://owasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS)

8. Insecure Deserialization

https://owasp.org/www-project-top-ten/2017/A8_2017-Insecure_Deserialization

9. Using Deserialization

https://owasp.org/www-project-top-ten/2017/A9_2017-Using_Components_with_Known_Vulnerabilities

10.Insufficient Logging & Monitoring

https://owasp.org/www-project-top-ten/2017/A10_2017-Insufficient_Logging%2526Monitoring

124

Assess and mitigate the vulnerabilities in Web-based systems
Suggested Protections for the Web

○

Web servers should have their own assurance sign-off procedure.

○

Make the operating system on such servers more secure:
•
•
•

○

Remove all default accounts and settings.
Make sure permissions and privileges are set up correctly.
Patches from vendors should be kept up to date.

Prior to deployment, expand site and network vulnerability scans.
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Assess and mitigate the vulnerabilities in Web-based systems
Suggested Protections for the Web
○
○
○
○
○

○
○

IDS and advanced intrusion prevention system (IPS) technologies are passively
assessed.
Server proxy firewalls should be included.
Disable any code libraries that aren't required.
Ensure that administrative interfaces are removed or properly protected.
Do not hard code the authentication credentials into the application itself.
Instead, use certificates or other high-trust authenticators to ensure the
protection of the credentials.
Use account locking, extended logging, and auditing, and encrypt all
authentication traffic.
Ascertain that the user interface is at least as stable as the rest of the app.
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Input Validation
○

Due to the accessibility of web applications, input validation is critical

○

Ensure application proxy firewalls are able to deal with problems of:
•
•
•
•
•

Buffer overflows
Authentication issues
Scripting
Encoding problems with commands sent to the underlying platform
Encoding and translation of URLs
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Assess and mitigate the vulnerabilities in Mobile Applications

Vulnerabilities

Countermeasures
Countermeasures:

Binary Protection: Insufficient
Jailbreak / Root Detection

In terms of security, it's best not to run the app on rooted or jailbroken devices, or
at the very least to detect root/jailbreak. Detecting if a computer has been hacked
provides an extra layer of policy compliance and risk reduction to keep the data in
the app secure.

Countermeasures:
Insufficient Transport Layer
Protection

Ascertain that the application has a security restriction that establishes a safe
transport guarantee based on confidentiality and integrity. This ensures that all
data is transmitted in a way that prevents it from being viewed or altered while in
transit. If TLS has to be terminated at a load balancer, web application firewall, or
other in-line host, the data in transit to the target host should be re-encrypted (s).
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Vulnerabilities

Countermeasures
Countermeasures:

Information Leakage
Server Version

Remove any unnecessary data from server responses that could provide an attacker
with additional information about your network.

Countermeasures:
Information Leakage
Sensitive Data

Information leakage can be classified into two types: global and resource-specific. Global
information leakage vulnerabilities are often linked to verbose error messages or server /
application interface version disclosures. A configuration setting will also resolve these leaks.
The disclosure of developer comments, files, or confidential personal details are examples of
resource-specific information leakage issues. When resource-specific leaks occur, they often
necessitate immediate mitigation.
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Vulnerabilities

Countermeasures
Countermeasures:

Insufficient
Authorization/Authentication

Implement validated authorization system scheme that emphasizes policy-based
configuration files where possible through hard-coded authentication/authorization checks

Countermeasures:
Cryptography - Improper
Certificate Validation

Ensure that the certificate validation in your application is designed to correctly verify that a
certificate is issued by a trustworthy source, such as a reliable Certificate Authority.
Alternatively, incorporate the most recent IETF or CA/B Forum certificate transparency
requirements.
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Vulnerabilities

Countermeasures
Countermeasures:

Brute Force - User
Enumeration

Insufficient Session
Expiration

The user enumeration vulnerability is most commonly found in the Login, Registration, and
Forgot Password functions. It is not appropriate for the application to reveal whether or not
a username is valid. In both fields, the response to valid and invalid input should be
identical.

Countermeasures:
Firstly, it's a best practice to ensure that the program implements a logout button, and
secondly, that the user clicks this button to correctly revoke their session.

Countermeasures:
Information Leakage
Application Cache

Ensure that sensitive data is not accidentally leaked through the cache. Developers can
prevent it through creating a threat model for OS to check and verify the way data is
handled.
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Vulnerabilities

Countermeasures
Countermeasures:

Binary Protection
Insufficient Code Obfuscation

The vulnerability to user enumeration usually occurs with login, registration or forgotten
password. The application does not indicate the validity of a username. The response in
either field should be totally identical to true and invalid input.
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Vulnerabilities from Remote Computing

❖ VPN’s (as encrypted tunnels) ensure security for “data-in-motion” provided they are
properly configured with strong ciphers.

❖ VPNs are not able to ensure that remote and mobile devices themselves are free of
software vulnerabilities and configuration that can be used to propagate viruses or
worms.
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End Point Device Risks

End Point Device Risks
1. Trusted clients

Ø Unknown configurations, what defines “trusted”

2. Network architectures

Ø Unknown configurations, configurations, countermeasures, etc.

3. Policy implementation

Ø Proper terms and correct implementation

4. Stolen or lost devices

Ø Unavoidable, notification and adaptation
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Mobile Worker Vulnerabilities
❖ Platform proliferation

❖ Unsecure locations

❖ Home-based PC and Multi-device synch solutions
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Assess and mitigate the vulnerabilities in Mobile Applications

Potential Attack Vectors for Mobile Devices
Ø SMS
Ø Wi-FI/Bluetooth/Infra-re
Ø USB
Ø Web browser/Email client/Third-party applications
Ø Physical access
Ø Operating systems vulnerabilities
Ø “Jail-broken” phones
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Potential examples for possible targets for attacker
Ø SMS

Ø Location Information

Ø Email

Ø Voice Recording

Ø Phone

Ø Documents

Ø Video/Photo

Ø Credentials

Ø Social Networking
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Standards
❖ NIST SP 800-40 Revision 3, Guide to Enterprise Patch Management Technologies

❖ NIST SP 800-121 Revision 1, Guide to Bluetooth Security

❖ NIST SP 800-124 Revision 1, Guidelines for Managing the Security of Mobile Devices in the

Enterprise

139

Assess and mitigate the
vulnerabilities in Embedded
Devices and Cyber-Physical
Systems

140

Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Co

ty

Embedded
System
Security
Requirements

i
egr
Int

nfi
de
nti
a

lity

Embedded System Security Requirements

Availability
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Main Threats in embedded system

Embedded System
Software
Attacks

Malware
Brute Force
Buffer Overflow
Web Based Vulnerability

Network
Attacks

MITM
DNS Poisoning
Session Hijacking
Signal Jamming

Physical and
side channel
Attacks

Power Analysis Attack
Timing Attack
Electromagnetic Analysis Attack
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Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Attacks and countermeasures
Category

Attack

Countermeasures

Software- based attack

Malware

Anti-malware application,
Machine-learning-based application

Brute force

Limiting the number of tries

Buffer overflow

Hardware/Software Defender
Technique

Web-based vulnerability

Sandboxing

MITM

Ipsec

DNS posing

DNSSEC

Session hijacking

Encryption, disposable credits

Signal jamming

Anti-jamming mechanism

Power Analysis

Data Masking technique

Timing Attacks

Random clock technique

Electromagnetic Analysis Attack

Shielding techniques [30], Asynchronism

Network-based attack

Physical and side channel based
attacks
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CPS

ICS

(Cyber-Physical Systems)

(Industrial Control Systems)

Cyber-Physical Systems

Embedded System

Integrations of computation and physical

Information processing systems embedded into

processes

enclosing products

Example: Networked systems of embedded computers linking

Examples: System with real-time constraints and efficiency

together a range of devices and sensors for information sharing

requirements

like

automobiles,

telecommunication

or

fabrication
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Assess and mitigate the vulnerabilities in
Embedded Devices and Cyber-Physical Systems

Cyber-Physical Systems
(CPS)

CPS offerings
Transportation
Manufacturing
Healthcare

Smart networked systems with
embedded

sensors,

processors,

and actuators that sense and

Energy

communicate with the physical

Emergency response systems

environment and provide real-

Building controls
Defence

time,

reliable

performance

in

safety-critical applications.

Agriculture
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Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Vulnerabilities in embedded devices and cyber-physical systems
CPS Solution Considerations

CPS Challenges

Risk Assessment
-

Cybersecurity

Bad Data Detection Mechanisms
-

Interoperability

General understanding of risks in such systems and
their environments
Lack of mature mitigation responses

-

Lack of integrity validation technologies for legitimate
data
Lack of detection mechanisms for malware protection

Designed-in resiliency, recoverability and survivability
-

Features lacking to support robust operation and
recoverability
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Assess and mitigate the vulnerabilities of
security architectures, designs, and solution
elements

Industrial Control Systems
(ICS)

❖ Based on standard embedded
systems platforms

Industrial Control Systems
(ICS)

Types of ICS
● Supervisory

Control

and

Data

Acquisition (SCADA) systems
● Distributed Control Systems (DCS)
● Programmable Logic Controllers (PLC)

❖ Often use commercial off-the-shelf
software
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Assess and mitigate the vulnerabilities in
Embedded Devices and Cyber-Physical Systems

SCADA Systems

Industrial Control Systems
(ICS)
Examples:
● Industrial processes: manufacturing, process

❖ An
assembly
of
interconnected
equipment used to monitor and control
physical
equipment
in
industrial
environments

control, power generation, fabrication, refining.
● Infrastructure processes: water treatment
and distribution, wastewater collection/treatment,
oil and gas pipelines, electric power.
● Facility processes: buildings, airports, ships
and space stations; controlling and monitoring

❖ Often used to automate geographically
distributed processes

heating, ventilation, and air conditioning systems
(HVAC), access, and energy consumption.
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Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Main Threats to process CPS and ICS
1. Unauthorized use of remote maintenance access points,
2. Online attacks via office or enterprise networks,
3. Attacks on standard components used in the ICS network,
4. (D) DoS Attacks,
5. Human error and sabotage,
6. Introducing malware via removable media and external hardware,
7. Reading and writing news in the ICS network,
8. Unauthorized access to resources,
9. Attacks on network components,
10.Technical malfunctions or force majeure
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Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Standards relevant for the Cybersecurity of ICT systems

➔ The ISO 27000 series
https://www.iso.org/standard/44375.html

➔ IEC 62351
https://www.iec.ch/smartgrid/standards/

➔ The IEC 62443 series
https://www.isa.org/standards-and-publications/isastandards/isa-standards-committees/isa99

➔ NIST Special Publication 800-39
https://csrc.nist.gov/publications/detail/sp/800-39/final

➔ NISTIR 7628
https://www.nist.gov/system/files/documents/smartgrid/ni
stir-7628_total.pdf

➔ CIP 002 - CIP 009 series
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
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Identify attack taxonomy classification criteria
1. PRECONDITION
2. VULNERABILITIES
3. ATTACK METHOD
4. EFFECT OF THE ATTACK
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Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Identify attack taxonomy classification criteria
PRECONDITION
❏ Internet facing device
❏ Local or remote access to the device
❏ Direct physical access to the device
❏ Physically proximity of the attacker
❏ Miscellaneous
❏ Unknown

152

Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Identify attack taxonomy classification criteria
VULNERABILITIES
❏ Programming errors
❏ Web based vulnerability
❏ Weak access control or authentication
❏ Improper use of cryptography
❏ Unknown
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Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Identify attack taxonomy classification criteria
ATTACK METHOD
❏ Control hijacking attacks
❏ Reverse engineering
❏ Malware
❏ Injecting crafted packets or input
❏ Eavesdropping
❏ Brute-force search attacks
❏ Normal use
❏ Unknown
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Assess and mitigate the vulnerabilities in Embedded Devices and CyberPhysical Systems

Identify attack taxonomy classification criteria
EFFECT OF THE ATTACK
❏ Denial-of-Service
❏ Code execution
❏ Integrity violation
❏ Information leakage
❏ Financial loss
❏ Degraded level of protection
❏ Miscellaneous
❏ Unknown
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Introduction to
Cybersecurity
Lecture 3:
Security Engineering:
Cryptography & Key
Management

This week’s topics…
○ Symmetric and asymmetric encryption
○ Public key infrastructure (PKI)
○ Key management
○ Key management lifecycle
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Section Outline
•

Cryptography

•

Cryptographic algorithms

•

Symmetric encryption
•

•

Advanced Encryption Standard
(AES)

Asymmetric encryption
•

Rivest-Shamir-Adleman (RSA)
Algorithm

•

Cryptographic hash functions

•

Digital signatures

•

Implementation considerations

Section 1
Symmetric and asymmetric encryption
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Cryptography
``Cryptography provides techniques for keeping information secret, for
determining that information has not been tampered with, and for
determining who authored pieces of information.´´
Handbook of applied cryptography. Menezes AJ, Katz J, Van Oorschot PC, Vanstone SA.
CRC press; 1996 Oct 16.

○ Cryptography is fascinating because of the close ties it forges between
theory and practice, and because today's practical applications of
cryptography are pervasive and critical components of our
information-based society.
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Security Attacks
Security Attack

Security Mechanism

Security Service

• Any action that
compromises the
security of
information owned
by an organization

• A process (or a
device
incorporating such
a process) that is
designed to detect,
prevent, or recover
from a security
attack

• A processing or
communication
service that
enhances the
security of the data
processing systems
and the information
transfers of an
organization
162

Security Mechanisms
○ The most important security mechanisms include:
• Cryptographic algorithms
• Data integrity
• Digital signature
• Authentication exchange
• Traffic padding
• Routing control
• Notarization
• Access control
163

Cryptographic Algorithms (1/3)
The NIST Computer Security Glossary provides the following definitions:
○ Cryptography:
1. The discipline that embodies the principles, means, and methods for the
transformation of data in order to hide their semantic content, prevent their
unauthorized use, or prevent their undetected modification
2. The discipline that embodies the principles, means, and methods for the providing
information security, including confidentiality, data integrity, non-repudiation, and
authenticity

○ Cryptographic algorithm:
• A well-defined computational procedure, pertaining to cryptography, that takes variable
inputs, often including a cryptographic key, and produces an output
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Cryptographic Algorithms (2/3)
○ Keyless:
An algorithm that does not use any keys during cryptographic transformations.

○ Single-key:
An algorithm in which the result of a transformation is a function of the input data
and a single key, known as a secret key.

○ Two-key:
An algorithm in which, at various stages of the calculation, two different but
related keys are used, referred to as the private key and the public key.
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Cryptographic Algorithms (3/3)
Block cipher
symmetric
encryption

Key exchange
Message
authentication code

Single-Key
Asymmetric
encryption

Stream cipher
symmetric
encryption

Cryptographic Algorithms

Two-Key
User authentication

Cryptographic hash
function
Keyless

Digital signature

Pseudo-random
number generator
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Symmetric Encryption
○ Also referred to as secret-key encryption
○ Encryption and decryption are performed using the same key
○ Consists of:
Plaintext

Encryption
algorithm

Ciphertext

Secret key

Decryption
algorithm
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Model of Symmetric Cryptosystem
Adversary

Data
block

Encryption
Algorithm

Secret key
shared by
sender and
recipient

Encrypted
data block

Decryption
Algorithm

Data
block

Secure Channel
Key
Source
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Symmetric Encryption

Involves trying all possible keys on a
ciphertext until intelligible
translation into plaintext is obtained

Exploits the characteristics of
the algorithm

Relies on the nature of
algorithm

Cryptanalysis

If succeeds, all future and past
messages encrypted with that
key are compromised

Symmetric encryption
scheme attacks

Brute-force

On average, half of all possible keys
must be tried to achieve success

A secure symmetric encryption scheme
requires an algorithm that is secure against
cryptanalysis and a key of sufficient length to
defeat a brute-force attack
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Advanced Encryption Standard (AES) (1/7)
Finite Field Arithmetic
• In the Advanced Encryption Standard (AES) all operations are performed on
8-bit bytes
• The arithmetic operations of addition, multiplication, and division are
performed over the finite field GF(28)
• A field is a set in which we can do addition, subtraction, multiplication, and
division without leaving the set
• Division is defined with the following rule:
• a /b = a (b-1 )

• An example of a finite field (one with a finite number of elements) is the
set Zp consisting of all the integers {0, 1, . . . . , p - 1}, where p is a prime
number and in which arithmetic is carried out modulo p
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Advanced Encryption Standard (AES) (2/7)
Finite Field Arithmetic

If one of the operations
used in the algorithm is
division, then we need to
work in arithmetic defined
over a field
• Division requires that each
nonzero element have a
multiplicative inverse

The set of such integers,
Z2n, using modular
arithmetic, is not a field
• For example, the integer 2 has no
multiplicative inverse in Z2n, that
is, there is no integer b, such that
2b mod 2n = 1

For convenience and for
implementation efficiency
we would like to work with
integers that fit exactly into
a given number of bits with
no wasted bit patterns
• Integers in the range 0 through
2n – 1, which fit into an n-bit word

A finite field containing 2n
elements is referred to as
GF(2n)
• Every polynomial in GF(2n) can
be represented by an n-bit
number
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Advanced Encryption Standard (AES) (3/7)
AES Implementation
•AES decryption cipher is not
identical to the encryption cipher
• The sequence of transformations
differs although the form of the key
schedules is the same
• Has the disadvantage that two
separate software or firmware
modules are needed for applications
that require both encryption and
decryption

Two separate changes are
needed to bring the decryption
structure in line with the
encryption structure

The first two stages of the
decryption round need to be
interchanged

The second two stages of the
decryption round need to be
interchanged
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Advanced Encryption Standard (AES) (4/7)

Interchanging InvShiftRows and InvSubBytes

•InvShiftRows affects the sequence of bytes in State but does not alter
byte contents and does not depend on byte contents to perform its
transformation
•InvSubBytes affects the contents of bytes in State but does not alter
byte sequence and does not depend on byte sequence to perform its
transformation
•Thus, these two operations commute and can be
interchanged
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Advanced Encryption Standard (AES) (5/7)

Interchanging AddRoundKey and InvMixColumns

The transformations
AddRoundKey and
InvMixColumns do not
alter the sequence of
bytes in State

If we view the key as a
sequence of words,
then both
AddRoundKey and
InvMixColumns operate
on State one column at
a time

These two operations
are linear with respect
to the column input
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Advanced Encryption Standard (AES) (6/7)

Implementation Aspects (1/2)

•AES can be implemented very efficiently on an 8-bit processor
•AddRoundKey is a bytewise XOR operation
•ShiftRows is a simple byte-shifting operation
•SubBytes operates at the byte level and only requires a table of 256
bytes
•MixColumns requires matrix multiplication in the field GF(28), which
means that all operations are carried out on bytes
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Advanced Encryption Standard (AES) (7/7)

Implementation Aspects (2/2)

•Can efficiently implement on a 32-bit processor
• Redefine steps to use 32-bit words
• Can precompute 4 tables of 256-words
• Then each column in each round can be computed using 4 table lookups + 4
XORs
• At a cost of 4Kb to store tables

•Designers believe this very efficient implementation was a key factor
in its selection as the AES cipher
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Asymmetric Encryption
○ Public-key cryptography, also called
involves the use of two separate keys

asymmetric

cryptography,

○ A public-key encryption scheme has six ingredients:
• Plaintext
• Encryption algorithm
• Public key
• Private key
• Ciphertext
• Decryption algorithm
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Alice´s
public key
ring

Model of Asymmetric
Cryptosystem

Joy
Mike

Bob
Bob´s
public
key

Data
block

Bob´s private key

Ted

Encrypted
data block
Decryption
Algorithm

Encryption
Algorithm

Data
block

Bob

Alice

(a) Public-key encryption/decryption (Alice encrypts block for Bob only)

Alice´s private key

Bob´s
public key
ring

Joy
Mike

Encrypted
data block
Data
block

Encryption
Algorithm

Alice

Ted
Alice Alice´s
public
key

Decryption
Algorithm

Data
block

Bob

(b) Public-key encryption/decryption (Alice authenticates block for any recipient)
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Rivest-Shamir-Adleman (RSA) Algorithm (1/7)
○ Developed in 1977 at MIT by Ron Rivest, Adi Shamir & Len Adleman
○ Most widely used general-purpose approach to public-key encryption
○ Is a cipher in which the plaintext and ciphertext are integers between
0 and n – 1 for some n
• A typical size for n is 1024 bits, or 309 decimal digits
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Rivest-Shamir-Adleman (RSA) Algorithm (2/7)

RSA Algorithm

○ RSA makes use of an expression with exponentials
○ Plaintext is encrypted in blocks with each block having a binary value less than
some number n
○ Encryption and decryption are of the following form, for some plaintext block M
and ciphertext block C
C = Me mod n
M = Cd mod n = (Me)d mod n = Med mod n
○ Both sender and receiver must know the value of n
○ The sender knows the value of e, and only the receiver knows the value of d
○ This is a public-key encryption algorithm with a public key of PU={e,n} and a
private key of PR={d,n}
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Rivest-Shamir-Adleman (RSA) Algorithm (3/7)

Algorithm Requirements
○ For this algorithm to be satisfactory for public-key encryption, the
following requirements must be met:
1. It is possible to find values of e, d, n such that Med mod n = M for all
M<n
2. It is relatively easy to calculate Me mod n and Cd mod n for all
values of M < n
3. It is infeasible to determine d given e and n

181

Key Generation by Alice

Rivest-ShamirAdleman (RSA)
Algorithm (4/7)
○ The RSA Algorithm

Select p, q

p and q both prime, p ≠ q

Calculate n = p ´ q
Calculate f(n) = (p – 1)(q – 1)
Select integer e

gcd(f(n), e) = 1; 1 < e < f(n)

Calculate d

d º e-1 (mod f(n))

Public key

PU = {e, n}

Private key

PR = {d, n}

Encryption by Bob with Alice's Public Key
Plaintext:

M<n

Ciphertext:

C = Me mod n

Decryption by Alice with Alice's Private Key
Ciphertext:

C

Plaintext:

M = Cd mod n
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Rivest-Shamir-Adleman (RSA) Algorithm (5/7)

Example of RSA Algorithm

Decryption

Encryption

plaintext
88

7

88 mod 187 = 11

PU = 7, 187

ciphertext
11

23

11 mod 187 = 88

plaintext
88

PR = 23, 187

Figure 9.6 Example of RSA Algorithm
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Rivest-Shamir-Adleman (RSA) Algorithm (6/7)

The Security of RSA

Brute force
Chosen ciphertext
attacks
• This type of
attack exploits
properties of the
RSA algorithm

Hardware faultbased attack
• This involves
inducing hardware
faults in the
processor that is
generating digital
signatures

• Involves
trying all
possible
private keys

Five
possible
approaches
to attacking
RSA are:

Mathematical
attacks
• There are several
approaches, all
equivalent in effort
to factoring the
product of two
primes

Timing attacks
• These depend on
the running time
of the decryption
algorithm
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Rivest-Shamir-Adleman (RSA) Algorithm (7/7)

Countermeasures

Constant
exponentiation time
• Ensure that all exponentiations
take the same amount of time
before returning a result; this is
a simple fix but does degrade
performance

Random delay

Blinding

• Better performance could be
achieved by adding a random
delay to the exponentiation
algorithm to confuse the timing
attack

• Multiply the ciphertext by a
random number before
performing exponentiation; this
process prevents the attacker
from knowing what ciphertext
bits are being processed inside
the computer and therefore
prevents the bit-by-bit analysis
essential to the timing attack
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Symmetric and Asymmetric Encryption: Sum up
Symmetric Encryption

Asymmetric Encryption

Needed to Work:

Needed to Work:

1.

The same algorithm with the same secret key is used
for encryption and decryption.

1.

2.

The sender and receiver must share the algorithm and
the secret key.

One algorithm is used for encryption and a related algorithm for
decryption with a pair of keys, known as the public key and the
private key. The two keys can be used in either order, one for
encryption and one for decryption.

2.

The sender and receiver must each have a unique public/private
key pair.

Needed for Security:
1.

The key must be kept secret.

2.

It must be impossible or at least impractical to decipher
a message if the key is kept secret.

3.

Knowledge of the algorithm plus samples of ciphertext
must be insufficient to determine the key

Needed for Security:
1.

The private key must be kept secret.

2.

It must be impossible or at least impractical to decipher a
message if the private key is kept secret.

3.

Knowledge of the algorithm plus the public key plus samples of
ciphertext must be insufficient to determine the private key.
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Cryptographic Hash Functions
○ A hash function takes an input of arbitrary length and maps it to a
fixed-length data block that is typically shorter than the input data
block
○ The output is known as the hash value or hash digest
○ A cryptographic hash function, also known as a secure hash function,
is a hash function with specific properties that are useful for various
cryptographic algorithms
○ Secure hash functions are an essential element of many security
protocols and applications
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Requirements
for a Cryptographic Hash Function H
Table 1.3 Requirements for a Cryptographic Hash Function H
Requirement

Description

Variable input size

H can be applied to a block of data of any
size.

Fixed output size

H produces a fixed-length output.

Efficiency

H(x) is relatively easy to compute for any
given x, making both hardware and software
implementations practical.

Preimage resistant (one-way property)

For any given hash value h, it is
computationally infeasible to find y such that
H(y) = h.

Second preimage resistant (weak collision
resistant)

For any given block x, it is computationally
infeasible to find y ≠ x with H(y) = H(x).

Collision resistant (strong collision resistant)

It is computationally infeasible to find any
pair (x, y) such that H(x) = H(y).

Pseudorandomness

Output of H meets standard tests for
pseudorandomness
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Implementation Considerations

SP 800-12 (An Introduction to Information
Security) lists the following as important
management considerations for implementing
cryptography within an organization:

Selecting design and
implementation standards

Deciding between hardware,
software, and firmware
implementations

Managing keys

Security of cryptographic
modules
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Section Outline
•

Public-Key Certificates

•

PKI Architecture

Section 2
Public key infrastructure (PKI)
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Public-Key Certificates

A public-key certificate is
a set of data that
uniquely identifies an
entity

The certificate contains
the entity’s public key
and other data and is
digitally signed by a
trusted party, called a
certification authority,
thereby binding the
public key to the entity

Public-key certificates
are designed to provide
a solution to the
problem of public-key
distribution
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Public-Key Certificate Use
Unsigned certificate:
contains user ID,
user´s public key

H

Bob´s ID
information
Bob´s public
key
CA
Information
Certificate
Information

V

S
Generate hash
code of unsigned
certificate

H

Verify algorithm
indicates whether the
signature is valid

Signed certificate

Use hash code of unsigned
certificate with CA´s private
key to form signature

Supply CA´s public key
to verify algorithm

Create signed digital
certificate

Use certificate to verify
Bob´s public key
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PKI Architecture (1/2)
○ A PKI architecture defines the organization and interrelationships
among CAs and PKI users
○ PKI architectures satisfy the following requirements:
• Any participant can read a certificate to determine the name and public key of
the certificate’s owner
• Any participant can verify that the certificate originated from the certification
authority and is not counterfeit
• Only the certification authority can create and update certificates
• Any participant can verify that the certificate is currently valid
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PKI Architecture (2/2)
○ Essential components of the PKI Architecture are:
• End entity
• Certification authority (CA)
• Registration authority (RA)
• Repository
• Relying party
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PKI Scenario
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Section Outline
•

Key establishment

•

Key management through symmetrickey techniques

•

Key management through public-key
techniques

Section 3
Key management
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Key establishment, key management
○ Definition 1.
• Key establishment is any process whereby a shared secret key becomes
available to two or more parties, for subsequent cryptographic use.

○ Definition 2.
• Key management is the set of processes and mechanisms which support key
establishment and the maintenance of ongoing keying relationships between
parties, including replacing older keys with new keys as necessary
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Keying relationships in a
simple 6-party network
○ The network diagram depicted in
the Figure is simply the
amalgamation of 15 two-party
communications.
○ In practice, networks are very
large, and the key management
problem is a crucial issue.
○ There are a number of ways to
handle this problem. Two
simplistic methods are going to
be discussed; one based on
symmetric-key and the other on
public-key techniques.
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Key management through symmetric-key techniques
○ One solution which employs symmetric-key techniques involves an
entity in the network which is trusted by all other entities. As
described before, this entity is referred to as a trusted third party
(TTP). Each entity Ai shares a distinct symmetric key ki with the TTP.
○ These keys are assumed to have been distributed over a secured
channel. If two entities subsequently wish to communicate, the TTP
generates a key k (sometimes called a session key) and sends it
encrypted under each of the fixed keys as depicted in the following
Figure for entities A1 and A5.
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Key management
using a trusted third
party (TTP) (1/2)
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Key management using a trusted third party (TTP) (2/2)
Advantages of this approach
include:

Disadvantages of this approach
include:

1. It is easy to add and remove
entities from the network.

1. All communications require initial
interaction with the TTP.

2. Each entity needs to store only
one long-term secret key.

2. The TTP must store n long-term
secret keys.
3. The TTP has the ability to read
all messages.
4. If the TTP is compromised, all
communications are insecure.
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Key management through public-key techniques (1/4)
○ There are a number of ways to address the key management problem
through public-key techniques. However, for the purpose of this
lecture a very simple model is considered.
○ Each entity in the network has a public/private encryption key pair.
The public key along with the identity of the entity is stored in a
central repository called a public file. If an entity A1 wishes to send
encrypted messages to entity A6, A1 retrieves the public key e6 of A6
from the public file, encrypts the message using this key, and sends
the ciphertext to A6.
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Key management using public-key techniques (2/4)
A1

A2
private key d2

private key d1
c = Eε6 (m)
c
A6

e6

private key d6
m = Dd6 (c)

A5
private key d5

Public file
A1 : e1
A2 : e2
A3 : e3
A4 : e4
A5 : e5
A6 : e6

A3
private key d3

A4
private key d4
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Key management using public-key techniques (3/4)
Advantages of this approach include:

1. No trusted third party is required.
2. The public file could reside with each entity.
3. Only n public keys need to be stored to allow secure communications
between any pair of entities, assuming the only attack is that by a
passive adversary.
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Key management using public-key techniques (4/4)
○ The key management problem becomes more difficult when one must take into
account an adversary who is active (i.e. an adversary who can alter the public file
containing public keys). The following Figure illustrates how an active adversary
could compromise the key management scheme given above.
○ In the figure, the adversary alters the public file by replacing the public key e6 of
entity A6 by the adversary’s public key e∗. Any message encrypted for A6 using
the public key from the public file can be decrypted by only the adversary. Having
decrypted and read the message, the adversary can now encrypt it using the
public key of A6 and forward the ciphertext to A6.
○ A1 however believes that only A6 can decrypt the ciphertext c.
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An impersonation of A6 by an active adversary with
public key e∗ (1/2)
A1
c

Dd*(c) = m Ee6 (m) = c´
private key d*

Adversary

e*

Ee* (m) = c

c´

Dd6(c´) = m
private key d*

Public file
A1 : e1
A2 : e2
A3 : e3
A4 : e4
A5 : e5
A6 : e6 e*

A6
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An impersonation of A6 by an active adversary with
public key e∗ (2/2)
○ To prevent this type of attack, the entities may use a TTP to certify
the public key of each entity. The TTP has a private signing algorithm
ST and a verification algorithm VT assumed to be known by all
entities.
○ The TTP carefully verifies the identity of each entity, and signs a
message consisting of an identifier and the entity’s authentic public
key. This is a simple example of a certificate, binding the identity of
an entity to its public key.
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Authentication of
public keys by a TTP
(1/2)
○ The Figure illustrates the
network under the
aforementioned conditions.
○ A1 uses the public key of A6 only
if the certificate signature
verifies successfully.

208

Authentication of public keys by a TTP (2/2)
Advantages of using a TTP to maintain
the integrity of the public file include:

Even with a TTP, some concerns still
remain:

1. It prevents an active adversary from
impersonation on the network.

1. If the signing key of the TTP is
compromised, all communications
become insecure.

2. The TTP cannot monitor communications.
Entities need trust the TTP only to bind
identities to public keys properly.

2. All trust is placed with one entity.

3. Per-communication interaction with the
public file can be eliminated if entities
store certificates locally.
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Key management life cycle
○ Except in simple systems where secret keys remain fixed for all time,
cryptoperiods associated with keys require that keys be updated
periodically.
○ Key update necessitates additional procedures and protocols, often
including communications with third parties in public-key systems.
○ The sequence of states which keying material progresses through
over its lifetime is called the key management life cycle.
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Life cycle stages
Life cycle stages, as illustrated in
the figure, may include:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.

user registration
user initialization
key generation
key installation
key registration
normal use
key backup
key update
archival
key de-registration and destruction
key recovery
key revocation
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Life cycle stages (1/4)
1. User registration
An entity becomes an authorized member of a security domain. This involves acquisition, or
creation and exchange, of initial keying material such as shared passwords or PINs by a secure,
one-time technique (e.g., personal exchange, registered mail, trusted courier).

2. User initialization
An entity initializes its cryptographic application (e.g., installs and initializes software or hardware),
involving use or installation of initial keying material obtained during user registration.

3. Key generation
Generation of cryptographic keys should include measures to ensure appropriate properties for the
intended application or algorithm and randomness in the sense of being predictable (to
adversaries) with negligible probability. An entity may generate its own keys, or acquire keys from
a trusted system component.
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Life cycle stages (2/4)
4. Key installation
Keying material is installed for operational use within an entity’s software or hardware, by a
variety of techniques including one or more of the following: manual entry of a password or PIN,
transfer of a disk, read-only-memory device, chipcard or other hardware token or device (e.g.,
key-loader). The initial keying material may serve to establish a secure on-line session through
which working keys are established. During subsequent updates, new keying material is installed
to replace that in use, ideally through a secure on-line update technique.

5. Key registration
In association with key installation, keying material may be officially recorded (by a registration
authority) as associated with a unique name which distinguishes an entity. For public keys, publickey certificates may be created by a certification authority (which serves as guarantor of this
association), and made available to others through a public directory or other means.
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Life cycle stages (3/4)
6.

Normal use
The objective of the life cycle is to facilitate operational availability of keying material for standard cryptographic
purposes. Under normal circumstances, this state continues until cryptoperiod expiry; it may also be subdivided –
e.g., for encryption public-key pairs, a point may exist at which the public key is no longer deemed valid for
encryption, but the private key remains in (normal) use for decryption.

7.

Key backup
Backup of keying material in independent, secure storage media provides a data source for key recovery (point 11
below). Backup refers to short-term storage during operational use.

8.

Key update
Prior to cryptoperiod expiry, operational keying material is replaced by new material. This may involve some
combination of key generation, key derivation, execution of two-party key establishment protocols, or
communications with a trusted third party. For public keys, update and registration of new keys typically involves
secure communications protocols with certification authorities.
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Life cycle stages (4/4)
9.

Archival
Keying material no longer in normal use may be archived to provide a source for key retrieval under special circumstances (e.g.,
settling disputes involving repudiation). Archival refers to off-line long-term storage of post-operational keys.

10. Key de-registration and destruction
Once there are no further requirements for the value of a key or maintaining its association with an entity, the key is de-registered
(removed from all official records of existing keys), and all copies of the key are destroyed. In the case of secret keys, all traces are
securely erased.

11. Key recovery
If keying material is lost in a manner free of compromise (e.g., due to equipment failure or forgotten passwords), it may be
possible to restore the material from a secure backup copy.

12. Key revocation
It may be necessary to remove keys from operational use prior to their originally scheduled expiry, for reasons including key
compromise. For public keys distributed by certificates, this involves revoking certificates (see §13.6.3).

Of the above stages, all are regularly scheduled, except key recovery and key revocation which arise under
special situations.
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Key states within life cycle
The typical events involving keying material over the lifetime of the key define stages of the
life cycle. These may be grouped to define a smaller set of states for cryptographic keys,
related to their availability for use. One classification of key states is as follows:
1. pre-operational.
The key is not yet available for normal cryptographic operations.

2. operational.
The key is available, and in normal use.

3. post-operational.
The key is no longer in normal use, but off-line access to it is possible for special purposes.

4. obsolete.
The key is no longer available. All records of the key value are deleted.
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System initialization and key installation
○ Key management systems require an initial keying relationship to provide an
initial secure channel and optionally support the establishment of subsequent
working keys (long-term and short-term) by automated techniques.
○ The initialization process typically involves noncryptographic one-time procedures
such as transfer of keying material in person, by trusted courier, or over other
trusted channels.
○ The security of a properly architected system is reduced to the security of keying
material, and ultimately to the security of initial key installation. For this reason,
initial key installation may involve dual or split control, requiring co-operation of
two or more independent trustworthy parties.
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Summary (1/2)
○ Cryptographic algorithms:
• Keyless, Single-Key, Two-Key

○ Symmetric encryption
Plaintext

Encryption
algorithm

Secret key

Ciphertext

Decryption
algorithm

Advanced Encryption Standard (AES)

○ Asymmetric encryption
Plaintext

Encryption
algorithm

Public key

Private key

Ciphertext

Decryption
algorithm

Rivest-Shamir-Adleman (RSA) Algorithm
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Summary (2/2)
○ Public-key certificates
• a set of data that uniquely identifies an entity
• a solution to the problem of public-key distribution

○ PKI architecture
• End entity, Certification authority (CA), Registration authority (RA), Repository,
Relying party

○ Key management
• Key establishment
• Key management through symmetric-key techniques
• Key management through public-key techniques
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This week’s topics…
○ Hashing
○ Digital signatures
○ Digital rights management (DRM)
○ Cryptanalytic and social engineering attacks
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Hashing
○ Takes a variable-length message and produces a fixed-length
value (called hash value or message digest)
• Like a fingerprint of a message
• If message is changed, hash value changes

B

• Hashing aim is to achieve integrity verification
A
Original
message
You have
to pay 100
Euro for
the product

Message
digest
calculated
Hash
algorithm

5409835

Message and
digest
transmitted

Message is
modified by an
attacker

Message digest
calculated on
the received
message

You have
to pay 100
Euro for
the product

You have
to pay
1000 Euro
for the
product

You have
to pay
1000 Euro
for the
product

5409835

5409835

Hash
algorithm

9827765

Does
NOT
match

Figure 1: Hashing process
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SHA-1 Example
○ Compare the input and the
digest. What do you observe?
• Even the slightest variation in the
input will create a totally
different hash
• You cannot infer back the input
by analysing the digest

Figure 2: Hashing process [3]
[https://en.wikipedia.org/wiki/Cryptographic_hash_function]
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Hashing
○ The ideal cryptographic hash function has the following main properties:
• It is deterministic
• The same message always results in the same hash
• It is one way
• You can generate a hash given a message, but you cannot revert the process and

generate a message given a hash

• Collision resistance
• This means that you cannot find two different messages that when hashed, result to

the same message digest

• A small change to a message should change the hash value to a great extend
• Someone will not be able to correlate the hash values
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Hashing
Examples where hashing can be utilized

○ To verify the integrity of message and files
• Comparing message digests of transmitted messages/files before and after
transmission can reveal if any changes have occurred to the message/file
• Hash digests are often published on websites to verify the integrity of
downloaded files

○ Signature generation and verification
• Digital signature schemes (discussed in the following
cryptographic hash functions to verify the message authenticity

slides)

utilize

○ Password verification
• Password verification relies on cryptographic hashes to verify that the provided
password is the correct
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Cryptographic Hash Functions
Examples of well known hash functions

○ MD5
• Designed by Ronald Rivest in 1991
• MD5 produces a digest of 128 bits
• Subject to collisions

○ RIPEMD-160
• RIPEMD (RACE Integrity Primitives Evaluation Message Digest) first published in
1996
• Based on the design principles of MD4
• RIPEMD-160 produces a hash digest of 160 bits
230

Cryptographic Hash Functions
Examples of well known hash functions

○ SHA
• Secure Hash Algorithms
• A family of cryptographic hash functions: SHA-0, SHA-1, SHA-2, SHA-3
• Published by the National Institute of Standards and Technology (NIST) as a
U.S. Federal Information Processing Standard (FIPS)
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Cryptographic Hash Functions
○ SHA-0
• 160-bit hash function (produces a 160-bit message digest)
• It was withdrawn shortly after publication and replaced by SHA-1
• Published as FIPS PUB 180

○ SHA-1
• Designed by the United States National Security Agency (NSA) to be part of the
Digital Signature Algorithm
• 160-bit hash function
• Cryptographic weaknesses were discovered in SHA-1
• Published as FIPS PUB 180-1
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Cryptographic Hash Functions
○ SHA-2
• A set of cryptographic hash functions designed by the NSA
• First published in 2001
• Basically consists of three hash algorithms: SHA-256, SHA-384 and SHA-512
• FIPS PUB 180-2 (SHA-1, SHA-256, SHA-384, and SHA-512)

○ SHA-3
• Secure Hash Algorithm 3
• Released in 2015 by NIST
• SHA-3 provides the output sizes of: 224, 256, 384 and 512 bits
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Example: Password verification
○ We use passwords to get authenticated and have access to a system
○ Passwords are not stored on a system as clear text
○ They are stored in a coded form
○ Encoding is done by a hash algorithm (one-way cipher)
○ Hash algorithm produces a fixed length string although the actual
passwords would normally be of differing length
• The hash value or message digest is stored on the system to be able to verify
users when they login into the system
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Password verification process

Phase 1

Phase 2

Account
registration

User logins
and enters
his
password

Password is
hashed and
stored on
the system

System
computes
the hash

Result

Is the result
the same as
the hash
that is
stored on
the system?

NO

Login
fails

YES

Figure 3: Password verification process

Login is successful
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Salting
○ What happens if we have two users that choose the same password?
• If two users choose the same passwords, the respective password will be the
same

○ A computer random generated number called the salt is added to the
password before applying to the hash algorithm
○ So the output would be different even if passwords are identical
○ Salt is stored with the hashed password
○ Salts should not be reused
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Password verification process
Phase 1

Phase 2

Account
registration

User logins
and enters
his
password

Salt + Hashed
Password are
stored on the
system

Password +
salt are
hashed

Result

Is the result
the same as
the hash that
is stored on
the system?

NO

Login
fails

YES

System
retrieves
the stored
salt,
appends it
on the
provided
password
and
computes
the hash

Login is successful

Figure 4: Password verification process with salt
237

Example – Linux hashed password file
○ Hashed passwords in Linux are stored in the /etc/shadow file
• Format of file

1. Username: Login name of user

Figure 5: Linux hashed password file format

2. Password "$id$salt$hash(password+salt)", where "$id" is the algorithm used ($1 stands for MD5)
3. This indicates when the password was last changed, starting from January 1st, 1970
4. This indicates the minimum number of days the user is allowed to change his/her password since the previous time
he/she has performed a password change
5. Once the user has changed his/her password, this indicates the maximum number of days the password is valid
6. Indicates the number of days, before password is expected to expire, where a warning will be issued to the user to
change his/her password
7. Indicates the number of days after password expires that account is disabled (here is not set)
8. When the account gets disabled, starting from January 1st, 1970 (here is not set)
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Digital Signatures
○ NIST FIPS 186-4 (Digital Signature Standard) defines a digital signature as
follows:
“The result of a cryptographic transformation of data that, when properly implemented,
provides a mechanism for verifying origin authentication, data integrity, and signatory nonrepudiation”

○ The original data and the associated digital signature are utilized to verify that:
• 1) The data have been signed by the owner of the digital signature, and
• 2) The data have not been altered after the data signing

○ Further, the signer cannot repudiate digitally signing the data, given that the
secret key utilized to create the digital signature is known only by the signer
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Digital Signatures
○ For digital signatures, NIST recommends three alternative digital
signature algorithms:
• Digital Signature Algorithm (DSA) with length of 2048 bits
• RSA algorithm with 2048 bits
• Elliptic-Curve Digital Signature Algorithm with length of 224 bits
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Digital Signatures
○ Digital signatures employ asymmetric cryptography
• Asymmetric cryptography uses two mathematically related keys
• Data encrypted with one key can only be decrypted with the other
• Asymmetric cryptography is also called public key cryptography (PKI)
• Public key: key can be public
• Private key: secret key known only by owner
• Security depends on the secrecy of the private key

○ Digital signatures are equivalent to traditional handwritten signatures
• They are utilized to verify the authenticity of digital messages or documents,
their integrity and non-repudiation of origin
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Asymmetric Encryption Process
1. Bob wants to communicate with Alice
and send her a message
2. He uses Alice’s public key to encrypt the
message and transmits it to Alice
3. Once Alice receives the encrypted
message, she uses her private key to
decrypt it and read the plaintext message
from Bob
Figure 6: Asymmetric encryption process [11]
[https://en.wikipedia.org/wiki/Public-key_cryptography]
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Digital Signatures
Security properties

○ They support two security goals:
• Non-repudiation
• The recipient verifies that the digitally signed message originated from the

claimed owner of the private key utilized for the signing. The sender cannot
later deny that he did not send the message

• Integrity
• A message can be altered by an attacker
• Also,

unintentional modifications can occur,
communication errors while a message is in transit

for

example,

due

to

• With digital signatures, the recipient can verify the integrity of a message
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Digital Signatures
○ Typical usage
• Software distribution
• Software is digitally signed by the vendor to protect from modifications and

also as a proof of the software’s origin

• Financial transactions
• A contract is digitally signed and the recipient party can verify its integrity and

the sender’s identity

• Email communication
• An email is digitally signed so the recipient can verify that the sender is a

trusted entity
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Digital Signatures
Signing process

○ Alice wants to communicate with Bob and
send him a digitally signed message
○ Actions taken by Alice:
1. Alice applies a hashing algorithm on the
plaintext message to send to Bob and
generates the corresponding message digest
2. Then she encrypts the message digest with her
private key and generates the digital signature
which is appended to the original message
3. Alice transmits the digital signature and the
original message to Bob

Figure 7: Digital signing a message [5]

[https://commons.wikimedia.org/wiki/File:Private_
key_signing.svg]
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Digital Signatures
Verification process
○ Alice wants to communicate with Bob and
send him a digitally signed message

○ Public key can decrypt a
message encrypted with
a private key
• Only if message was
encrypted by corresponding
private key’s holder

○ Actions taken by Bob:
1. Bob decrypts the digital signature using Alice’s
public key. He gets back the decrypted
message digest that was originally generated
by Alice
2. Bob applies the same hashing algorithm
(utilized by Alice) on the received plaintext and
generates the corresponding message digest
3. The newly generated message digest is
compared with the one Bob has decrypted. If
the digests match, then this means that the
message integrity can be confirmed and that Figure
it
8: Verifying validity of digital signature [5]
was sent by Alice
[https://commons.wikimedia.org/wiki/File:Private_key_signing.svg]
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Digital Signatures
Signing & verification process

Signing phase at Alice

Verification phase at Bob

Hello
Bob

Digital
signature

Hello
Bob

Hash
function

Decrypt
with
Alice
public
key

Hash
function

62cf6
49gh
Alice
private
key
encrypts
the hash
Digital
signature

62cf6
49gh

62cf6
49gh
Bob verifies that the two
hashes are the same,
thus verifies the integrity
and authenticity of the
message

Figure 9: Digital signatures – signing and verification process (adapted from
https://commons.wikimedia.org/wiki/File:Private_key_signing.svg)
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Digital Certificate

○ Certificate structure

○ Electronic document that holds
the public key and other PKIrelated information and
information about the key owner
○ Typical usage
• Provide secure communication
between clients and servers by
encrypting channels

•

Version Number

•

Serial Number

•

Signature Algorithm

•

Issuer

•

Validity period
•

Not Before

•

Not After

•

Subject

•

Subject Public Key Info
•

Public Key Algorithm

•

Public Key

• Encrypt messages for secure e-mail
communication

•

Extensions (optional)

•

Certificate Signature Algorithm

• Verify the source and integrity of
signed executable code

•

Certificate Signature

○ X.509 digital certificates
• Standard for most widely accepted
format for digital certificates

Figure 10: Digital certificate example

Digital signature of an
entity that has verified
the certificate's contents
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Padlock icon and certificate information
○ Open web browser
○ Visit https://amazon.co.uk
○ Click padlock icon on the leftside of the URL bar
○ Click on Certificate to view it
○ Click on Details and find the
Thumbprint field
•

This is the hash of the certificate,
computed over all certificate data
and its signature

○ Navigate to Certification Path
and check the Certificate’s
status at the bottom of the
window
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Certificate’s status
Validity of digital certificate

Figure 4-11: Chain of trust [6]
[https://commons.wikimedia.org/wiki/File:Chain_of_trust.svg]

○ Each digital certificate in the path chain is digitally
signed by a trusted third party, a Certification
Authority
○ The digital signature is utilized to verify the digital
certificate’s validity
Figure 12: Digital certificate validity status
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Asymmetric cryptography practices
Action

Whose
key to
use

Which key to use
(public/private)

Bob wants to communicate
with Alice and protect the
messages he sends her
Alice wants to decrypt the
encrypted message sent by
Bob
Bob wants to send a copy to
himself of the encrypted
message that he sent to Alice
Bob wants to read an
encrypted message sent by
Alice
Bob sends to Susan the
message from Alice
Bob digitally signs a message
and sends it to Alice
Alice confirms Bob's digital
signature
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Explanation

Asymmetric cryptography practices
Action
Bob wants to communicate
with Alice and protect the
messages he sends her
Alice wants to decrypt the
encrypted message sent by
Bob
Bob wants to send a copy to
himself of the encrypted
message that he sent to Alice

Whose
Which key to use
(public, private)
key to
use
Alice's key Public key
Alice's key Private key
Bob's key

Public key to
encrypt Private key
to decrypt

Bob wants to read an
encrypted message sent by
Alice
Bob sends to Susan the
message from Alice

Bob's key

Private key

Susan's
key

Public key

Bob digitally signs a message
and sends it to Alice

Bob's key

Private key

Alice confirms Bob's digital
signature

Bob's key

Public key
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Explanation
When an encrypted message is to be
sent the recipient's key is used and not
the sender's keys
An encrypted message can only be
read by using the recipient's private key
An encrypted message can only be
read by the recipient's private key; Bob
would need to encrypt it with his own
public key and then use his private key
to decrypt it
The recipient's private key is used to
decrypt received messages
The message should be encrypted with
Susan's key for her to decrypt and read
it with her private key
Bob's private key is used to encrypt the
hash
Because Bob's public and private keys
work in both directions. Alice can use
his public key to decrypt the hash
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Intellectual Property & Piracy
○ What is Intellectual Property?
• Refers to the creation of the mind, such as inventions, literary and artistic work, designs,
images, etc.

○ Intellectual property rights include patents, copyright, industrial design rights,
trademarks, etc.
• They specify how the Intellectual Property can be utilized

○ Resources are easily shared on the Internet where people can download material
and use it in a way that compromises the intellectual property rights
○ Violation of intellectual property rights, called "infringement" with respect to
patents, copyright, and trademarks
• For example, copyright infringement involves reproducing, distributing or making derivative
work without the permission from the copyright holder, also known as piracy

○ Content protection is a critical issue
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What is DRM
○ DRM - Digital Rights Management
○ DRM enables the secure exchange of intellectual property over the
Internet or other electronic media
• For example, exchange copyright-protected music, video, books, etc.

○ DRM tools are utilized to control access, limit the usage, modification
and distribution of copyrighted work.
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DRM Vendors
Examples

○ Microsoft
○ IBM
○ Adobe
○ Sony
○ Intertrust
○ Contentguard
○ Etc.
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DRM Technologies
○ Verifications
• Product keys
• User enters a product key to activate a product
• The key represents a license to use the product
• This technique is often combined with other methods, e.g. an online

activation, to address the issue of cracking a product key

• Limited install activations
• The number of installations a user can activate on different computers
• Authentication with an online server is required to enforce this control
• Persistent online authentication
• Game platforms often use online authentication to control access to a game
258

DRM Technologies
○ Tracking
• Watermarks
• Digital watermarks are steganographically embedded within the content

during production or distribution

• For example, they can record the copyright owner, who purchased a book, etc.

• They cannot enforce a technological restriction but can be used for copyright

enforcement alongside other technologies

• Metadata
• Purchased media include metadata, e.g. purchaser’s name, email address,

creation data, etc.
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DRM Technologies
○ Encryption
• Content is encrypted to protect unauthorised people from accessing it
• A user needs a decryption key to be able to access the content

○ Copying restriction
• Essential to be able to control people from copying, printing, or sharing
electronic documents
• Restrictions should also apply when it comes to keeping backups of resources
• Typically integrates with content management system software to enforce
restrictions
• There are four main e-book DRM schemes in common use today, from
• Adobe, Amazon, Apple, Marlin Trust Management Organization (MTMO)
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Cryptanalysis
Introduction
○ Attackers’ goal is to analyse the ciphertext and try to break the cipher, retrieve
the original plaintext message and obtain the key so he can decrypt future
messages
• Cryptanalysis helps attackers to compromise encryption and decode an encrypted message,
even if the cryptographic key is unknown
• Usually, the encryption and decryption algorithms are public knowledge and anyone can study
their operation

○ An attack can be executed against
• Cryptographic algorithms to identify a weakness in their implementation
• Encrypted messages to gain us much information as possible about the unencrypted data

○ A range of cryptanalytic attacks can be implemented, depending on the amount
of information that is available to the attacker
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Cryptanalytic attacks
○ Ciphertext only attack

○ Man-in-the-middle

○ Known plaintext

○ Replay attack

○ Chosen plaintext

○ Birthday attack

○ Chosen ciphertext
○ Dictionary attack
○ Brute force attack
○ Rainbow table
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Cryptanalytic attacks
○ Ciphertext only attack
• It is the most common type of attack
• Attacker obtains the ciphertext of several messages
• All messages are encrypted with the same encrypted algorithm
• The plaintexts of the encrypted messages are not known
• The attacker analyses the encrypted messages and tries to identify repeating
patterns, e.g. of words that occur frequently such as “the”, “or”, etc.
• Typically requires a large sample of encrypted messages
• Modern ciphers are required to be very resistant to this type of attack
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Cryptanalytic attacks
○ Known plaintext
• The attacker has a number of pairs of plaintext and corresponding ciphertext
• Attacker’s goal is to find the cryptographic key that was utilized to encrypt the
messages

○ Chosen plaintext
• The attacker encrypts selected plaintext messages and then analyses the encrypted
messages
• The attacker obtains a better understanding of the encryption process and can gather
more information to identify the cryptographic key utilized

○ Chosen ciphertext
• The attacker can choose the ciphertext to be decrypted and obtain the corresponding
plaintext
• This attack requires the attacker to have access to the communication channel or the
recipient end to be able to capture the ciphertext messages
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Cryptanalytic attacks
○ Dictionary attack
• Most commonly attack against password files
• Users have the bad habit to choose simple passwords that can be easily compromised
• Attacker has obtained the hashed passwords and attempts to crack them through the
dictionary attack
• The attacker constructs a dictionary, or reuses compromised dictionaries publicly
available on the Internet, hashes each word listed in the dictionary and then checks
whether the resulting hash matches one of the hashed passwords already obtained
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Cryptanalytic attacks
○ Brute-force attack
• Also called exhaustive key search
• The attacker tries every possible key or password until the correct one is found
• If the key has N bits, there are 2^N possible keys to try
• This is a time and resource intensive attack, depending on the length of the key
• These days the increased amount of processing power can increase the chances of an attacker
to succeed

○ Rainbow tables
• Can enhance the effectiveness of brute-force attacks
• They include precomputed values for cryptographic hashes
• Commonly used to crack hashed passwords
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Cryptanalytic attacks
○ Man-in-the-middle
• An attacker is placed between two communicating parties
and intercepts all communication

Server

• The attacker intercepts the setup of the cryptographic
session and establishes a session with each communicating
party instead of letting the two parties to communicate
directly
• Initially, the attacker responds to the initiator of the
communication and establishes a secure session with him
• Then the attacker establishes a secure session with the
intended recipient, masquerading as the initiator

X
Man-in-the-middle
Client

• This results to the attacker sitting in the middle, thus the
term “man-in-the-middle”
• The attacker is then able to read the traffic exchanged
Figure 13: Main-in-the-middle attack
between the two parties
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Cryptanalytic attacks
○ Replay attack
• An attacker intercepts a data transmission, for example it captures a session
key, and retransmits the data to establish an authenticated session
Server

• It is also known as a playback attack
• Example of how the attack works:

Login information

• Alice logins into the server
• Eve is eavesdropping and captures the

login information

• At a later stage, Eve sends the captured

Capture
login
information

Replay
login
information

data to the server to login as Alice

Figure 14: Replay attack
(adapted from [10])

[https://commons.wikimedia.org/wiki/File:Replay_at
tack_on_hash.svg]
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Cryptanalytic attacks
○ Birthday attack
• An attack on hashing functions
• It is based on the “birthday paradox”
• In a group of 23 people, there is at least a 50% probability that at least two

people will share the same birthday

• A hash function results into a specific digest (or hash) for a specific message
• The attacker tries to find two messages with the same hash value
• The birthday attack is also known as the collision attack or reverse hash
matching
• The attacker’s objective with this attack is to substitute a message with another
that will lead to the same hash value, therefore, maintain the validity of the
hash even if the message is not the original
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Social engineering attacks
○ Introduction
• The most common attack and typically the most successful
• The attacker tries to manipulate people to reveal sensitive information
• Social engineers’ mentality is “Why try to crack a secret when you can just ask
for it?”
• People are trusting and helpful, these are characteristics that attackers are
trying to exploit
• Often ignorance is a driving factor for the attack to succeed
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Social engineering attacks
○ Means
• There are 3 basic types of attacks: in-person, over phone, using digital means
• A range of social engineering forms, some common examples are:
• Phishing – Users are tricked to click/download a malicious link included in an email
• Vishing – Individuals are targeted over the phone
• Smishing – Attack is delivered over SMS, e.g. include a malicious link
• Shoulder surfing – Attacker reads when user enters information using the keyboard
• Water-holing – Attacker compromises a website and uploads a malware in order to

compromise a person who visits that website and accesses the infected file

• Dumpster diving – Attacker collects sensitive information that is found in the trash
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Countermeasures
○ Encryption
• Encrypt communication to avoid eavesdropping

○ Use a session ID to avoid replay attacks
○ Educate users on best practices in cybersecurity
• Create stronger passwords, identify phishing attacks

○ Use multi-factor authentication
• For example use a user specified password and a one-time password sent to the user’s
mobile phone

○ Include salt in passwords
○ Use digital certificates
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○ Hashing is useful to verify the
integrity of a message
○ Digital signatures are utilized to
verify the integrity and origin of a
message
○ Given that a private key is kept
secret, a user digitally signing a
message cannot later deny his
action (non-repudiation property)
○ DRM technologies are useful to
control access to intellectual
property
○ A range of cryptographic attacks
exist, therefore, it is essential to
deploy best practices to decrease
the possibility for an attacker to
successfully launch an attack

Summary
Key points to remember
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Introduction to
Cybersecurity
Lecture 5: Communications
& Network Security:
Introduction

This week’s topics…
○ Secure design principles
○ Cryptography used to maintain communications security
○ Prevent or mitigate network attacks (e.g., DDoS, spoofing)
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Section Outline
•

Design Principles
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Section 1
Secure Design Principles

280

Design Principles
○ Principles
• Least Privilege
ü Least Authority
• Fail-Safe Defaults
• Economy of Mechanism
• Complete Mediation
• Open Design
• Separation of Privilege
• Least Common Mechanism
• Least Astonishment
ü Psychological Acceptability
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1. Principle of Least Privilege
○ This principle confines how privileges are granted
○ A subject should be given only those privileges necessary to complete
its task
• Function – contrarily to its identity – controls the assignment of rights
• Rights added as needed, discarded after use
• Minimal protection domain – protection as small as possible
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1.1 Principle of Least Authority (POLA)
Related to Least Privilege

○ Often considered the same as Principle of Least Privilege
○ Some make distinction Permission- Authority:
• Permissions control what subject can do to an object directly
• Authority controls what influence a subject has over an object (directly or
indirectly, through other subjects)
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2. Fail-Safe Defaults
○ Default action is to deny access
○ If action fails, system as secure as when action began
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3. Economy of Mechanism
○ Keep it as simple as possible
○ Simpler means less can go wrong
• And when errors occur, they are easier to understand and fix

○ Interfaces and interactions may cause problem
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4. Complete Mediation
○ Check every access
○ Usually done once, on first action
• UNIX: access checked on open, not checked thereafter

○ If permissions change after, may get unauthorized access
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5. Open Design
○ Security should not depend on secrecy of design or implementation
• Popularly misunderstood to mean that source code should be public
• “Security through obscurity”
• Does not apply to information such as passwords or cryptographic keys

○ Minimizing secrets
• Action plan when a secret is compromised
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6. Separation of Privilege
○ Require multiple conditions to grant privilege
• Separation of duty
• Defense in depth
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7. Least Common Mechanism
○ Mechanisms should not be shared
• Information can flow along shared channels
• Covert channels

○ Isolation
• Virtual machines
• Sandboxes
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8. Least Astonishment
○ Security mechanisms should be designed so users understand why
the mechanism works the way it does, and using mechanism is simple
• Hide complexity introduced by security mechanisms
• Ease of installation, configuration, use
• Human factors critical here
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8.1 Psychological Acceptability
○ Security mechanisms should not add to difficulty of accessing
resource
• Idealistic, as most mechanisms add some difficulty
• Even if only remembering a password
• Principle of Least Astonishment accepts this
• Asks whether the difficulty is unexpected or too much for relevant population

of users
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Key Points
○ Principles of secure design:
• underlie all security-related mechanisms
• require:
• Good understanding of goal of mechanism and environment in which it is to

be used

• Careful analysis and design
• Careful implementation
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Section Outline
•

SSL/TLS

•

HTTPS

•

SSH

•

IP Security
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Section 2
Cryptography used to maintain communications security
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Secure Sockets Layer (SSL)
○ One of the most widely used security services
○ A general purpose services implemented as a set of protocols that rely
on TCP
• Provided as part of the underlying protocol suite
• Embedded in specific packages
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Protocol Stack
○ SSL
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SSL Concepts
○ Connection: a transport (OSI) that contributes with an appropriate
type of service (e.g. peer-to-peer for SSL)
• Every connection correlates with one session.

○ Session: is an association between a client and a server. They define
security parameters for multiple connections, avoid expensive
negotiation.
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SSL Connection
○ Contains:
• Server and client random
• Server write MAC secret
• Client write MAC secret
• Server write key
• Client write key
• Initialization vectors
• Sequence numbers
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SSL Session
○ Contains:
• Session Identifier
• Peer certificate
• Compression method
• Cipher spec
• Master secret
• “ Is resumable ”
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SSL - Record Protocol
○ Provides two services:
• Confidentiality: the handshake protocol defines a shared key – conventional
encryption of payloads
• Message Integrity: the handshake protocol defines a shared key for message
authentication

○ Provides the header for the SSL stack
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Handshake Protocol
○ The most complex part of SSL
○ Allows server and client to authenticate each other
○ Negotiate an encryption to send data in SSL
○ Consists of Series of messages exchanged by client and server
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Handshake Protocol
○ Handshake Protocol Action
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SSL - Cryptographic Computations
○ Two items of interest:
• The creation of a shared master secret by means of the key exchange
• The generation of cryptographic parameters from the master secret
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Transport Layer Security
○ IETF standardization initiative to produce an Internet standard version
of SSL
○ Key features:
• Version Number: same Record Format as SSL, difference only the version values
• Message Authentication Code: same as SSL, difference in in the MAC calculation
• Pseudorandom Function: TLS uses a pseudorandom function to expand secrets
into block of data for key generation and validation
• Alert codes
• Cipher Suites
303

HTTP over SSL
(HTTPS)
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HTTP over SSL (HTTPS)
○ Combination of HTTP and SSL to implement secure communication between a Web
browser and a Web server.
○ Can built into all modern Web browsers
○ Addresses begin with https:// rather than http://
○ RFC 2818
○ When HTTPS is used, the following elements of the communication are encrypted:
• URL of the requested document
• Contents of the document
• Contents of browser forms
• Cookies se t from browser to server and from server to browser
• Contents of HTTP header
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HTTPS - Connection Initiation
○ For HTTPS, the agent acting as the HTTP client also acts as the TLS
client
○ Three levels of awareness:
• An HTTP client requests a connection to an HTTP Server by sending connection
request on TCP or TLS/SSL
• A session is established between a TLS server and a TLS client
• A TLS request to establish a connection begins with the establishment of a TCP
connection
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HTTPS - Connection Closure
○ With the line Connection: close by an HTTP client
○ Requires that TLS close the connection
○ TLS implementations must initiate an exchange of closure alerts
before closing a connection
○ An unannounced TCP closure could be evidence of some sort of attack
so the HTTPS client should issue some sort of security warning
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Secure Shell (SSH)
○ A protocol for secure network communications designed to be
relatively simple and inexpensive to implement
○ SSH client and server applications are widely available for most
operating systems
○ SSH1 was focused on providing secure remote logon facility to replace
TELNET
○ SHH2 fixes a number of security flaw in the original schem
○ SSH also provides client/server capability and can be used for network
functions e.g. file transfer and e-mail
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Secure Shell (SSH)
○ Protocol Stack
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Transport Layer Protocol
○ Server authentication occurs at the transport layer
• Based in the server processing a public/private key pair

○ A server may have multiple host keys using multiple different
algorithms
○ Multiple host can share the same host key
○ The server host key is used during key exchange to authenticate the
identity of the host
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Authentication Methods
Server requires one or more of the following authentication methods
○ Public key
○ Password
○ Hostbased
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Connection Protocol
○ The SSH connection Protocol runs on top of the SSH Transport Layer
protocol
○ Assumes that a secure authentication connection is in use
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Port Forwarding
○ One of the most useful features of SSH
○ Can convert any insecure TCP connection into a secure SSH
○ Incoming TCP traffic is delivered to the appropriate application on the
basis of the port number
○ An application may employ multiple port numbers
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Port Forwarding
○ SSH Transport Layer Packet
Exchanges
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IP Security (IPsec)
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IP Security (1)
Key points

○ IPsec is a capability that is added on IPv4 or IPv6
○ IPsec has three functional areas: authentication, confidentiality, key
management
○ Authentication: uses HMAC message authentication code
○ Confidentiality: provided by encapsulating security payload, an
encryption format
○ Techniques for key management are defined by IKE

316

IP Security (2)
○ IPsec provides the capability to secure communications across a LAN,
private and public WANs, and the Internet
○ Principal feature of IPsec is that it can encrypt and/or authenticate all
traffic at the IP level
• all distributed applications (remote logon, client/server, e-mail, file transfer, Web
access) can be secured
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IPsec - Use cases
○ IPsec grants the means to secure communication across LAN, private
and public WANs and Internet. Examples of applications:
• Secure branch office connectivity over the Internet
• Secure remote access over the Internet
• Establishing extranet and intranet connectivity with partners
• Enhancing electronic commerce security

○ IPsec can encrypt and authenticate all traffic at the IP level
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Benefits of IP Security
○ IPsec grants strong security, when deployed in a firewall or a router,
that can be applied to all traffic crossing the perimeter
○ IPsec in a firewall is immune to bypass if all traffic from the outside
must use IP, the firewall is the only means of entrance into the
organization
○ IPsec is below transport layer (UDP, TCP) so it is transparent to
applications
○ Can be transparent for end users and it can provide security for
individual users if needed
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IPsec - Routing Applications
○ IPsec can play a major role in the routing architecture for
internertworking
○ It ensures:
• A router advertisement comes from an authorized router
• A router seeking to establish or maintain a neighbor relationship with a router
in another routing domain is an authorized router
• A redirect message comes from the router to which the initial IP packet was
sent
• A routing update is not forged
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IPsec Services
○ IPsec grants security services at the IP layer by allowing a system to:
• Choose required security protocols
• Elect the algorithms to use for the services
• Set up any cryptographic keys required to grant the requested services

○ According to RFC 4301
•
•
•
•
•

Access control
Connectionless integrity
Data origin authentication
Rejection of replayed packets
Confidentiality
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IPsec - Transport and Tunnel Modes
○ Transport Mode
• Provides protection primarily for upper layer protocols

○ Tunnel Mode
• Provides protection to the entire IP packet
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Security Association (SA)
○ Identified by three parameters:
• Security Parameters Index (SPI)
• Security Protocol Identifier
• IP Destination Address
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Security Association Database (SAD)
Defines the parameters associated with each SA
○ Defined by the following parameters in a SAD entry
•
•
•
•
•
•
•
•
•

Security parameter index
Sequence number counter
Sequence counter overflow
Anti-replay window
AH information
ESP information
Lifetime of this security association
IPsec protocol mode
Path MTU
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Security Policy Database (SPD)
○ The means by which IP traffic is related to specific SAs
○ In more complex environments, there may be multiple entries that
potentially relate to a single SA or multiples associated with a single
SPD entry
○ SPD entries:
•
•
•
•
•

Remote IP address
Local IP address
Next Layer Protocol
Name
Local and remote ports
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Encapsulating Security Payload (ESP)
○ Used to encrypt the Payload Data, Padding, Pad Length and Next
Header Fields
○ An optional IVC field is present only if the integrity service is selected
an is provided by either a separate integrity algorithm or a combined
mode algorithm that uses an icv
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Combining Security Associations
○ An individual SA can implement either the AH or the ESP protocol but
not both
Security association bundle
○ Refers to a sequence of SAs through which traffic must be processed
to provide a desired set of IPsec services
○ Combined into bundles in two ways:
• Transport adjacency
• Iterated tunneling
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ESP with Authentication Option
○ First user applies ESP to the data
• Protection and appending to the authentication data field

○ Transport mode ESP
○ Tunnel mode ESP
• Authentication applies to ciphertext in both cases
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Transport Adjacency
○ Authentication after encryption
• Use to bundled transport SAs
• ESP SA - inner
• AH SA - outer
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Internet Key Exchange
○ Determination and distribution of secret keys
• Four keys for communication between two applications
• Transmit and receive pairs for both integrity and confidentiality

○ According to IPsec document, two types of key management:
•

Manual

•

Automated

330

ISAKMP/OAKLEY
○ The default automated key management protocol of Ipsec
• Oakley Key Determination Protocol
• Internet Security Association and Key Management Protocol (ISAKMP)
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Section Outline
•

Denial of Service (DoS) attack

•

Classic DoS attacks

•

Distributed DoS (DDoS) attacks

•

DoS prevention and responding
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Section 3
Denial of Service (DoS) attacks
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Denial-of-Service (DoS) Attack
○ DoS is defined by The NIST Computer Security Incident Handling
Guide as: “An action that prevents or impairs the authorized use of
networks, systems, or applications by exhausting resources such as
central processing units (CPU), memory, bandwidth, and disk space.”
○ It targets the availability of a service
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Denial-of-Service (DoS) Attack
Three categories of resources potentially to be attacked:

Network bandwidth
• Capacity of the
network links
connecting a
server to the
internet
• Connection to the
Internet Service
Provider (ISP)

System resources

Application resources

• Overloads software
in charge of
handling the
network

• Consumes
resources and
limits the ability of
a server to answer
to requests
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Classic DoS Attacks
○ Flooding Ping Command
• Overwhelm the capacity of the network connection to the target organization
• Higher capacity links can handle the traffic, but as capacity decreases the
packets are discarded
• Except the case of a spoofed attack is used, the source of the attack is
identified
• It affects the network performance
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Distributed Denial of Service (DDoS) Attacks
○ Attacks are initiated from multiple systems
○ A flaw in a system or an application gives access to the attacker and
the attacker installs the program on it – known as Zombie
○ A large number of systems controlled by the attacker – Zombies –
form a botnet
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Other types of DoS attacks
○ Source Addressing Spoofing
○ Flooding Attacks
○ SYN Spoofing
○ Hypertext Transfer Protocol (HTTP) Based Attacks
○ Reflection attacks
○ DNS Amplification Attacks
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DoS Attack Defenses
Four lines of defense

○ Prevention
• Before the attack

○ Detection and filtering
• During the attack

○ Source traceback and identification
• During and after the attack

○ Reaction
• After the attack
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DoS Attack Prevention (1)
○ Block packet sending from spoofed source addresses
○ Filter can be implemented to ensure that the source address on any
customer packet is one allocated to the ISP
○ Against SYN spoofing: use of modified TCP connection handling code
• Connection is cryptographically encoded in a cookie, sent as the server initial
sequence
• Can be modified to selectively drop an entry for an incomplete connection
from the TCP connections table when it overflows
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DoS Attack Prevention (2)
○ Block IP directed broadcasts
○ Block suspicious services
○ Graphical puzzle (captcha) to determine real human requests
○ Efficient general security practices
○ Mirrored and replicated servers in case of:
• High performance
• Reliability
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Responding to DoS Attack (1)
○ Respond plan must have:
• Details on how to contact the technical personnel of ISP
• Traffic filtering upstream
• Details on how to respond to the attack

○ Implemented: antispoofing, directed broadcast and rate limiting
filters
○ Ideally: network monitors, IDS to detect abnormal traffic
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Responding to DoS Attack (2)
○ Identify type of attack
• Capture and analyze packets
• Design filters to block attack traffic upstream

○ ISP trace packet flow to source
• Difficult and time consuming

○ Contingency plan implemented
• Switch to alternate backup servers
• Commission new servers with new addresses at a new site

○ Update incident response plan
• Analyze the attack and response for future incidents
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○ Principles
• Least Privilege
ü Least Authority
• Fail-Safe Defaults
• Economy of Mechanism
• Complete Mediation
• Open Design
• Separation of Privilege
• Least Common Mechanism
• Least Astonishment
ü Psychological Acceptability
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Summary (1)
Communications & Network Security: Introduction
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○ SSL/TLS
○ HTTPS
○ SSH
○ IP Security
○ DoS Attacks:
• Classic DoS
• DDoS
• Other types

○ Defence against DoS
• Detection
• Prevention
• Response
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Summary (2)
Communications & Network Security: Introduction
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Introduction to
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This week’s topics…
○ Introduction to securing network components
○ Types of system attacks
○ System resiliency
○ Securing hardware
○ Securing OSs
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Section Outline
Introduction to securing system
components
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Section 1
Introduction
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Introduction
○ Attack surface: cumulation of all of the vulnerabilities for a specific
infrastructure item
○ Security professionals analyze the attack surface of individual devices
○ E.g.: the attack surface of a gateway router refers to every option an
attacker might use to compromise that router, from misconfiguration
to physical damage or theft
○ This section explores the attack surface of the network devices
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Introduction
○ The typical networked devices has hardware, software, connection,
and possibly applications
○ Those are all vulnerable to attacks
○ The next sections analyze the different angles of individual system
attack

surfaces,

from

hardware

to

operating

systems

and

applications
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Section Outline
Types of System Attacks:
- Attacking applications
- Attacking the OS
- Attacking the network stack
- Attacking drivers
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Section 2
Types of System Attacks
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Tyepes of System Attacks
Introduction

○ To function in a network, a device uses four independent
functionalities:
• Network-aware applications
• Network-aware operating system
• Network stack to handle incoming and outgoing packets
• Proper drivers for the network interface

○ Collectively, these represent the attack surface for the device
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Tyepes of System Attacks
Attacking applications

○ Applications are always the first line of attack surface for most attacks
on individual systems
○ The number of available applications and lack of proper patches or
support makes it easy to identify some form of exploit
○ The most common form of attack against applications is man-in-themiddle
○ Man-in-the-middle attacks typically target the authentication or
encryption systems
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Tyepes of System Attacks
Attacking the Operating System

○ If users fail to perform good and timely patch management, operating
systems can be an excellent attack surface
○ Privilege esclalation
• The process of accessing a system at a lower authentication level and
upgrading authentication to a more privileged level
• Operating systems are designed to avoid this attack
• Attackers need to find a bug through an application or an alternative login

○ Services
• Operating systems services represent an attack surface option
• Attacking processes running in the OS is like attacking applications
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Tyepes of System Attacks
Attacking Network Stacks

○ Attacking the TCP/IP stack is second in popularity only to application
attacks
○ IP/MAC spoofing
• The attacker “impersonates” a different host (i.e. “steals” an IP or MAC addr.)

○ ARP poisoning
• A good ARP poisoning utility floods the network with ARP responses, filling
other systems with spoofed ARP data in their caches
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Types of System Attacks
Attacking Drivers

○ Every hardware component of a computer communicates with the OS
via device drivers
○ Refactoring
• To reprogram a device driver’s internals so that the driver responds to all of the
normal inputs and generates the regular outputs, but it also generates
malicious output
• E.g. a refactored printer driver which works properly, but it sends all print

jobs to an evil remote server

○ Shimming
• Similar to refactoring, but simpler: it involves modifying the driver to listening to
inputs that the original device driver isn’t written to handle
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Types of System Attacks
Denial of Service

○ A Denial of Service (DoS) attack tries to shut down an application, an
operating system or a network server
○ DoS attacks range from simple continuous ping packets to
sophisticated DoS applications
○ Typical today, the Distributed DoS attack (DDoS) uses many systems
to greatly enhance the effectiveness of attacks on a target
358

Section Outline
System Resiliency Basics
Non-persistence
Redundancy
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Section 3
System Resiliency
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System Resiliency
The basics

○ The idea behind system resiliency is adding technologies and
processes that don’t stop attacks, but enable the system to recover
easily
○ Resilient systems do not eliminate risks
• That’s impossible

○ They “handle risks better”
○ Three main categories: (1) non-persistence, (2) redundancy, and (3)
automation
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Non-persistence
Introduction

○ A typical individual system is persistent: it has a fixed set of hardware,
a fixed operating system, and a fixed configuration
○ An attack will in some way change some aspect of that persistent
state
○ Recovery of the original state requires time-consuming processes
○ Three options available:
• Virtualization/snapshots
• Revert/rollback tools
• Live boot
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Non-persistence
Virtualization/snapshots

○ Virtualization represents a useful tool in this framework
○ It is possible to shut-down a virtual machine (VM) and then restarting
it without affecting the underlying hardware
○ A snapshot is the stored difference between the files in one version of
a VM and the files in another version
○ Snapshots are a critical non-persistence tool for VMs
○ Every time you change a driver, update an application or service,
patch a client OS, or take any other action that makes any significant
change to your VM, run a snapshot
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Non-persistence
Revert/roll back tools

○ Every major OS has some form of revert/rollback method to bring the
system back to a previous state
• E.g. Microsoft Windows enables you to create restore points, that enable to
revert to earlier configurations of the OS
• E.g. Apple MacOS machines rely on Time Machine, a program that records
snapshots of the state of the computer over time on an external drive

○ VMs and automation: many modern networks use virtualization
technologies to provide both rollouts and rollbacks of many systems
at once
• A central server pushed a master image to every local computer
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Non-persistence
Live boot

○ The ultimate solution in non-persistence on a non-VM system
○ Live boot media are complete, installed operating systems that exist
on bootable media
○ As long as your system doesn’t need to store any persistent data, you
can run almost any OS/application combination from a live boot media
○ One of the most popular live boots is Kali Linux, the go-to Linux
distribution stuffed with many IT security tools
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Redundancy
Introduction

○ Non-persistence provides excellent resiliency in most cases, but falls
short in data storage
○ Snapshots/reverts are wonderful for subtle changes in Oss
○ However, they are not designed to deal with big changes to data
(such as customer databases, inventories, users’ file storage)
○ In this situation, turn to redundancy to provide the required system
resiliency
○ You can create redundant mass storage, redundant systems and even
redundant networks
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Redundancy
The benefits of redundancy

○ Benefits of redundancy include:
• Fault tolerance: the secondary storage, the system and the network are online
and ready to go. In case of attacks, the system will experience a minimal
amount of disruption
• High availability: through redundancy it is possible to ensure that certain levels
of operational performance are balanced against risk
• Minimal impact of offline services: attack on one of your services will have
minimal impact on service delivery
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Redundancy
Storage redundancy

○ Redundant array of independent disks (RAID) is a fault tolerance
technology that spans data across multiple hard drives
○ RAID uses multiple physical hard drives to create logical drives,
typically transparent to the users
○ Data is spanned across the different physical drives, along with
metadata
○ If any one of the drives fails, the other drives in the RAID set can
continue to provide data while the faulty drive is replaced
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Redundancy
Examples of RAID configurations

5

4

3

Duplicate data
on both drives

1

Disk mirroring

2

Disk Striping
(with parity)

Data written in blocks across all
drives, with parity bits
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Redundancy
RAID levels
RAID level

Details

Minimum Number of Physical
Drives Required

RAID 0

Disk striping; does not use mirroring or parity; provides for performance only
with no redundancy

2

RAID 1

Disk mirroring; all data is completely duplicated on both disks; uses no
striping or parity but provides for full redundancy at the expense of the loss
of half the total available disk space for duplication

2

RAID 5

Disk striping with parity; parity information is spread across all disks evenly;
1/n of the total disk space available is used for parity

3 to n

RAID 6

Disk striping with double distributed parity; this allows for failure of up to two
drives

4

RAID 1+0 (or RAID 10)

Disk mirroring with striping; combines both RAID levels 0 and 1 for
performance and redundancy; a stripe of two mirrored arrays

4

RAID 0+1

Disk striping with mirroring; combines both RAID levels 0 and 1 for
performance and redundancy; a mirror of two striped arrays

4

Table 1: Hashing process []
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Redundancy
System redundancy
○ RAID is certainly a suitable technology for mass storage fault tolerance.
What about systems?
○ In systems, fault tolerance is achieved by means of:
• Load balancing: it is a high availability technology that disperses the requests for a
service to multiple serves in a balanced way so that servers share the load
• Clustering: it is a technology that allows to have several identically configured servers
running at one time, which appear as one logical server. If one server fails, the others
continue to operate with the users being aware of the failure
• Virtualization: virtualization solutions provide all the benefits of redundancy, especially
high-availability, with extreme costs and time. Major benefits include: load scalability,
geographical scalability, and elasticity
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Securing Hardware
Introduction

○ Secure hardware represents the last line of defense for physical
attackson network components
○ Virtually every piece of hardware comes prepackaged with powerful
tools to lock down a system to secure individual computers from
physical attacks
○ The following subsections outline some potential attacks and
technologies to prevent them
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Securing Hardware
Avoiding Interference

○ Energy sources might damage or interfere with our systems:
• Electromagnetic interference (EMI): in general, EMI prevents communication by
interfering with signals passing through media
• Radio-frequency interference (RFI): it is an EMI that transmits in the radio
frequency range. If strong enough, it might interfere with speakers and copper
transmission lines
• Electromagnetic pulse (EMP): it is the discharge of an electrical current through
the air. EMP can lead to physical destruction of equipment. EMP can be caused
by electrostatic discharge (ESD) or lightning
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Securing Hardware
Securing the Boot Process
○ Secure components required secure booting. This is achieved by:
• Securing the supply chain: e.g. see Open Trusted Technology Provider Standard (OTTPS) – best practices for supply chain security
• Using Trusted Computing Group (TCG) Technologies: responsible for all the most
popular technologies that make our system very secure
• Using Trusted Platform Module (TPM) for Security: modern personal computers rely on
Unified Extensible Firmware Interface (UEFI) to guarantee a secure boot process (e.g.
to prevent malicious changes in the low-level configuration)
• Disk encryption: it is now more useful in the presence of TPM. Every operating system
supports full disk encryption (FDE) today
• Incorporating Hardware Security Modules (HSMs): they are any type of hardware used
to offload security-related operations to (e.g. key handling, encryption, etc.)
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Securing Operating Systems
Operating System Types
○ Server: OSs having several features to support multiple types of server
applications (e.g. MS Windows Servers, or Linux servers)
○ Workstation: this is typically the main version of the OS (e.g. Windows 10,
macOS, etc.)
○ Mobile: a mobile OS provides specific support for a limited amount of
hardware and is always pre-installed and pre-configured
○ Appliance: an appliance OS is the firmware powering the devices designed
to perform a specific function (e.g. IEEE 802.11 WAPs)
○ Kiosk: kiosks have open access and come with OSs that make sure users
can’t open a terminal, run any applications you don’t want them to, or
increase privileges
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Securing Operating Systems
Hardening Operating System
○ Hardening an OS means configuring the OS and setting security options
appropriately
○ Trusted OS: it is a specialized version of an operating system, created and
configured for high-security environments (e.g. Trusted Solaris, SE Linux, Trusted
AIX, also Windows 10 and Windows Server with specific configuration settings)
○ Host-Based Firewalls and Intrusion Detection: they allow into the host only the
traffic necessary for the host to perform its function
○ Disabling unnecessary ports and services: a host that is running unnecessary
services might represent a security concern
○ Application whitelisting and blacklisting: to define which applications are allowed
or not allowed to install or in the network
○ Disable accounts/passwords: unnecessary accounts (e.g. Windows guest) should
be disabled or deleted
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Securing Operating Systems
○ Do you want to check
your system’s TCP and
UDP
connections
(network connections)?
○ Use netstat (or netstat
–a, to add listening
ports)

fabrizio@Linux:˜$ sudo netstat
Active Internet connections
Proto Recv-Q Send-Q Local Address
tcp4
0
0 mbp-di-fabrizio..59181
tcp4
0
0 mbp-di-fabrizio..59180
tcp4
0
0 mbp-di-fabrizio..59179
tcp4
0
0 mbp-di-fabrizio..59178
tcp4
0
0 mbp-di-fabrizio..59177
tcp4
0
0 mbp-di-fabrizio..59175
tcp4
0
0 mbp-di-fabrizio..59170
tcp4
0
0 mbp-di-fabrizio..59169
tcp4
0
0 mbp-di-fabrizio..59168
tcp4
31
0 mbp-di-fabrizio..59164
tcp4
0
0 mbp-di-fabrizio..59163
...

Foreign Address
40.114.211.99.https
mrs08s05-in-f14..https
mrs08s05-in-f14..https
hpbce92f053349.f.http
hpbce92f053349.f.http
ec2-3-123-248-34.https
ec2-34-197-166-2.https
ec2-52-206-222-3.https
13.107.42.23.https
ec2-52-202-62-25.https
13.89.202.241.https

Listing 1: Example of operation of the netstat command

(state)
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
CLOSE_WAIT
ESTABLISHED
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This week’s topics…
○ Introduction to securing communication channels
○ Securing Network Access
○ Securing Data Communication
○ Securing Virtualized Environments
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Introduction
○ This section is focused on securing communication channels.
○ Security professionals use different tools to secure access to a TCP/IP
network.
○ Those will represent the first tools that will be analysed.
○ In the following subsections, we will study how to improve security in
data communication and how to secure virtualized environments.
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Data execution prevention
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•
•

Firewalls
Intrusion detection
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Organizing an Intranet

Figure 1: Sample Intranet Architecture [1]
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Organizing an Intranet – Intranet components
○ Switches: a switch connects individual hosts to a broadcast domain
• Simplest LANs have a single switch
• Most typical deployments we can have one switch per floor, connecting all the hosts of
the floor, and then an aggregation switch connects those switches together as well as
a router for Internet connection.
• Generally, the physical LANs are re-organized by using Virtual LANs or (VLANs) to
logically separate and re-group the hosts.

○ Routers: a router is a network device that filters and forwards IP traffic
from one LAN to another
• Routers not only interconnect LANs, but they also separate them: (1) routers block all
broadcasts between LANs; (2) security experts use router’s separation of LANs as
chokepoints to inspect and block some packets going back and forth among LANs.
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Organizing an Intranet – Intranet components
○ Network firewalls: a network firewall filters IP traffic based on rulesets
generically known as access control lists (ACLs)
○ DMZ: a demilitarized zone (DMZ) is a LAN, separate from the internal
LANs that contain workstations and private servers, where public
servers are allocated
• The DMZ connects to the Internet via a lightly firewalled router, and an internal
network connects to the DMZ via a much more aggressively firewalled router.

○ NAT: network address translation (NAT) enables the organization to
hide its internal address range from external networks and clients.

398

Organizing an Intranet – Intranet components
○ VLANs: a Virtual LAN (VLAN) creates a logical network in which to
assign hosts
• Once a host is assigned to a VLAN, it follows LAN conventions as if it were
physically a part of a LAN
• Different kinds of VLAN membership are possible:
• port-based VLAN
• MAC-based VLAN
• protocol-based VLAN (e.g. any client with an IP address on a subnet would be

assigned to a VLAN by default)

• VLANs contribute to security because they enable administrators to separate
hosts from each other.
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TLS/SSL
○ Transport Layer Security (TLS), and its predecessor, Secure Sockets
Layer (SSL), are cryptographic protocols designed to provide
communications security over a computer network.
○ Several versions of the protocols find widespread use in applications
such as web browsing, email, instant messaging, and voice over IP
(VoIP).
○ Websites can use TLS to secure all communications between their
servers and web browsers (HTTPS).
○ The TLS protocol aims primarily to provide privacy and data integrity
between two or more communicating computer applications.
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TLS/SSL
○ When secured by TLS, connections between a client (e.g., a web browser)
and a server (e.g., wikipedia.org) should have one or more of the
following properties:
• The connection is private (or secure) because symmetric cryptography is used to
encrypt the data transmitted. The keys for this symmetric encryption are generated
uniquely for each connection and are based on a shared secret that was negotiated at
the start of the session (TLS HandShake). The server and client negotiate the details
of which encryption algorithm and cryptographic keys to use before the first byte of
data is transmitted. The negotiation of a shared secret is both secure and reliable
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TLS/SSL
• The identity of the communicating parties can be authenticated using public-key
cryptography. This authentication can be made optional, but it is generally required for
at least one of the parties (typically the server).

• The connection is reliable because each transmitted message includes a message
integrity check using a message authentication code to prevent undetected loss or
alteration of the data during transmission.

○ Careful configuration of TLS can provide additional privacy-related
properties such as forward secrecy, ensuring that any future disclosure of
encryption keys cannot be used to decrypt any TLS communications
recorded in the past.
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TLS/SSL
○ TLS is a proposed Internet Engineering Task Force (IETF) standard
○ Current version is TLS 1.3 defined in RFC 8446 (August 2018)
○ TLS 1.3 has removed common vulnerabilities within the protocol
strengthening overall security, via
• an abbreviated TLS/SSL handshake, and
• 0-RRT session resumption
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TLS/SSL

Figure 2: TLS 1.3 Handshake [3]
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VPNs
○ A virtual private network (VPN) extends a private network across a
public network and enables users to send and receive data across
shared or public networks as if their computing devices were directly
connected to the private network.
○ Applications running across a VPN may therefore benefit from the
functionality, security, and management of the private network
○ Encryption is a common feature of a VPN connection.
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VPNs

Figure 3: VPN example [from Wikipedia]
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VPNs
○ A VPN is created by establishing a virtual point-to-point connection
through the use of dedicated circuits or with tunneling protocols over
existing networks.
○ A VPN available from the public Internet can provide some of the
benefits of a wide area network (WAN).
○ From a user perspective, the resources available within the private
network can be accessed remotely.
407

VPNs

Figure 4: Different types of VPNs [from Wikipedia]
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VPNs
○ The VPN security model provides:
• confidentiality such that even if the network traffic is sniffed at the packet level
(see network sniffer and deep packet inspection), an attacker would see only
encrypted data
• sender authentication to prevent unauthorized users from accessing the VPN
• message integrity to detect any instances of tampering with transmitted
messages.
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VPNs
○ Secure VPN protocols include:
• Internet Protocol Security (IPsec, see later) was developed by the Internet Engineering
Task Force (IETF) for IPv6. This standards-based security protocol is also widely used
with IPv4 and the Layer 2 Tunneling Protocol. IPsec uses encryption, encapsulating an
IP packet inside an IPsec packet. De-encapsulation happens at the end of the tunnel,
where the original IP packet is decrypted and forwarded to its intended destination.

• Transport Layer Security (SSL/TLS) can tunnel an entire network's traffic or secure an
individual connection. An SSL VPN can connect from locations where IPsec runs into
trouble with Network Address Translation and firewall rules.
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Virtualization Architectures and Associated Risks
○ Virtualization is typically achieved by means of a hypervisor.
○ The hypervisor acts as a mediator between the host operating system
and the guest operating system, enabling access to both physical and
logical resources, such as network cards, storage, and other
peripherals.
○ A hypervisor can be of two types: Type 1 and Type 2.
• A Type 1 hypervisor (bare metal hypervisor) is a limited-function, stripped-down
operating system in its own right. It runs the host machine and serves to
provide the single functionality of managing the virtual machines installed on it.
• A type 2 hypervisor (VMware Workstation, Oracle VirtualBox, etc.) instead is an
application that runs on the top of a host operating system.
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Virtualization Architectures and Associated Risks
○ Virtualization technologies also have risks, including:
• VM Sprawl: out-of-control creation of VMs outside security control. To
counteract this, every hypervisor implements authentication tools to limit the
number of people allowed to build and activate VMs.
• VM Escape: it takes place when a user finds a way to break out (escape) the
VM and somehow reach the hosting machine. VM escape protection modules
can be deployed to reduce this risk.
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Using Virtualization for Security
○ Patch compatibility: a virtual environment can provide a complete test
environment that mirrors the production environment
• This allows to avoid unintentional issues when applying patches to production machines.

○ Host availability and elasticity: virtualization supports availability (you can almost
instantly duplicate production hosts in the virtual environment) and elasticity (you
can expand, duplicate, reconfigure, repurpose and reuse resources in the
environment).
○ Security control testing: virtualization enables security professionals to test
various security controls on virtual hosts, e.g. before implementing them in
production.
○ Sandboxing: sandboxing provides a closed environment in which to run
potentially dangerous applications, to determine the effect it would have on the
production environment
• This is achieved by setting and running an isolated host.
418

Software Defined Networking
○ SDN security needs to be built into the architecture, as well as delivered as
a service to protect the availability, integrity, and privacy of all connected
resources and information.

○ The SDN architecture is divided into three layers:
• the application layer,
• the controller layer and
• the infrastructure layer.

○ All of them should be properly secured.
419

Software Defined Networking
○ The SDN controller is a vital part of the security discussion, because
successful attacks on the controller can totally disrupt network operations.
○ Microsegmentation is a method of creating zones in data centers and cloud
environments to isolate workloads from one another and secure them
individually.
• With microsegmentation, system administrators can create policies that limit network
traffic between workloads based on a Zero Trust approach.
• Organizations use microsegmentation to reduce the network attack surface, improve
breach containment and strengthen regulatory compliance.

○ Moreover, when configured properly, the controller can block paths or
requests that are invalid or insecure.
○ The controller also needs to run on a trusted platform and correctly validate
new applications.
420

Software Defined Networking
○ Experts on SDN security issues would be wise to address three main
points:
• Protect the confidentiality of data.
• Protect the integrity of the system.
• Ensure the availability of network services.
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This week’s topics…
○ Foundational Security Operations Concepts
○ Logging and Monitoring
○ Authentication and Authorization
○ Identity, Credential, and Access Management (ICAM)
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Foundational Security Operations Concepts
○ Security operations are those practices that are aiming to detect,
assess, respond, monitor and prevent cybersecurity threats and
incidents.
○ The main security operations include:
• The logging;
• The Monitoring; and
• The Access Control.

○ Institutions may set up this monitoring and defending capability in a
facility dedicated to security operations called a security operations
center, or SOC.
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Security Concept of Operations (Security CONOP)
○ A security-focused description of an information system, its
operational policies, classes of users, interactions between the system
and its users, and the system’s contribution to the operational
mission.
○ The process involves five steps: identification of critical information,
analysis of threats, analysis of vulnerabilities, assessment of risks, and
application of appropriate countermeasures.

https://csrc.nist.gov/glossary/term/security_concept_of_operations
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Logging
○ Logging: recording events or statistics to provide information about
system use and performance
○ Auditing: analysis of log records to present information about the
system in a clear, understandable manner
○ Audit log: a chronological record of information system activities,
including records of system accesses and operations performed in a
given period [1]-[2].
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Monitoring
○ Continual checking, supervising, critically observing or determining
the status in order to identify change from the performance level
required or expected [3]-[4].
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Access Control
○ The process of granting or denying specific requests to [10]-[11]:
1) Obtain and use information and related information processing services;
and
2) Enter

specific

physical

facilities

(e.g.,

federal

buildings,

military

establishments, border crossing entrances).
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Security Audit Terminology

Table 1: Key concepts
434

Security Audit and
Alarms Model

Figure 1: Security Audit and Alarms Model [5]
435

Distributed Audit Trail Model

Figure 2: Distributed Audit Trail Model [5]
436

Common Criteria
Security Audit Class
Decomposition

Figure 3: Common Criteria Security Audit Class
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Event Definition
○ Must define the set of events that are subject to audit
○ Common criteria suggests:
• Introduction of objects
• Deletion of objects
• Distribution or revocation of access rights or capabilities
• Changes to subject or object security attributes
• Policy checks performed by the security software
• Use of access rights to bypass a policy check
• Use of identification and authentication functions
• Security-related actions taken by an operator/user
• Import/export of data from/to removable media
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Event Detection
○ Appropriate hooks must be available in the application and system software to
enable event detection
○ Monitoring software needs to be added to the system and to appropriate places
to capture relevant activity
○ An event recording function is needed, which includes the need to provide for a
secure storage resistant to tampering or deletion
○ Event and audit trail analysis software, tools, and interfaces may be used to
analyze collected data as well as for investigating data trends and anomalies
○ There is an additional requirement for the security of the auditing function
○ Auditing system should have a minimal effect on functionality
439

Implementation Guidelines

ISO 27002 (Code of Practice for Information Security Management, October 2013)
440

What to Collect
○ Events related to the use of the auditing software
○ Events related to the security mechanisms on the system
○ Events that are collected for use by the various security detection and prevention
mechanisms

○ Events related to system management and operation
○ Operating system access
○ Application access for selected applications
○ Remote access
441

Auditable Items
Suggested in
X.816

Table 2: Auditable Items Suggested in X.816 [5]
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Monitoring Areas Suggested in ISO 27002

Table 3: Monitoring Areas Suggested in ISO 27002 [5]
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Implementing Logging
○ Foundation of security auditing facility is the initial capture of the
audit data
○ Software must include hooks (capture points) that trigger data
collection and storage as preselected events occur
○ Dependent on the nature of the software
• Varies depending on operating system and applications involved
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Windows Event Log
○ Event is an entity that describes some interesting occurrence
• Contains:
• A numeric identification code
• A set of attributes
• Optional user-supplied data

○ Three types of event logs:
• System: system related apps and drivers
• Application: user-level apps
• Security: Windows LSA
445

Windows Event Categories
Account logon
events
Privilege use

Policy
changes

Object access

Account
management

Directory
service access

Logon events
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Logging at Application Level
○ Privileged applications present security issues
• May not be captured by system/user-level audit data
• Constitute a large percentage of reported vulnerabilities

○ Vulnerabilities exploited:
• Lack of dynamic checks on input data
• Errors in application logic

○ May be necessary to capture behavior of application beyond its access to system
services and file systems
○ Two approaches to collecting audit data:
• Interposable libraries
• Dynamic binary rewriting
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Audit Review
○ Audit review capability provides administrator with information from
selected audit records
• Actions of one or more users
• Actions on a specific object or resource
• All or a specified set of audited exceptions
• Actions on a specific system/security attribute

○ May be filtered by time/source/frequency
○ Used to provide system activity baseline
○ Level of security related activity
448

Approaches to Data Analysis

Table 4: Approaches to data analysis [5]
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User
Authentication
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User Authentication
○ “The
process
of
establishing confidence in
user identities that are
presented electronically to
an information system.”
NIST SP 800-63-3 (Digital
Authentication Guideline, October
2016)

Figure 8: The NIST SP 800-63-2 E-Authentication
Architectural Model [5]
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The four means of authenticating user identity are
based on:
Something the
individual knows
• Password,
PIN, answers
to known
questions,
patterns

Something the
individual
possesses
• i.e., token
• Smartcard,
electronic
keycard,
physical key

Something the
individual is

Something the
individual does

• i.e., static
biometrics

• i.e., dynamic
biometrics

• Fingerprint,
retina, face

• Voice pattern,
handwriting,
typing rhythm
453

Multifactor
Authentication
Authentication using two or
more factors to achieve
authentication.

https://csrc.nist.gov/glossary/term/mult
i_factor_authentication

Figure 9: Multifactor Authentication [5]
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Password-Based Authentication (1/4)
○ Widely used line of defense against intruders
• User provides name/login and password
• System compares password with the one stored for that specified login

○ The user ID:
• Determines that the user is authorized to access the system
• Determines the user’s privileges
• Is used in discretionary access control
455

Password-Based Authentication (2/4)
Password Vulnerabilities

Figure 10: Password vulnerabilities [5]
456

Password-Based
Authentication (3/4)
Password Cracking
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Password-Based Authentication (4/4)
Modern Approaches

○ Complex password policy
• Forcing users to pick stronger passwords

○ However password-cracking techniques have also improved
• The processing capacity available for password cracking has increased
dramatically
• The use of sophisticated algorithms to generate potential passwords
• Studying examples and structures of actual passwords in use
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Token-Based Authentication (1/8)
Types of Cards Used as Tokens

Table 5: Types of cards used as tokens [5]
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Token-Based Authentication (2/8)
Memory Cards
○ Can store but do not process data
○ The most common is the magnetic stripe card
○ Can include an internal electronic memory
○ Can be used alone for physical access
• Hotel room
• ATM

○ Provides significantly greater security when combined with a password or PIN
○ Drawbacks of memory cards include:
• Requires a special reader
• Loss of token
• User dissatisfaction
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Token-Based
Authentication
(3/8)
Smart Tokens

○ Physical characteristics:
• Include an embedded microprocessor
• A smart token that looks like a bank card
• Can look like calculators, keys, small portable objects

○ User interface:
• Manual interfaces include a keypad and display for
human/token interaction

○ Electronic interface
• A smart card or other token requires an electronic interface
to communicate with a compatible reader/writer
• Contact and contactless interfaces

○ Authentication protocol:
• Classified into three categories:
• Static
• Dynamic password generator
• Challenge-response
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Token-Based
Authentication
(4/8)

○ Most important category of smart token

Smart Cards

○ Contain:

• Has the appearance of a credit card
• Has an electronic interface
• May use any of the smart token protocols
• An entire microprocessor
• Processor
• Memory
• I/O ports

○ Typically include three types of memory:
• Read-only memory (ROM)
• Stores data that does not change during the card’s life
• Electrically erasable programmable ROM (EEPROM)
• Holds application data and programs
• Random access memory (RAM)
• Holds temporary data generated when applications are executed
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Token-Based
Authentication (5/8)
○ Smart Card/Reader Exchange

Figure 13: Smart card/Reader exchange [5]
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Token-Based Authentication (6/8)
Electronic Identity Cards (eID)

464

Token-Based Authentication (7/8)
Electronic Functions and Data for eID Cards

CAN = card access number
MRZ = machine readable zone
PACE = password authenticated
connection establishment
PIN = personal identification
number

Table 6 : Smart card/Reader exchange [5]
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Token-Based
Authentication (8/8)
○ User Authentication with
eID

Figure 14: User Authentication with eID [5]
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Biometric Authentication (1/3)
○ Attempts to authenticate an individual based on unique physical characteristics
○ Based on pattern recognition
○ Is technically complex and expensive when compared to passwords and tokens
○ Physical characteristics used include:
• Facial characteristics
• Fingerprints
•
•
•
•
•

Hand geometry
Retinal pattern
Iris
Signature
Voice
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Biometric Authentication (2/3)
Cost Versus Accuracy of Various Biometric Characteristics in User Authentication Schemes

Figure 15 : Cost versus accuracy of various biometric characteristics in

468

Biometric
Authentication (3/3)
○ Generic Biometric System.
Enrollment
creates
an
association between a user
and the user´s biometrics.
Depending on the application,
user authentication either
involves verifying that a
claimed user is the actual user
or identifying an unknown
user.

Figure 16 : Generic Biometric System
469

Security Issues for User Authentication

Figure 19 : Summarizing the authentication security issues
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AuthorizationAccess Control

Authorization
○ The process of verifying that a requested action or service is approved
for a specific entity. NIST SP 800-152
○ And therefore, the granting or denying of access rights to a user,
program, or process.
○ Whereas authorization policies define what an individual identity or
group may access, access controls – also called permissions or
privileges – are the methods we use to enforce such policies.
472

Access Control
Definitions

○ “The process of granting or denying specific requests to: (1) obtain and use
information and related information processing services; and (2) enter specific
physical facilities” NISTIR 7298

○ “A process by which use of system resources is regulated according to a security
policy and is permitted only by authorized entities (users, programs, processes, or
other systems) according to that policy” RFC 4949

473

Basic Elements
Subject

Object

• An entity capable
of accessing
objects

• A resource to
which access is
controlled

• Classes:

• Entity used to
contain and/or
receive information

• Owner
• Group
• World

Access Right
• The way a subject can
access an object
• Includes:
• Read
• Write
•
•
•
•

Execute
Delete
Create
Search
474

Access Control Policies
○ Discretionary Access Control (DAC)
○ Role-Based Access Control (RBAC)
○ Mandatory Access Control (MAC)
○ Attribute-based Access Control (ABAC)

475

Access Matrix
○ An example of an Access
Matrix

Figure 22 : Example of Access Matrix [5]

476

Protection Domains
○ Set of objects grouped with access rights
○ More flexibility to associate capabilities with protection domains
• Matrices associate capabilities with user

○ User spawn processes with subset of the access rights of the user
○ Static or dynamic association between process and domain
○ User mode:
• Certain areas of memory - protected from use
• Certain instructions - may not be executed

○ Kernel mode:
• Privileged instructions – may be executed
• Protected areas of memory - may be accessed
477
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Section 4
Identity, Credential, and Access Management (ICAM)

478

Identity Management
○ Concerned with assigning attributes to a digital identity and connecting that
digital identity to an individual or NPE

○ Goal is to establish a trustworthy digital identity that is independent of a
specific application or context

○ Most common approach to access control for applications and programs is
to create a digital representation of an identity for the specific use of the
application or program

○ Maintenance and protection of the identity itself is treated as secondary to
the mission associated with the application
479

Credential Management
○ The management of the life cycle of the credential
• Smart cards, private/public cryptographic keys, digital certificates

○ Encompasses five logical components:
• An authorized individual sponsors an individual or entity for a credential to establish
the need for the credential

• The sponsored individual enrolls for the credential
• A credential is produced
• The credential is issued to the individual or NPE
• A credential must be maintained over its life cycle
480

Access Management
○ Deals with the management and control of the ways entities are granted access
to resources
○ Covers both logical and physical access
○ May be internal to a system or an external element
○ Purpose is to ensure that the proper identity verification is made when an
individual attempts to access a security sensitive building, computer systems, or
data
○ Three support elements are needed for an enterprise-wide access control facility:
• Resource management
• Privilege management
• Policy management
481

Exchange of Identity Information
1. Online or network transactions involving different parties require the
sharing of identity information
2. This information may include a host of associated attributes in
addition to a simple name or numerical identifier
3. Both the party disclosing the information and the party receiving the
information need to have a level of trust about security and privacy
issues related to that information
483

Identity Information
Exchange approaches
○ Figure shows the traditional
technique for the exchange
of identity information.

Figure 26: Identify Information Exchange
Approaches
484

Open Identity Trust Framework

485

Identity Information
Exchange approaches
○ Figure shows the elements
involved in the OITF.
○ Within a given organization,
the following roles are part
of the overall framework:
• Relying parties (RPs)
• Subjects
• Attribute providers (APs)
• Identity providers (IDPs)

Figure 27: Identify Information Exchange
Approaches
486

Summary
○
○

Foundational Security Operations
Implementing logging:
•

○

Access control

User authentication
Something that the
individual possesses

Something that the
individual is

Something that the
individual does

User authorisation
•

○

Monitoring

Security Audit and Alarm Model
Something that the
individual knows

○

Logging

Access control

Identity, Credential, and Access Management (ICAM)
•
•

Support elements: Resource management, Privilege management, Policy
management
Exchange of Identity Information
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Introduction to
Cybersecurity
Lecture 8: Security
Operations: Intrusion
detection & Prevention

This week’s topics…
○ Firewalls
○ Intrusion Detection Systems
○ Sandboxing
○ Patching
○ Anti-malware
○ Monitoring risks
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Section 1
Firewalls

493

Necessity of Firewalls
Computer systems need protection from outside world
Protecting LANs with efficient means
A perimeter defence
Used between the internet and the premises network to create a
controlled link
494

Firewall Characteristics
○ Design Goals for Firewalls
• All traffic, incoming- departing, has to pass through the firewall
• Only traffic authorized by the policy is allowed to pass
• The firewall has to be immune to penetration

495

Access Policy
Specifying a suitable access policy is critical
Be developed from the organisation’s information
security risk assessment and policy
Be developed from a broad specification of which
traffic types the organisation needs to support

496

Filter Characteristics
○ Firewall access policy could use the following characteristics to filter
traffic
IP address
and
protocol
values

Application
Protocol

User
Identity

Network
activity

497

• Defines single control point
• Provides location for monitoring
security events
• User friendly platform for other
Internet functions
• Platform for IPsec

Limitations

Capabilities

Capabilities and Limits

• Cannot protect against attacks that
bypass firewall
• No full protection against internal
threats
• Not secured wireless LAN can be
accessed from outside the
organization
• Devices may be infected outside
the network and then used
internally
498

Type of Firewalls
Main categories

Packet filtering firewall
Stateful inspection firewall
Application proxy firewall
Circuit-level proxy firewall
499

Packet Filtering Firewall
○ Applies rules to each incoming and departing IP packet
○ Rules are based on information contained in a network packet
• Source IP address
• Destination IP address
• IP protocol field
• Source and destination transport-level address
• Interface

○ Two default policies
• Discard- prohibit unless expressly permitted
• Forward- permit unless expressly prohibited
500

Stateful Inspection Firewall
Tightens rules for TCP
traffic with the use of a
directory of outbound
TCP connections

• Entry for each currently established connection
• Packet filter for incoming traffic

Reviews packet
• Prevents attacks that depend on the sequence
number by keeping track of TCP sequence
information and records
numbers
information about TCP
• Inspects data for protocols like FTP, IM and SIPS
connections
501

Application-Level Gateway (Application Proxy)
○ Acts as a relay of application-level traffic
○ Proxy code must exist for each application
○ More secure than packet filters
○ Disadvantage: the additional processing overhead on each connection

502

Circuit-Level Gateway (Circuit level proxy)
Sets up two connections
• between itself and a TCP user on an inner host
• one on an outside host

Relays TCP segment from one connection to the other without examining contents
Security function is set by determining which connections are allowed
Used when inside users are trusted
Use of application-level gateway inbound and circuit-level gateway outbound
Lower overheads
503

Bastion Hosts
○ System identified by the firewall administrator
• As a crucial strong point in the security of a network

○ Used as a platform for an application-level or circuit-level gateway
○ Typical Features:
• Runs secure O/S, only essential services
• May require user authentication to access proxy or host
• Proxies can restrict features, hosts accessed
• Proxies are small, simple, checked for security
• Proxies are independent, non-privileged
• Limited disk use, therefore, read-only code
504

Host-Based Firewalls
○ Provide security to an individual host
○ Add-on package or available in operating systems
○ Filter and restrict packet flows
○ A server is a common location
○ Advantages
• Filtering rules are adjusted to the host environment
• Protection is provided independent of topology
• Provides an additional layer protection
505

Personal Firewall
○ Controls the traffic between a computer or workstation and the
Internet or enterprise network
○ Is a software module on a computer or workstation
○ Can be embedded in a router that connects computers to Internet
interfaces
○ Less complex than server-based or stand-alone firewalls
○ Primary role is to deny unauthorized remote access
○ Block worms and malware activity by monitoring outgoing traffic
506

Firewall Configuration
○ Example of a firewall
configuration

507

Virtual Private Network (VPN)
○ Uses encryption and authentication in the lower protocol layers
○ Provides secure connection through an insecure network (internet)
○ Encryption can be done by firewalls or routers
○ Common protocol mechanism: IPSec
○ Traffic passes through the firewall in both directions is encrypted

508

Distributed Firewall
Configuration
○ Stand-alone firewall devices
○ Host-based firewall
○ Central administrative
control

509

Firewall Topologies
Host-resident firewall
Screening router
Single bastion inline
Single bastion T
Double bastion inline
Double bastion T
Distributed firewall configuration
510
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Section 2
Intrusion Detection Systems

511

Definitions
○ Security Intrusion:
• Unauthorized act of bypassing the security mechanisms of a system

○ Intrusion Detection:
• Hardware or software function that gathers and analyses information from
various areas within a computer or a networks to identify possible security
intrusions

512

Intrusion Detection System (IDS)

Three types
• Host-based IDS (HIDS)
• Network-based IDS
(NIDS)
• Distributed or hybrid
IDS

Three logical
components:
• Sensors
• Analysers
• User interface

513

IDS Requirements
An IDS must:
Run constantly
Recover from crashes and reinistializations
Resists sabotage
Not impose a big overhead on the system
Be able to configure according to system security policies
Adaptable to alternations
Adjust to monitor many systems
514

Analysis Approaches

Two modes in
terms of
examining
data to detect
intrusions

• Anomaly detection
• Signature or Heuristic
detection

515

Anomaly Detection

Three types of classification
• Statistical
• Knowledge based
• Machine-learning

516

Signature or Heuristic Detection

Apply either
• Signature approaches
• Rule-based Heuristic identification

517

Host-Based Intrusion Detection (HIDS)

Adds a specialized layer of security software
Use anomaly or signature and heuristic approaches
Monitors activity to detect suspicious behaviour

518

Data Sources and Sensors
○ Common data sources include:
• System call traces
• Audit (log file) records
• File integrity checksums
• Registry access

519

Distributed IDS
○ Architecture for Distributed
Intrusion Detection Systems

520

Network-based IDS
○ Monitors traffic at selected point of the network
○ Examines traffic packet by packet
○ Examine network, transport, application-level protocol activity
○ Comprised of:
• Sensors
• Servers for NIDS
• Management functions and consoles

○ Analysis of traffic patterns done at the sensor and/or server
521

Network-based IDS
○ Example of NIDS Sensor
Deployment

522

Intrusion Detection Techniques
○ Attacks suitable for Signature detection
• Application layer reconnaissance and attacks
• Transport layer reconnaissance and attacks
• Network layer reconnaissance and attacks
• Unexpected application services
• Policy violations

○ Attacks suitable for Anomaly detection
• Denial-of-service (DoS) attacks
• Scanning
• Worms
523

Logging of Alerts
○ Typical information logged by a NIDS sensor includes:
•
•
•
•
•
•
•
•
•
•

Timestamp
Connection or session ID
Event or alert type
Rating
Network, transport, and application layer protocols
Source and destination IP addresses
Source and destination TCP or UDP ports, or ICMP types and codes
Number of bytes transmitted over the connection
Decoded payload data, such as application requests and responses
State-related information

524

IETF Intrusion Detection Working Group

The working group issued the following RFCs in
2007:
• Intrusion Detection Message Exchange Requirements
• Intrusion Detection Message Exchange Format
• Intrusion Detection Exchange Protocol

525

Autonomic Enterprise
Security System
○ Overall Architecture of an
Autonomic Enterprise
Security System

526

Honeypots
○ Purposes:
• Turn an attacker in a different direction than accessing critical systems.
• Gather intelligence related to attacker’s activity.
• Encourage the attacker to remain on the system enough time for administrators
to respond.

○ Classification:
• Low interaction honeypot
• High interaction honeypot

527

Honeypot Deployment
○ Example of Honeypot
Deployment

528
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•

System Security Management

•

System Hardening

Section 3

•

Patching

Malicious Software Countermeasures

Vulnerability Management

529

Malware Countermeasure Approaches
○ Prevention:
• Policy
• Awareness
• Vulnerability mitigation
• Threat mitigation

○ In case prevention fails:
• Detection
• Identification
• Removal
530

Sandboxing
Works as a safe environment to run a malicious code
Allows the code to execute in a controlled environment where it can be
easily monitored
Enables the detection of complex encrypted, polymorphic, or
metamorphic malware
Design issue: difficult to determine how long to run each interpretation
531

Operation System Security
○ Possible for a system to be compromised during the installation process
before it can install the latest patches
○ Building and deploying a system should be a planned process designed to
counter this threat
○ Process must:
• Assess risks and plan the system deployment
• Secure the underlying operating system and then the key applications
• Ensure any critical content is secured
• Ensure appropriate network protection mechanisms are used
• Ensure appropriate processes are used to maintain security

532

Strategies
○ The top four strategies for prevention according to ASD are:
• White-list approved applications
• Patch third-party applications and operating system vulnerabilities
• Restrict administrative privileges
• Create a defense-in-depth system

533

System Security Planning

Goal is to expand security while
reducing the cost

Planning should include a wide
security assessment of the
organization

Planning is essential
Security requirements for the system,
applications, data, and users need to
be determined

Plan needs to choose suitable software
for the OS and applications, identify
appropriate personnel and training to
install and manage the system
534

Operating System Hardening
○ First critical step in securing a system is to secure the base operating
system
○ Basic steps:
• Install and patch the operating system
• Harden and configure the operating system to meet its determined security
needs
• Install and configure supplementary security controls (anti-virus, host-based
firewalls, intrusion detection system (IDS))
• Verify that the steps taken, properly address the security needs of the operating
system by testing its security
535

Initial Setup and Patching

Installation of the
operating system

Validation of this driver
code’s source is required,
because of the privileges
it has in the system

Systems need to be
always up to date with all
the security related
patches installed

New systems should be
deployed on a safe
network

The complete boot
procedure must be
secured

Systems need to be
staged and validated
before being deployed in
production

Complete installation and
hardening process should
take place before the
system is deployed to its
final location

Basic installation should
contain the least
necessary

536

Windows Security
○ Patch management
• “Windows Update” and “Windows Server Update Service” assist with regular
maintenance
• Third party applications provide automatic update support

○ Users’ administration and access controls
• Systems implement discretionary access controls resources
• Later systems include necessary integrity controls
• Objects are labeled as being of low, medium, high, or system integrity level
• System ensures the subject’s integrity at least equal to the object’s level
537

Linux Security
○ Patch management
• Keeping security patches up to date is a broadly accepted and crucial control for
maintaining security

○ Application and service configuration
• Mostly implemented using separate text files for each application and service
• Generally located either in the /etc directory or in the installation tree for a specific
application
• Individual user configurations that can override the system defaults are located in
hidden “dot” files in each user’s home directory
• Most important changes needed to improve system security are to disable services and
applications that are not required

538

Remove Unnecessary Services, Applications and Protocols
If fewer software packages are available to run the risk is
reduced
System planning process should identify what is required
for a given system
When performing the initial installation the supplied
defaults should not be used

539

Configure Users Groups and Authentication
○ Access to data and resources on the system must be distributed to
the users according to their need
○ Elevated privileges should be restricted to only those users that
require them, and then only when they are needed to perform a task
○ Default accounts included as part of the system installation should be
secured

540

Configure Resource Controls

Subsequently to the definition
of the users and their
associated groups are defined,
appropriate permissions can
be set on data and resources
to match the specified policy

Security hardening guides may
provide recommendations for
changes to the default access
configuration for security to be
improved

541

Install Additional Security Controls
○ Further security possible by installing and configuring additional
security tools:
• Anti-virus software
• Host-based firewalls
• IDS or IPS software
• Application white-listing

542

Test the System Security
○ Goal:
• Ensure the previous security configuration steps are completed properly
• Identify any possible vulnerabilities

○ Checklists are included in security hardening guides
○ Should be done following the initial hardening of the system
○ Repeated periodically as part of the security maintenance procedure

543

Vulnerability Management
Maintenance

○ Continued maintenance and monitoring to ensure continued correct
functioning and appropriateness
○ Goal: ensure controls perform as intended
○ Tasks
• Reviewing controls to ensure that they still operate as expected.
• Upgrading controls when new requirements are identified.
• Controls are not affected adversely by changes to systems
• Address new threats or vulnerabilities

544

Vulnerability Management
Security Compliance

○ Inspection procedure to examine security procedure
○ Aims to confirm agreement with security plan
○ Use internal or external personnel
○ Based on use of checklists which verify:
• Suitable policies and plans were created
• Suitable selection of controls were chosen
• That they are maintained and used correctly

545

Vulnerability Management
Change and Configuration Management

○ Change management is the procedure used to examine proposed
changes to systems for implications on the systems of an organization
○ Configuration management is engaged with keeping track of the
configuration of each system in use and the changes made to each

546

Summary (1)
○
○

Necessity of Firewalls
Design Goals for Firewalls
•
•
•

○
○
○

All traffic, incoming- departing, has to pass through the firewall
Only traffic authorized by the policy is allowed to pass
The firewall has to be immune to penetration

Access Policy
Filter characteristics
Type of Firewalls
•
•
•
•

Packet filtering firewall
Stateful inspection firewall
Application proxy firewall
Circuit-level proxy firewall
547

Summary (2)
Definition of Security Intrusion and Intrusion Detection
○ Intrusion Detection Systems
○

•
•
•

Host-based IDS (HIDS)
Network-based IDS (NIDS)
Distributed or hybrid IDS

IDS Requirements
○ Honeypots
○ Malware Countermeasure Approaches – Prevention
○ Operation System security
○

•
•
•
•

Sandboxing
Patching
Windows Security
Linux security
548
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Introduction to
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This week’s topics…
○ Incident response
○ Detection
○ Response
○ Mitigation
○ Reporting
○ Recovery
○ Remediation
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Section 1
Events and Incidents

553

Event

Observable occurrence in a system or
network

Adverse events are events with a
negative consequence

554

Computer Security Incident

Violation or imminent threat of violation
of:
• Computer security policies
• Acceptable use policies
• Standard security policies

555

Incidents happen
Protections are not
optimal and in
some cases break
down
Successful attacks
are called security
incidents, breaches,
or compromises
556

Incident Severity (1)
○ False alarms
• Apparent compromises are not real compromises
• Also called false positives
• Handled by the on-duty staff
• Wastes time and may dull vigilance

557

Incident Severity (2)
○ Minor incidents
• Small virus outbreaks
• On-duty personnel can handle it

○ Major incidents
• Beyond the capabilities of the on-duty personnel
• Must convene a computer security incident response team (CSIRT)
• CSIRT needs participation beyond IT security

558

Incident Severity (3)

Computer
Security
Incident
Response
Teams (CSIRTs)
are responsible:

• Rapidly detecting incidents
• Minimizing loss and destruction
• Mitigating the weaknesses that
were exploited
• Restoring computing services

559

Incident Severity (4)
○ Disasters
• Fires, floods, hurricanes, major terrorist attacks

○ In case of disaster
• Organization continuity must be assured:
• Maintaining the day-to-day operations
• Requires a continuity group
• Core permanent personnel will facilitate activities

560

Security Incidents

”Any action that threatens
one or more of the classic
security services of
confidentiality, integrity,
availability, accountability,
authenticity, and reliability
in a system”

Unauthorized access to a
system
• Accessing information not
authorized to see
• Passing information on to a
person not authorized to see it
• Attempting to circumvent the
access mechanisms
• Using another person’s
password and user id

Unauthorized modification
of information on the
system
• Attempting to corrupt
information that may be of value
• Attempting to modify
information without authority
• Processing information in an
unauthorized manner
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Section 2
Organizing the Incident Response Capability

562

Need for Incident Response
○ Attacks frequently compromise data
○ Rapid response is crucial
○ Has to be effective in order to avoid breaches and harms
○ Incident response capability helps to:
• Respond immediately to the threats
• Appropriate measures taken
• Minimize the loss

563

Principles (1)
Speed and accuracy

○ Speed of response can reduce damage
• Attacker will have less time to do damage
• The attacker cannot burrow as deeply into the system and become very difficult
to detect
• Speed is also necessary in recovery

○ Accuracy is equally important
• Common mistake is to act on incorrect assumptions
• If problem is misdiagnosed or the wrong approach is taken, can make things
much worse

564

Principles (2)
Planning

○ Planning Before an Incident or Disaster
• Decide what to do ahead of time
• Time to consider matters thoroughly and without the time pressure of a crisis
• Incident response is reacting to incidents according to plan
• Must have flexibility within the plan to adapt
• Best to adapt within a plan than to improvise completely

565

Principles (3)
Rehearsal

○ Team Members Must Rehearse the Plan
• Rehearsals find mistakes in the plan
• Practice builds speed

○ Types of Rehearsals
• Walkthroughs (table-top exercises)
• Live tests (actually doing planned actions) can find subtle problems, but are
expensive

566

Policies
○ Basic elements of policies for organizations:
• Statement of management commitment
• Purpose and objectives of the policy
• Scope of the policy
•
•
•
•
•

Definition of computer security incidents and related terms
Prioritization or severity rating
Performance measures
Reporting and contact forms
Organizational structure and definition of roles, responsibilities, and levels of
authority
567

Plan elements
○ Τhe incident response plan has to contain the elements:
• Mission
• Strategies and goals
• Senior management approval
• Organizational approach to incident response
• Metrics for measuring the incident response capability and effectiveness
• Basic roadmap

568

Procedures
○ Preparation
○ Detection
○ Respond
○ Document

569

Processes
○ Process life-cycle according
to NIST SP 800-61

570

Sharing Information with Outside Parties
○ Third parties need access to information for incident response
purposes
○ The information accessed by these parties need to be discussed
within the organization, between the departments.
○ Parties that may need to have access to this information are:
• The Media
• Law Enforcement
• Incident Reporting Organizations
• Other outside parties
571

Sharing Information
with Outside Parties
○ Communications between
Incident Response team
and Outside Parties

572

The Media
○ Actions that need to be prepared from the organization for the
communication with the media:
• Training sessions on interacting with the media regarding incidents
• Procedures to brief media contacts on the issues and sensitivities regarding an
incident before discussing it.
• Maintenance of a statement of the current status of an incident for keeping the
communications consistent and up-to-date
• Reminding all staff of the general procedures regarding the media inquiries
handling

573

Law Enforcement
○ Incidents need to be reported in law enforcement depending on the
severity
○ Organization has to have an understanding and a policy for which
information is necessary to be revealed in which authorities
○ Organizations usually set a certain individual as a contact between
them and law enforcement.

574

Other Outside Parties
○ Organization may need to discuss incidents with other third parties
depending on the nature of the incident. Such parties are:
• Incident Reporting Organizations
• Organization’s ISP
• Software Vendors
• Owners of Attacking Addresses
• Other Incident Response teams
• Affected External Parties

575

Incident Response Team Structure

An Incident Response Team:
• Should be available any given time
• Reachable by members of the organization
• Can handle an incident
• Analyse data
• Find out the level of impact of the incident
• Act to limit the damage
576

Team Models
○ Team’s structure:
• Central Incident Response Team
• Distributed Incident Response Team
• Coordination Team

○ Staff model
• Employees
• Partially Outsourced
• Fully Outsourced

577

Team Model Selection (1)

Factors to be considered to decide the
structure of an incident response team:
• The Need of 24/7 Availability
• Full-Time vs Part-Time Team Members
• Employee Morale
• Cost
• Staff Expertise
578

Team Model Selection (2)

In case of Outsourcing, the following factors are to be
considered:
• Current and Future Quality of Work
• Division of Responsibilities
• Sensitive Information Revealed to the Contractor
• Lack of Organization-Specific Knowledge
• Lack of Correlation
• Handling Incidents at Multiple Locations
• Maintaining Incident Response Skills In-House
579

Dependencies within the Organization
○ Incident Response Team has relations within other groups within the
organization:
• Management
• Information assurance
•
•
•
•
•
•

IT Support
Legal Department
Public Affairs and Media Relations
Human Resources
Business Continuity Planning
Physical Security and Facilities Management
580

Incident Response Team Services
○ Except responding in incidents the incident response team has the
following responsibilities:
• Intrusion Detection
• Advisory Distribution
• Education and Awareness
• Information Sharing
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Section Outline
•

Procedures

•

Preparation

•

Detection

•

Respond

•

Document

•

Post-incident actions
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Section 3
Incident Handling

582

Incident response procedures
○ A number of phases that starts with the preparation of an
organization for incident handling and lead to the final resolution of a
problem
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Procedures

Managing security incidents involves
procedures and controls that address:
•
•
•
•

Preparation
Detecting potential security incidents
Identifying and responding to breaches in security
Documenting breaches in security for future reference
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Preparation (1)
○ Preparation is a key process not to be caught by surprise on an
incident
○ Not the responsibility of the incident response team, although
essential for the incident response program
○ Tools are resources are available
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Preparation (2)
Tools and resources

○ Incident Handler Communication and Facilities
• Contact information
• On-call information
• Incident reporting mechanisms
• Issue tracking
• Smartphones
• Encryption software
• War room
• Secure storage facility
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Preparation (3)
Tools and resources

○ Incident Analysis Hardware and Software
• Digital forensic workstations and backup devices
• Laptops
• Spare workstation, servers and networking equipment
•
•
•
•
•
•

Blank removable media
Portable printer
Packet sniffers and protocol analyzers
Digital forensic software
Removable media
Evidence gathering accessories
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Preparation (4)
Tools and resources

○ Incident Analysis Resources
• Port lists
• Documentation
• Network diagrams and lists of critical assets
• Current baselines
• Cryptographic hashes
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Detection
○ Routes of attack:
• External/Removable Media
• Attrition
• Web
• Email
• Impersonation
• Improper Usage
• Loss or Theft of Equipment
• Other
589

Detection
○ Incidents may be detected
• Personnel or users must be encouraged to make reports of system malfunctions
or anomalous behaviors

○ Automated tools
• System integrity verification tools
• Log analysis tools
• Network and host intrusion detection systems (IDS)
• Intrusion prevention systems
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Incident Analysis (1)
Part of the detection process
Symptoms of an incident are not always clear
Incident response team has to be able to identify indicators that lead to
an incident
Team must analyse the incident to discover its scope and origin
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Incident Analysis (2)
○ According to NIST SP 800-61 these are making the analysis easier and more
efficient:
• Profile Networks and Systems
• Understand Normal Behaviors
•
•
•
•
•

Create a Log Retention Policy
Perform Event Correlation
Keep All Host Clocks Synchronized
Maintain and Use a Knowledge Base of Information
Use Internet Search Engines for Research

• Run Packet Sniffers to Collect Additional Data
• Filter The Data
• Seek Assistance from Others
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Incident Prioritization
○ Incoming incidents must be prioritized according to the following
factors:
• Functional Impact of the Incident
• Information Impact of the Incident
• Recoverability from the Incident
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Triage Function (1)

Goal:
• Ensure that all information en route to the incident
handling service is directed through a single focal point
• Commonly achieved by propagating the triage function
as the single contact point for the entire incident
handling service
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Triage Function (2)
Responds to incoming information by:
• Requesting supplementary information so it can classify the incident
• Informing the various parts of the organization about the
vulnerability and distributing information about ways to mitigate the
vulnerability
• Identifying the incident as new or part of an ongoing incident
• Sharing this information with the incident handling response
function
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Respond (1)
○ Criteria to decide the most appropriate response plan:
• Potential damage to and theft of resources
• Need for evidence preservation
• Service availability
• Time and resources needed to implement the strategy
• Effectiveness of the strategy
• Duration of the solution
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Respond (2)
○ Potential response activities
• Taking action to protect systems and networks affected or threatened by
intruder activity
• Providing solutions and mitigation strategies from relevant advisories or alerts
• Looking for intruder activity on other parts of the network
• Filtering network traffic
• Rebuilding systems
• Patching or repairing systems
• Developing other response or workaround strategies

597

Respond (3)
○ NIST SP 800-61 lists the following broad categories of security
incidents that should be addressed in incident response policies:
• Malicious code that infects a host
• Denial-of-Service (DoS) attacks that restrain or hinder normal use of systems
• Inappropriate usage of a system in violation of acceptable use policies
• Unauthorized access to a system
• Multiple-component incidents, that involve number of the aforementioned
categories in a single incident
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Respond (4)
○ Procedures should:
• Detail how to identify the cause
• Describe the action taken to recover from the incident
• Identify typical categories of incidents and the approach taken to respond
• Identify the circumstances when security breaches should be reported to third
parties such as the police or relevant CERT
• Identify management personnel responsible for making critical decisions and
how to contact them
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Incident-Handling Life
Cycle
○ Triage function
○ Incident report
○ Multiple visits:
• Analyse
• Obtain and coordinate
information
• Provide technical assistance

○ Resolution
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Security Incident response
○ Response procedures to incidents are an essential control for most
organizations
○ Benefits of having incident response capability:
• Systematic incident response
• Quicker recovery to minimize loss, theft, disruption of service
• Use information gained during incident handling to better prepare for future
incidents
• Dealing properly with legal issues that may arise during incidents
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Document (1)

Should immediately follow a response to an
incident
• Identify what vulnerability led to its occurrence
• How this might be addressed to prevent the incident in the
future
• Details of the incident and the response taken
• Impact on the organization’s systems and their risk profile
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Document (2)
○ NIST SP 800-61 proposes the following questions to be asked in a post-incident
meeting of a team:
• Exactly what happened, and at what times?
• How well did staff and management perform in dealing with the incident? Were the
documented procedures followed? Were they adequate?
• What information was needed sooner?
• Were any steps or actions taken that might have inhibited the recovery?
• What would the staff and management do differently the next time a similar incident occurs?
• How could information sharing with other organizations have been improved?
• What corrective actions can prevent similar incidents in the future?
• What precursors or indicators should be watched for in the future to detect similar incidents?
• What additional tools or resources are needed to detect, analyze, and mitigate future incidents?
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Document (3)
Collected data

○ Data must be collected and processed after an occurrence of an
incident
○ Possible metrics for the incident related data are:
• Number of Incidents Handled
• Time per Incident
• Objective Assessment of Each Incident
• Subjective Assessment of Each Incident
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Section Outline
Information sharing is an important part
of the incident resolution capability
In this section are analyzed ways of
information sharing and coordination.
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Section 4
Coordination and Information Sharing
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Coordination and Information Sharing
○ Threats, incidents and ways to be mitigated can be shared through
organizations
○ Organizations share their experience with others and acquire also
information to handle future incidents with the guidance of other
organizations, that handle those incidents in the past
○ It is important to define which information can be shared through a
policy inside the organization.
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Coordination
○ The figure depicts the
incident response
coordination
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Coordination Relationships

Team-to-Team

Team-tocoordinating team

Coordinating
team-tocoordinating team

608

Information Sharing Techniques

Ad Hoc
Partially Automated
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Granular Information Sharing
○ Information sharing has the drawback of sharing sensitive information
○ Incident information sharing types:
• Business impact information
• Technical information
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Summary (1)
○
○

Event à observable occurrence in a system or network
Incident à violation of:
•
•
•

○

Computer security policies
Acceptable use policies
Standard security policies

Incident Response
•
•
•
•

Principles
Policies
Plan elements
Procedures
611

Summary (2)
○
○

Sharing information with Third Parties
Incident Response Team
Structure
• Team Models
• Services
•

○

Incident Response Procedures
Preparation
• Detection
• Respond
• Document
•

○

Coordination and Information Sharing
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Introduction
to
Cybersecurity
Lecture 11: Security
Operations: Security
Assessment and Testing

This week’s topics…
○ Introduction
• Security Assessment: tests, assessments and audits
○ Assessment and test elements
• Vulnerability scans & Penetration testing
• Code review and testing
• Log, Account Managements & Backup reviews
○ Penetration testing
• Types
• Phases
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Introduction
•

Security Assessment definition

•

Pros and cons

•

Tests, assessments and audits
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Section I
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Introduction
Security Assessment Definition

○ Process to evaluate, identify, quantify, and prioritize the security
issues (policies, procedures and technical protections) in a system.
○ Why do we need an assessment?
• Identify potential security issues
• Prioritize security issues
• Report to management
• Maybe a compliance mandate?
618

Introduction
Security Assessment Pros and Cons

Oriented to technical and
non-technical issues
Has a defined scope: which
systems and what potential
problems are evaluated
Identifies most
technical issues

common

Repeatable and quantitative
Image by Tumisu from Pixabay
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Introduction
Security Assessment Pros and Cons

🗶 Difficult to do well
🗶 It can identify a lot of issues
🗶 Just
recommend
practices

best
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Introduction
Security Assessment and Testing Program

○ An information management team's main practice.
○ Tests, evaluations, and audits are used to validate an organization's
security on a regular basis in order to efficiently safeguard information
assets.
○ There are three main components:
1. Security tests
2. Security assessments
3. Security audits
621

Introduction
Security Test

○ Check to see if a system is working properly.
○ Automated scans, penetration tests, and manual attempts to
compromise security are all examples.
○ Develop and validate a systematic evaluation and testing strategy.
○ Frequent automatic tests with infrequent manual tests must be
performed on a regular basis.
○ Results for internal use
622

Introduction
Security Assessment
○ Reviews of a system's security.
○ To make remediation recommendations, identify vulnerabilities in the tested
system.
○ Make use of security testing tools.
○ Include a thorough examination of the threat environment, as well as current and
potential threats.
○ The end result is a non-technical evaluation report with recommendations for
enhancing the system's protection presented to management.
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Introduction
Security Audits

○ Evaluations to demonstrate the effectiveness of controls
○ To eliminate bias, independent auditors must be used.
○ Two types:
• Internal audits: by internal staff for internal audiences
• External audits: by outside firm with high degree of validity due to
no conflict of interest
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Assessment and Test
Elements
•

Vulnerability scans & Penetration testing

•

Code review and testing

•

Log, Account Managements & Backup
reviews
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Section II
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Assessment and Test Elements
Vulnerability Scans

○ Vulnerability Scans are a form of vulnerability assessment.
○ To search for vulnerabilities in processes, software, and networks that
could be abused by an attacker.
○ Using scanning tools that provide quick tests, scheduled scanning,
and extensive reports to administrators.
○ Three main categories:
1. Network Discovery Scans
2. Network Vulnerability Scans
3. Web Application Vulnerability Scans
626

Assessment and Test Elements
Vulnerability Scans - Network Discovery scans

○ TCP SYN Scanning (half-open scanning):
sends packet with SYN flag collection
(request to open a new connection). If
you get an answer with the SYN and
ACK flags set, it means the port is open.
○ TCP Connect Scanning establishes a
complete connection to the remote
system through the specified port.
Image by Josh Soreson from Pexels
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Assessment and Test Elements
Vulnerability Scans - Network Discovery scans

○ TCP ACK Scanning: sends packets with
the ACK flag set to indicate that they are
part of an open connection .
○ Xmas Scanning: sends a packet with the
FIN, PSH, and URG flags package.

Image by Josh Soreson from Pexels
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Assessment and Test Elements
Vulnerability Scans - Network Vulnerability Scanning

○ Deeper than discovery scans, searching for the existence of
established vulnerabilities as well as open ports.
○ Thousands of known vulnerabilities are stored in databases.
○ Unauthenticated scans, test the system without having passwords or
other special information
○ Improve the scanning using authenticated scans
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Assessment and Test Elements
Vulnerability Scans - Web Vulnerability Scanning

○ Special tools that check web applications
for known vulnerabilities.
○ Web pages are the point to connect
organizations with customers.
○ Always scan new web before moving it
into production.
○ Scan modified web before code changes
moved into production.
○ Use scheduled
applications.

scans

to

scan

all
Image by Markus Spiske from Pixabay
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Assessment and Test Elements
Penetration Testing

○ Penetration
testing
goes
beyond
vulnerability scans, it actually attempts to
exploit systems.
○ Vulnerability scans: check the presence of
vulnerabilities and do not take offensive
action.
○ Penetration testing: target a system and try
to gain Access.
○ More in detail in the next section.
Image by Felix Lichtenfeld from Pixabay
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Assessment and Test Elements
Code review and testing
○ Sofware is an important part of system security.
○ Operating systems, hardware, and other resources are often accessed by
software applications with privileged access.
○ Credit card numbers, Social Security numbers, and proprietary business details
are also handled by software applications.
○ Databases containing confidential information.
○ Software is at the center of today's business, performing mission-critical tasks.
○ Failures in software can have disastrous implications for companies.
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Assessment and Test Elements
Code review and testing
○ Code review and testing can uncover security, functionality, or reliability flaws in
applications before they go live, causing business operations to suffer.
○ Most systematic code review procedures, including Fagan inspections, have a sixstep review and testing process:
1. Planning
2. Overview
3. Preparation
4. Inspection
5. Rework
6. Follow-up
633

Assessment and Test Elements
Code review and testing – Static testing
○ Analyzes the source code or the compiled program to
determine the protection of applications without
running it.
○ It entails using automatic tools to identify basic
software bugs including buffer overflows.
○ Throughout the plan, build, and test process, static
analysis methods are used.
○ Manual Code Review and Static Source Code Analysis
(SAST)
○ Static Binary Code Analysis and Manual Binary Review
Image by Markus Spiske from Pixabay
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Assessment and Test Elements
Code review and testing – Dynamic testing
○ In a runtime context, this tool assesses the security of applications.
○ To validate device accuracy, synthetic transactions (scripted transactions with
known intended results) can be used.
○ Any differences between the real and planned findings indicate potential code
vulnerabilities that must be explored further.
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Assessment and Test Elements
Code review and testing – Synthetic transactions
○ Synthetics do not follow actual user sessions; instead, they follow programmed
transactions that imitate user behavior.
○ Real User Monitoring (RUM):
• Real User Tracking (RUM) is the process of recording and reviewing each
user's transaction on a website or program (passive monitoring).
• Bottom up: capturing server-side information
• Top-down: capturing user experience
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Assessment and Test Elements
Code review and testing – Structural testing
○ Identifies test cases from examining the source code
○ Can identify “Dead Code”: code that is never executed during program execution
○ Use metrics to show the percentage of software structure that has been
evaluated, usually referred to as “coverage”
○ 100% coverage means each program piece has been executed at least once
○ Coverage types: Statement, Decision, Condition, Multi-Condition, Loop, Path, Data
Flow, Branch Coverage, etc.
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Assessment and Test Elements
Code review and testing – Fuzzy testing
○ Specialized dynamic testing technique that uses random malformed data as input
to software program to stress its limits and determine if it will crash or break
finding previously undetected flaws.
○ Limited to detecting simple vulnerabilities.
○ Uses erroneous program input, either randomly created or specially designed, to
exploit established software flaws.
○ Keep an eye on the application's output for things like program failures, buffer
overflows, and other unwanted and/or unexpected results.
○ Mutation (Dumb) Fuzzing and Generational (Intelligent) Fuzzing are the two
major types.
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Assessment and Test Elements
Code review and testing – Interface testing
○ Several development teams collaborating on various aspects of a software that
must work together.
○ Need of well-defined interfaces.
○ When all of the programming work is over, interface testing compares the output
of components to the interface requirements to ensure that they can work
together properly.

Image by Christina Morillo from Pexels
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Assessment and Test Elements
Code review and testing – Interface testing
○ There are three categories of interfaces that should be evaluated:
• Application Programming Interfaces (APIs): APIs are a structured way for
code modules to communicate that can be presented to the outside world
through web services.
• UIs (User Interfaces): End users can communicate with applications through
visual user interfaces (GUIs), command-line interfaces (CLIs), and web
interfaces.
• Physical Interfaces: Any programs that handle machinery, logic controllers, or
other objects in the real world use physical interfaces.
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Assessment and Test Elements
Code review and testing – Misuse case testing
○ Misuse case testing assesses the software's susceptibility to known threats.
○ The testers start by listing all of the known misuse scenarios.
○ Ensures that an application can accommodate unintended user behaviour or
incorrect input.
○ Exceptions are expected.
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Assessment and Test Elements
Code review and testing – Misuse case testing
○ Examples:
• Required form fields: Populating Required Fields (leave empty)
• Data mismatch: Correspondence between Data and Field Types (enter
incorrect data types)
• Field limits: Allowed Numbers or Characters (too many/too few)
• Data bounds: Allowed Data Bounds and Limits (exceed range)
• Reasonable Data (invalid data)
• Unauthenticated pages: Web Session Testing (open web pages without
logging in)
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Assessment and Test Elements
Code review and testing – Test Coverage Analysis
○ Any computer program is very difficult to test entirely as so many ways to fail or
target the device.
○ With the formula: Test coverage = number of use cases tested / total number of
use cases, you can approximate the degree of research done against the new
applications.
○ Since enumerating all potential usage cases is a challenging process, the outcome
will not be accurate.
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Assessment and Test Elements
Code review and testing – Software maintenance tasks
○ Software Validation Plan Revision
○ Anomaly Evaluation
○ Problem Identification and Resolution Tracking
○ Proposed Change Assessment
○ Task Iteration
○ Documentation updating

644

Assessment and Test Elements
Log reviews
○ Periodically conduct log checks to ensure that
all processes run properly, particularly in the
case of sensitive functions.
○ Review the logs of users to check if they are
according to their privilege
○ Important procedure in case of a security
incident

Image by Vitaly Vlasov from Pexels

645

Assessment and Test Elements
Log reviews
○ Phases:
• Configuring log sources
• Performing log analysis
• Initiating responses to identified events
• Managing long-term storage of logs

Image by Vitaly Vlasov from Pexels
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Assessment and Test Elements
Account Management reviews
○ Check that only approved licenses are retained and that no unauthorized changes
occur.
○ Full review of all accounts
○ Need of highly privileged accounts
○ To find out if any user has accessed any element without the necessary privileges,
compare users with their privileged accès list and privileged access rights to the
system's access list.
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Assessment and Test Elements
Account Management reviews
○ Compromising privileged users of the system is the preferred technique for
attackers
○ Three ways to accomplish:
• Compromise a privileged account that already exists
• Make a new privileged account for yourself
• Increase a default user account's privileges
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Assessment and Test Elements
Backup reviews

○ Examine the copies to ensure that the mechanism is
working properly and that the data confidentiality
requirements of the company are being met.
○ Reviewing files, checking hash values, or demanding
a full system or file restore are both possibilities.
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Penetration Testing
•

Definition

•

Types

•

Phases
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Section III
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Penetration Testing
Introduction
○ Definition: Security procedure to determine if a system can withstand an
intrusion attempt from an attacker
○ How is done:
• Basic reconnaissance of the system
• Network discovery scans for open ports identified.
• Network vulnerability scans to find bugs that haven't been fixed.
• Web application vulnerability scans are used to find bugs in web applications.
• Web application vulnerability scans are used to find bugs in web applications.
• Attempts at manual probing and attack.
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Penetration Testing
Types
○ White Box Penetration:
• Provides detailed information about the system to attackers
• Many of the reconnaissance phases are skipped
○ Gray Box Penetration
• Partial knowledge test: balance advantages and disadvantages of white and black
box penetration tests
• Results of black box results but costs or time of white box
○ Black Box Penetration
• Does not offer any detail to attackers.
• An external attacker attempting to gain access is simulated.
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Penetration Testing
Types
○ Blind Tests
• The tester only has publicly available data to work with
• The network security team has prior knowledge of this test to defend
○ Double Blind Types
• It is a blind test to both the tester as well as the security team
• It is used to evaluate the security levels and responses of the security team
• It is a realistic demonstration of the likely success or failure of an attack
○ Targeted
• Involves external and internal parties carrying out a focused test on specific areas of
interest
653

Penetration Testing
Phases
○ Discovery or reconnaissance
•

Footprinting and gathering information about target

○ Enumeration: scanning and probing
•

Ping sweeps, port scans, banner grabs, vulnerability scans

○ Exploitation
•

Attempting to gain unauthorized access by exploiting vulnerabilities

○ Post-exploitation
○ Report findings, typically two reports:
•

Executive level report, findings without technical detail

•

Technical report to drive remediation efforts
Image by Javad Rajabzade from Pixabay

654

Penetration Testing
Phases – Social engineering
○ Exploiting the human mind: Process of manipulating individuals so that they perform
actions that violate the security policy
○ Often tricks the user into clicking a link
○ Types:
• Phishing: the most popular form of social engineering attack conducted through digital communication
• Spear Phishing: a type of phishing attack that is targeted to a specific group or individual
• Whaling: specific phishing attack targeting senior executives or individuals
• Drive by download: invisibly redirect the user to malicious distribution server; it is an automatic attack
that is triggered simply by visiting a malicious website
• Pretexting: social engineering attack over phone
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Penetration Testing
Phases – Discovery
○ Searching for computers/devices with open
ports.
○ Do not try
programs.

to

find

vulnerabilities

in

○ Nmap is the most commonly used method
for a network discovery search.
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Penetration Testing
Phases – Enumeration

○ Uses a program such as Nessus or OpenVAS
to scan the network.
○ This program looks for vulnerabilities.
○ Verification and measurement must be
performed manually.
○ To find true danger, it must be matched with
real threats.

657

Penetration Testing
Phases – Exploitation
○ Attempting to gain unauthorized
access by exploiting
vulnerabilities
○ Uses a tool like Metasploit
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Penetration Testing
Phases – Post-exploitation

○ Once the system is compromised, try to access as much information as possible
○ Uses knowledge of the operating system
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Penetration Testing
Phases – Report
○ The report should be the application of a standard methodology to the specific system of
study
○ The key elements of a good technical report are
• Threats
• Vulnerabilities
• Probability of exploitation
• Impact
• Recommended actions
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Introduction to
Cybersecurity
Lecture 12:
Software Development
Security

This week’s topics…
o Basic Principles of Secure Development
• Introduction
• Secure Software Development Life Cycle
• S-SDLC in Agile Environments
o Good Practices in Secure Development Software
o Software Protection Mechanisms
o Asses Software Acquisition Security
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Basic Principles of
Secure Development
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Section I
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Software Development Security

Introduction
o

The Security Professional must ensure that applications are a priority in the enterprise
security architecture.

o

Software vulnerabilities can be found in the majority of major accidents and breaches.

o

The Security Professional must understand the key security principles used in the software
development, operation, and maintenance processes.

o

Software must be viewed as both an asset to be evaluated early in the risk management
process and a tool with vulnerabilities that may require mitigation or specific controls and
protections to be added to the system.
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Software Development Security

Introduction
o

The Security Professional must be able to grasp the impact imperfect software can
have on the enterprise if it is exploited by a threat or misused by an untrained
employee
• He or she must be able translate such impacts into action plans directed at
prevention and remediation of them

o

The Security Professional must be able to see themselves as a team member
working alongside developers QA personnel and Operations staff to improve
risk management, rapid response, better integration and smoother operations in order
to create a more productive and more secure infrastructure
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Software Development Security

Introduction
Security of the Software Environments

That the system and its

That the integrity of the

The confidentiality of the

resources are available

processing of the data and

data is protected

when needed

the data itself is ensured
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Software Development Security

Introduction
Current Software Environment

More distributed
Substantial increase in open protocols, interfaces, and source code
Increased sharing requires increased protection

More complex
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Software Development Security

Introduction
The Need for Architectural Design

Solutions are the result of focused efforts to address problems or performance
requirements
Saves money

Improves quality and productivity
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Software Development Security

Introduction

The

objective

Assurance/Risk

is

to

integrate

Assessment

the
and

Information
Security

Engineering functions into every phase of any
SLC/IT project intended for production operations,
regardless of the development model being employed
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Software Development Security

Introduction
o Vulnerabilities

and

security

Security requirements are not described during the analysis stage
Designs created have security failures

problems may affect a software

Vulnerabilities are created during the implementation stage

product during the whole development

The software is deployed inappropriately

process if:

Security incidents occurred have not a proper response

o Such

problems directly affect the

Other applications that are executed in the shared environment

developed software and information

The user's system

stored, but it may also affect:

Other systems that interact with the software to develop
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Software Development Security

Secure Software Development Life Cycle
o

Introduction
Software development process that implements security as a transversal element during
the whole development cycle

o

Security by Design

o

Most vulnerabilities may be solved in the application development stage
It takes into consideration all the security aspects that may be involved in the
software development from the beginning of the process
It allows developers to detect vulnerabilities during early stages of development

S-SDLC

It saves costs in vulnerabilities detected in systems that are in production
It allows developers to take into consideration requirements according to different
regulations and standards from the beginning of the development process
It saves costs in the implementation of new requirements or functionalities related to compliance
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Software Development Security

Secure Software Development Life Cycle
There are processes similar to the S-SDLC:
o

OWASP CLASP (Comprehensive, Lightweight Application Security Process):

https://owasp.org/
o

Microsoft Secure Development Life Cycle:

https://www.microsoft.com/en-us/sdl/
o

Digital’s Security Touchpoints (Developed by Gary McGraw):

http://www.swsec.com/resources/touchpoints/
o

NIST 800-64 (Set of security considerations suggested by the NIST that should be
taken into consideration during the SDLC):

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-64r2.pdf
o

Generally, all the models include a series of security activities for the development life
cycle
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Software Development Security

Secure Software Development Life Cycle
Structured Programming
Development

Waterfall and Its Variants
o

Before moving on to the next
phase, each phase has a list of
tasks that must be completed and
registered.

o

Each method follows a form of
rigorous sequencing of tasks, in a
“finish-to-star” project form.

o

Methods are adequate for longduration projects but respond
poorly to changes and variability.

Global Data
Main
Function
Main
Function

Main
Function
Main
Function

Main
Function

Main
Function
Main
Function

Main
Function
Main
Function
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Software Development Security

Secure Software Development Life Cycle
Waterfall SDLC Example
Requirements definition

Application Security Requirements

Architecture and Design

Application Security Architecture and/or Threat Model
Secure coding Practices

Development

Security Testing
Security Code Review

Test

Penetration Testing
Secure Configuration Management

Deployment
Secure Deployment
Maintenance
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Software Development Security

Secure Software Development Life Cycle
The “V” Model for Development (SDLC)
o The V-Model is based on the association of a testing process with each corresponding

development step, and it is an extension of the waterfall model.
o This ensures that each step of the production cycle has a testing phase that is directly linked to it.
o It's a very disciplined model, and the next step doesn't begin until the previous one has been

completed.
o It's a very disciplined model, and the next step doesn't begin until the previous one has been

completed. In parallel with the production phase, the testing phase is scheduled. On one hand of
the "V," there are Verification stages, and on the other, Validation phases. The Coding Phase joins
the two slides of the V-Model.
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Software Development Security
The “V” Model for Development (SDLC)

Secure Software Development Life Cycle
Acceptance
Test Design

Requirement
Analysis

Acceptance
Testing

System
Test Design
System
Design

System
Testing

Integration
Test Design

Architecture
Designs

Integration
Testing

Unit test
Design
Module
Design

Unit testing

Coding
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Secure Software Development Life Cycle
The “V” Model Pros and Cons

Advantages

Disadvantages

o This is a highly-disciplined model and phases

o Inflexible with a very high cost associated

o For

o High risk and uncertainty.

are completed sequentially.

smaller projects with well-defined
specifications, this method works well.

o Simple and straightforward to comprehend

and apply.

o Because of the model's rigidity, it's simple to

handle (each phase has specific deliverables
and a review process).

o Verification

and validation activities are
included at each step on each leg of the “V”.

with changes.

o For complex and object-oriented projects, this

is not a suitable model.

o For

long-term
inadequate.

projects,

this

model

is

o Not suitable for projects with moderate to

high changing requirements.

o Until late during the life cycle, no working

software is produced.
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Secure Software Development Life Cycle
Operation and Maintenance
Modified
Prototype
Model (MPM)
Prototyping

Exploratory
Model

Rapid
Application
Development
(RAD)

Joint Analysis
Development
(JAD)
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Software Development Security
S-SDLC on Agile Development Environments
o Threat modelling of the functionality included on the sprint

Activities by sprint

o All the activities related to the S-SDLC implementation stage
o Final security review by sprint
o Certification and storage

Activities by bucket

o Definition of the security metrics that will be used to
assess the bucket
o Dynamic analysis, fuzzing and review of the attack
surface tasks

Activities by project

o Define the security requirements
o Risk analysis
o Define the attack surface
o Create an incident response plan
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Software Development Security
S-SDLC on Agile Development Environments

Agile Security Methodology Example
Identify Security Stade holder Stories
Planning

Identify Security Controls
Identify Security Tests Cases
Secure coding

Sprints

Security Tests Cases
Peer Review with Security

Deployment

Security Verification (with Penetration Testing and Security
Code Review)
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Software Development Security

Secure Software Development Life Cycle

Stages S-SDLC
Training
Requirements
Design
Implementation
Verification
Deployment
Response
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Software Development Security

Secure Software Development Life Cycle
Training
Requirements
Design
Implementation

o It is not an S-SDLC stage strictly, but it is essential to perform it
o The technical staff involved in the development of the project

have to be able to perform all the additional tasks that the SSDLC implies

o They should be aware of the following concepts:
•
•

Verification

•

Deployment

•

•

Secure architectures
Threat Modelling
Secure encryption
Penetration testing
Security and privacy practices

o This stage is essential for the different roles involved in a

Response

development process to know their responsibilities from the
point of view of security
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Software Development Security

Secure Software Development Life Cycle
Training

o Privacy and regulatory requirements:
•

Requirements
Design

•

o Set of security metrics:
•

Implementation
Verification

•

Establish security levels for vulnerabilities
Explain the acceptable maximum levels
development stage

for

each

o Identification of requirements:
•

Deployment
•

Response

A set of minimum security requirements should be defined
It is important to implement the necessary measures to
follow its development during the SDLC

•

Identification of roles, capabilities and resources of the
application
Risk analysis
Definition of abuse cases
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Secure Software Development Life Cycle
Training
Requirements

Principles of Secure Design:
o Defense in depth
o Fail securely
o Least privilege

Design
Implementation
Verification

o Separation of duties
o Keep security simple
o Supervision
o Open design
o Least common mechanism

Deployment
Response

o Acceptability
o Weakest points
o Reuse
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Secure Software Development Life Cycle
Training

Surface of Attack

Entry points:

Elements identified:

o Network

o Resources accessible through it

o File System

o Roles that have access to such access
point

o User

Requirements

Transactional
Analysis Initiation

Design

Identify Input paths

Implementatio
n
Verification

Input parameters
(config)

Identify attack
surface

Input parameters
(user)

Input parameters
(Control)

Input parameters
(Backend)

Deployment
Response

Identify Areas of Late
& Dynamic binding

Follow path each
parameter through
code

Identify areas of config
file reference
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Secure Software Development Life Cycle
❑

Training

Design – Threat Modelling

Validation

Assets

Requirements
Design

Implementatio
n
Verification
Deployment
Response

Controls

Threats

Threats

Security control / service

Spoofing

Authentication

Handing

Integrity Controls

Repudiation

Non-repudiation methods

Information disclosure

Confidentiality mechanism

Denial of service

Availability

Elevation of privilege

Authorisation
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Software Development Security
Secure Software Development Life Cycle
Training

o Good practices on secure encryption
•

Secure configuration of the development environment

Requirements

•

Revision of the application’s source code

Design

•

Revision of third parties’ elements

Implementation
Verification
Deployment
Response

o Secure Development Environment
•

Valid operative in the development

•

Tools supported in the development

•

Remote access restrictions

•

User accounts restrictions

•

Pre-installed environments
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Software Development Security

Secure Software Development Life Cycle
Training
Requirements
Design
Implementation
Verification
Deployment

o The revision of the application’s source code allows users to identify
vulnerabilities
that
are
introduced
during
the
implementation stage
o The review of the source code may be carried out:
• Lightly during the implementation process
•

Formally, once a part of the implementation process has ended

o Lightweight reviews of the source code:
• Pair programming techniques
• External review
• Assisted review
• Commit review
o Third Parties’ Elements

Response

o Third parties’ tools and libraries
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Secure Software Development Life Cycle
Training
Requirements

o

Dynamic Analysis

o

Fuzzing

o

Revision of the attack surface

Design
Implementation
Verification
Deployment
Response
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Software Development Security

Secure Software Development Life Cycle
Training
Requirements

o

Incident response plan

o

Final security revision

o

Certification

o

Storage

Design
Implementation
Verification
Deployment
Response

691

Software Development Security

Secure Software Development Life Cycle
Training
Requirements

o

Staff to notify and order of notification

Design

o

Data capture for the later analysis of the incident

Implementation

o

Execution of tasks for the mitigation of the threat

o

Execution of tasks for the re-establishment of the service

Verification
Deployment
Response
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Good Practices in
Secure Development
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Software Development Security
Good Practices in Secure Development
o Input validation
o Output elements encryption
o Password authentication and management
o Session management
o Access control

Set of practices

o Error management
o Data protection
o Security in communications
o System configuration
o Security in databases
o Memory management
o Other general considerations
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Software Development Security
Good Practices in Secure Development
Input validation
o All input is evil
•
•
•

Text fields
URL
Cookies and other HTTP fields

o Input data validation should always be performed in the back-end
o All data validation should focus on a specific part of the application
o Unify the encryption of data
o It is recommended:
•
•
•

To validate data ranges and length
To use white lists to verify that all the elements of an input are valid
Check that all the received data correspond to what is expected
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Software Development Security
Good Practices in Secure Development
Output elements encryption

o

The output data encryption should be performed in a reliable system such as
the application’s back-end

o

Multiple libraries and methods for output encryption

o

Output data should be encrypted according to the way they are going to be
used in the application
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Software Development Security
Good Practices in Secure Development
Password Authentication and Management
o

Authentication controls should always be performed on a
reliable system (back-end)

Recommendations

for

o

All the authentication controls should be centralized on a

the implementation of

unique module, including libraries able to perform calls to

authentication controls

external authentication services
o

The authentication logic should not be connected to the
accessed resource’s logic

o

Authentication requests should always be performed via
properly encrypted connections
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Software Development Security
Good Practices in Secure Development
Password Authentication and Management
o The validation of authentication data should only be performed if all the

necessary information has been introduced (user and password)

o In case there is an authentication failure, no details (either visual nor in the

Practices for the

source code used) regarding the specific authentication failure (incorrect
password, incorrect user, etc.) should be provided

authentication

o The authentication process should fail in a secure way

process

o Regardless the access method, the password field should not display the

elements typed

o Passwords should not be stored in the unencrypted application
o All passwords must be stored in summary by using a secure cryptographic

function

o Use passwords with a minimum level of complexity
o Change the passwords created by default during the first access
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Software Development Security
Good Practices in Secure Development
Password Authentication and Management

Reset of
passwords

o

The use of security questions should be avoided

o

The email should be verified

o

In case critical operation the user should be asked to authenticate again

o

Implement a double authentication
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Good Practices in Secure Development
Session Management
o

Use the session control included in the framework server on which the application is
developed

o

Identifiers should be created by a reliable system, with libraries that ensure that they are
random

o

Every re-authentication should create a new session identifier and remove the old file

o

The user should be able to logout easily

o

Sessions should expire after a minimum period of inactivity

o

The exposition of information regarding sessions or cookies to third parties should be
avoided

o

A system that enables the control and logout of active sessions should be provided to
the user
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Good Practices in Secure Development
Asses Control

o

Information from reliable systems

o

The access control system must be centralized and separated from the rest of logic

o

Access control must be done for all requests

o

Unauthorized users should not have access to some elements
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Software Development Security
Good Practices in Secure Development
Error Management
o

It should be avoided to disclose sensitive information

o

The application should manage all the errors

o

The policy used by default regarding the task performed should be the denial

o

Logs should register relevant events of the system:
•
•
•
•
•

Failures on input validation
Failed authentication attempts
Connection attempts with expired sessions
Changes in the configuration of critical elements
Exceptions in the system and other errors occurred during the execution
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Software Development Security
Good Practices in Secure Development
Data protection
o

Sensitive information should be stored encrypted

o

The storage of credentials within configuration files or the application’s source code itself
should be strictly avoided

o

Configure the applications server for files of the back-end application’s source code not
to be downloaded

o

Remove documentation and configuration files that are installed by default
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Software Development Security
Good Practices in Secure Development
Security in Communications

o

Connections between clients and the server should be encrypted

o

Applications should verify the validity of the certificate provided

o

Resources accessible via secure connections should not be available through
insecure connections
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Software Development Security
Good Practices in Secure Development
System Configuration
o

The third parties’ elements are approved during the design

o

To check that no vulnerabilities that may affect the approved versions have been
registered

o

The system in process of production should not include the source code and resources
files

o

Avoid indexing

o

Use a system for versions control during the development of the software
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Software Development Security
Good Practices in Secure Development
Security in Databases
o

Parametrized queries

o

Encryption and validation processes

o

Least privileges

o

Using different users to ensure the separation of privileges

o

The connection to the database should be maintained only as long as it is strictly
necessary

o

All the unnecessary files and installation configuration created by default should be
removed
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Software Development Security
Good Practices in Secure Development
Memory Management
o Most critical vulnerabilities are caused due to memory management issues:
•
•
•

Buffer copies between memory addresses
Space reserved in memory for indefinite-length variables
Freed up memory that had previously been freed up

o A series of guidelines that limit the arising of memory management issues.
•
•
•
•
•

Users should take into consideration the fact that the target buffer may not end in zero.
Users should verify that sizes are correct and there is not possibility of writing when the space
reserved for each buffer is exceeded .
Maximum sizes should be defined for all the buffers used.
Users should not rely on the garbage collector function.
If possible, users should avoid the use of dangerous functions.
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Good Practices in Secure Development
General considerations
o Use tested and verified code
o Execute through the API
o Check integrity of the code

o Use the existing synchronization mechanisms in the operating system
o All variables and data sources must be initialized before first use
precision of operations
signed / unsigned data types
o Take into consideration

castings
conversions

o Check automatic update code
o Use code signing mechanisms
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Software Protection
Mechanisms
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Software Development Security
Software Protection Mechanisms
o

Risk drives decision-making in assurance.

o

Both stakeholders and interconnected technology components must be coordinated on risk
issues.

o

Until proven trustworthy, dependencies cannot be trusted.

o

It is expected that attacks will occur.

o

Assurance calls for effective coordination between all participants in technology.

o

Assurance should be well and dynamic.

o

There should be a way to assess and audit overall assurance.
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Software Development Security
Software Protection Mechanisms
o

Security: declarative vs. programmatic (e.g., bootstrapping, cryptographic agility, and
handling configuration parameters).

o

Common software vulnerabilities and countermeasures.

o

Practices of defensive coding (e.g., type safe practices, locality, memory management,
error handling).

o

Exception management.

o

Control of configurations (e.g., source code and versioning

o

Create a favourable environment (e.g., build tools).

o

Code/Peer review.

o

Analysis of the Code (static and dynamic).

o

Techniques to prevent tampering (e.g., code signing).

o

Coding for user interfaces (e.g., proper authentication and third party API).
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Software Development Security
Software Protection Mechanisms
o

Never build your own cryptographic or authentication systems.

o

Create a list of banned functions.

o

Developers should be trained to avoid the most common flaws.

o

Develop with the least amount of privilege possible.

o

Security Quality Assurance Testing:
•
•
•
•
•

Functional Testing (e.g., reliability, logic, performance and scalability)
Security Testing (e.g., white box and black box)
Environment (e.g., interoperability)
Bug tracking (e.g., defects, errors and vulnerabilities)
Attack surface validation
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Software Protection Mechanisms
o

Test types
•
•
•
•

Penetration Testing
Fuzzing, Scanning, Simulation Testing (e.g., environment and data)
Testing for Failure
Cryptographic validation (e.g., environment and data)

o

Impact Assessment and Corrective Action

o

Standards for software quality assurance (e.g., ISO 9126, SSE-CMM and OSSTMM)

o

Regression testing

o

Use security testing tools to discover common vulnerabilities

o

Implement static analysis testing for all Internet facing code

o

Add security bug categories to the bug tracking system
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Asses Software
Acquisition Security
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Software Development Security
Asses Software Acquisition Security

Introduction

o

Software assurance refers to the degree of assurance that the software is free
of

vulnerabilities,

whether

purposefully

built

into

the

software

or

unintentionally introduced at some point during its life cycle, and that it works
as expected.
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Asses Software Acquisition Security

Software Assurance Phases
o Needs determination
o Develop software requirements

Planning

o Create an acquisition strategy
o Develop evaluation criteria and an evaluation plan
o Create/issue the solicitation or a request of proposal

Contracting

o Evaluate supplier proposals
o Finalize contract negotiation

Monitoring and
Acceptance

o Establish and consent to the contract work schedule
o Implement change control procedures
o Review and accept software deliverables

Follow-on

o Sustaining Engineering
o Disposal or decommissioning
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Software Development Security
Asses Software Acquisition Security

Software Assurance Policy

o

Ascertain that the company has a welldocumented SwA strategy and mechanism in
place.

717

Software Development Security
Asses Software Acquisition Security

Risk Associated with Software Vulnerabilities
Unintentional errors
Intentional insertion of malicious code
Theft of vital information
Theft of personal information
Uncontrolled/Unauthorized change of the product
Inserted agents
Corrupted information
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Software Development Security
Asses Software Acquisition Security

Acquisition process

o

Systems and software assurance is concerned with risk
management as well as the assurance of safety, protection, and
dependability within the context of system and software life
cycles.
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Software Development Security

Useful Questions
How does the supplier ensure the establishment and maintenance of an infrastructure of safety and
security?

How is the provider responsible for identifying and managing protection and safety risks?

How are the protection and safety standards of the supplier fulfilled?

How does the supplier ensure that safety and security standards and goals are met by the operations and
products?

What escrow provisions are contained in the arrangements?
720

o The "Security and Risk Management" area covers
a broad variety of topics related to the design of
security in software and IT services across the
enterprise. The security professional is supposed
to be familiar with a range of key security
principles and be able to adapt them to a variety
of scenarios. The use of an SDLC to build more
stable systems and applications is a key goal that
the security professional must ensure is achieved
by

selecting

frameworks

and

development

methodologies that facilitate its implementation.
The security professional's key focus in this
domain is to understand security and ensure that
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Summary
Summary tagline or sub-headline

it is built in at any step of the development
lifecycle.
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Introduction to
Cybersecurity
Impact of new technologies
on cybersecurity.

This week’s topics…
○ Advanced Persistent Threats (APTs)
○ BYOD and Technology Customization
○ The cloud and the economics of collaboration: risks and benefits
○ SmartGrids (Scada systems)
○ IoT (SmartCities)
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Advanced Persistent Threats (APTs)
Threats and capabilities
○ A threat is described as "a person or thing capable of exploiting a
vulnerability."
○ A combination of an attacker's motivations and skills, as well as knowledge
of what the attacker has done in the past.
○ Threat capabilities:
•
•
•
•
•
•

(UT) Unsophisticated Threat
(UPT) Unsophisticated Persistent Threat
(ST) Smart Threat
(SPT) Smart Persistent Threat
(AT) Advanced Threats
(APT) Advanced Persistent Threat

Figure 1. Threat capabilities pyramid [1]
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Advanced Persistent Threats (APTs)
○ What is an APT, and how is it different from other types of threats?
○ A sophisticated threat with the intent of compromising a specific target.
○ Who are the people or organizations that represent APTs, and who do
they target?
• Nation-states, organized crime, criminals

○ The most popular APT objectives are:
• Limitless. Anyone may become a victim.
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Advanced Persistent Threats (APTs)
○ The following are some of the most common reasons for an APT to
target a particular organization:
• Stealing intellectual property (corporate espionage)
• Stealing private data (insider trading, blackmail, espionage)
• Stealing money (electronically transferring funds, stealing ATM credentials, etc.)
• Stealing government secrets (spying, espionage, etc.)
• Political or activist motives
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Advanced Persistent Threats (APTs)
○ Motivation examples:
• Find out maximum amount someone is willing to pay you
• Know a public company's financial information before the rest of the world does
• What kind of information does the prosecutor's office have on you?
• Find out the secret formula your competitors are using
• Know the military plans of a foreign power, or any of another million military or
political secrets
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Advanced Persistent Threats (APTs)
Threat Class and history

○ Threat classes define their capabilities and motives [1]:
Motives + Capabilities

=

Threat Class

Hacker + UT

=

Unsophisticated Hacker

Nation-State + APT

=

Advanced Persistent Nation-State

Nation-State + UT

=

Unsophisticated Nation-State

Techno-criminals + ST

=

Smart Techno-criminals

○ The history of a threat can reveal useful information about the
capabilities and techniques used to compromise targets, but it can't
guarantee that future attacks will be effective.
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Advanced Persistent Threats (APTs)
APT Hacker

○ A single person with an advanced skill set and methodology that
allows them to target and compromise any organization while gaining
access to any desired assets.
○ No company, large or small, is immune to an APT hacker.
○ There is very little information available to estimate the number of
these people or their abilities.
○ A organization can eliminate certain attack paths and vulnerabilities,
but it will never be able to eliminate all attack vectors used by an APT
hacker.
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Advanced Persistent Threats (APTs)
APT Hacker Methodology (AHM)

○ A methodical approach to identifying and attacking a target entity.
○ 7 core steps:
• Reconnaissance: understanding the target, its business, the technology,..
• Enumeration: identifying the system
• Exploitation: taking advantage of the vulnerabilities
• Maintaining access if the vulnerability you initially exploited has been mitigated
• Clean up evidence of the successful exploitation
• Progression: gaining access to more systems or gaining more rights
• Exfiltration: find the most effective way to get the data
731

Advanced Persistent Threats (APTs)
APT Hacker Attack Phases
○ These phases maximize efficiency and anonymity of the attack:
○ Reconnaissance:
• Technical data: Internet-routable subnets used by the organization, antivirus software, and DNS
records for the organization.
• Nontechnical data: the organization's geographical locations, major divisions, and key personnel and
their names.

○ Spear social engineering is the exploitation of a user's system using digital methods to
acquire confidential information, passwords, or remote access.
○ Remote and wireless systems: targeted due to less restrictive security controls.
○ Hardware spear-phishing: Trojan hardware devices
○ Physical infiltration
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Advanced Persistent Threats (APTs)
APT Hacker Foundational Tools

○ Anonymous Purchasing by using credit card gift cards or digital
currencies
○ Anonymous Internet Activity by tunneling all of our communications:
• Open, free, or vulnerable wireless network
• Virtual private servers
• Web and socks proxy

○ Anonymous Phone Calls

Figure 2. Pivoting through open wireless network [1]
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BYOD and Technology Customization
Introduction

○ Bring Your Own Device (BYOD) refers to telework devices operated by
the user.
○ Users should be aware of their organization's policies and
specifications, as well as acceptable ways to protect the organization's
details
○ Securing BYOD PC used for telework: operating system and primary
applications
• security software, updates, configuring primary applications to filter content,
installing and using only trusted software, separate standard user accounts.
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BYOD and Technology Customization
Introduction

○ Securing BYOD devices used
manufacturer recommendations:

for

telework

following

device’s

• Disable networking capabilities (Bluetooth, NFC) if there are not needed,
security updates
• Configure applications to be safety
• Only download and configure apps from approved app stores
• Do not root or jailbreak the device
• Do not use an unknown charging station to charge your device
• To access the organization's data and services, use an isolated, secure, and
encrypted environment funded and maintained by the organization
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BYOD and Technology Customization
Securing Information

○ Sensitive data, such as personally identifiable information (PII), must
be protected when stored on or sent to or from telework devices.
○ Unauthorized disclosure of sensitive information may weaken public
confidence in an organization, jeopardize its purpose, or hurt
individuals whose personal information is disclosed.
○ Methods of protecting the organization’s information:
• For telework devices and removable media, physical security measures are used
• Encrypting data on telework computers as well as portable media like flash
drives

736

BYOD and Technology Customization
Securing Information (cont.)
• Encrypting files stored on telework devices and removable media such as CDs and
flash drives
• Ensuring that information is destroyed when it is no longer needed that includes
clearing web browser caches that might hold sensitive information, using disk
scrubbing program designed to remove all traces of information from a device
• Erasing information from missing devices: remotely erase contents through the
organization or its service provider

○ Teleworkers can be vulnerable to social engineering attacks, in which
attackers trick people into disclosing sensitive information or performing
specific acts, such as downloading and running malicious files that appear
to be benign.
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BYOD and Technology Customization
Securing Home Networks and Using Other Networks
○ All devices on teleworkers’ home network should be secured properly.
○ Allowing anyone to connect to the teleworkers' wired and wireless home
networks should be avoided.
○ Awareness of the dangers of using public networks and how to link their
telework devices to the company's own networks.
○ Wired Home Networks: As far as possible, separate the home network from
the network's Internet Service Provider (ISP).
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BYOD and Technology Customization
Securing Home Networks and Using Other Networks

○ Wireless Home Networks
○ Use strong encryption to protect communications: Wi-Fi Protected
Access (WPA): WPA, WPA2 and WPA3 certifications.
• WPA3 with AES
• WPA2 with AES
• WPA with AES

○ To prevent people near the AP from obtaining unauthorized access to
the network, use a WPA3, WPA2, or WPA key.
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BYOD and Technology Customization
Securing Home Networks and Using Other Networks

○ Allow access to only specific wireless network cards: specifying the card's MAC
address in the AP will help prevent unauthorized users from gaining access to the
wireless network.

○ Change the identifier for the default service package (SSID): to avoid the devices

will choose the wrong network. Nearby wireless networks may have the same
default SSID.

○ Disable SSID broadcasts from the wireless AP.
○ To prevent attackers in the area from reconfiguring the AP, disabling its security

features, or using it to gain access to the teleworker's home network or the
Internet, disable AP administration via wireless communications.
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BYOD and Technology Customization
External Networks
○ External networks, particularly wireless networks, may not encrypt network
communications, exposing them to eavesdropping.
○ Telework devices connected to third-party networks are more likely to be
hacked than those connected to home networks, and their communications
are more likely to be monitored.
○ Teleworkers should make sure their computers are up to date, and they
should use the company's VPN or other safe remote access solution.
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The cloud and the economics of collaboration: risks
and benefits
○ Cloud Computing Characteristics
○ On-demand self-service:
• Offered by the cloud provider through a web portal or through web API call.
• Billing is adjusted automatically.
• “Pay-as-you-go”: computing resources as a utility service.

○ Broad Network Access:
• Heterogeneous access through a variety of clients: web browsers, thick or thin
clients, through a mobile device, laptop, or desktop, and either from a
corporate network (e.g., using BYOD) or from a personal device on an open
network.
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The cloud and the economics of collaboration: risks
and benefits
Cloud Computing Characteristics (cont.)

○ Cloud storage alleviates the need for users to store their data on their
devices; instead, they can access it via the network, thus increasing
security by removing data storage physically from the device.
○ Resource Pooling or multitenancy:
• Processing, memory, network utilization and devices, storage.
• Need for resources is cyclical.
• A set of applications and systems that share the same physical and virtual
resources.
• Resources are dynamically allocated within the cloud. Customers have no
control over (and, really, no need to know) where the services are deployed.
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Cloud Computing Characteristics (cont.)

○ Rapid Elasticity
• Services can be rapidly expanded at any time when additional resources are needed

○ Measured Service

• Storage, network, memory, processing, number of nodes or virtual machines, and number
of users.

• Resources are metered and logged for billing and utilization reporting.
• These metrics can be used for:
• monitoring and reporting, placing limitations on resource utilization, setting thresholds
for automatic elasticity, determining the provider’s adherence to the service level
agreement (SLA).
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-

Available to the general public

-

Owned and controlled by a single entity

-

Located on the premises of the cloud provider
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owned

organization,
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organizations
Public

-
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-

Pay only for services consumed

Private

-

May be operated by the organization or a third
party

-

Can be located on or off premises

-

Can be used by different departments with
internal billing

-

Composed of two or more different cloud

-

models (public, private, community)
-

within the group

Standardized or proprietary technologies that
enable portability between models

-

Hybrid

Community

-

Models and features similar to a private cloud

-

Managed

Typically leveraged for load balancing, high
availability, or disaster recovery

Owned by a group of similar organizations for use

and

controlled

by

the

member

organizations
-

May exist on or off premises of the ownership
organization

Figure. Cloud deployment models [3]
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Cloud Shared Considerations

○ Interoperability: move or reuse components of an application or service.
○ Pressure on cloud providers to offer a high level of services and be competitive
with pricing or else risk losing customers to other cloud providers at any time.

○ Easier to change providers with a high degree of interoperability because longterm contracts are not set.

○ Flexibility to move between different cloud hosting models, e.g., moving from
public to private clouds.

○ Seamlessly move between cloud providers, underlying technologies, and hosting
environments.
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Cloud Shared Considerations

○ Performance, Availability, and Resiliency: de facto aspects of any cloud
environment due to the nature of cloud infrastructures and models.

○ In a virtualized environment, it is easy for a cloud provider with proper
management to move virtual machines and services around within its
environment to maintain performance and even load.

○ Cloud providers can maintain high availability and resiliency within their
environment.

○ SLAs will determine and test the desired performance, availability, and resiliency
of the cloud services.
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Cloud Shared Considerations

○ Portability: allows to move data easily and seamlessly between
different cloud providers and hosting models.
○ From a cost perspective, portability allows an organization to
continually shop for cloud hosting services.
○ Enables an organization to span its data across multiple cloud hosting
arrangements
• disaster recovery reasons, locality diversity, or high availability.
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Cloud Shared Considerations

○ Service Level Agreements (SLAs): SLAs specify the minimum standards
for uptime, availability, procedures, customer service and support, security
controls and requirements, auditing, reporting, and possibly other areas
that define the business relationship and its performance.
○ Failure to meet the SLA requirements will give the customer either financial
benefits or form the basis for contract termination if acceptable
performance cannot be rectified on behalf of the cloud provider.
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Security

○ Management and stakeholder unease with using a newer technology.
○ Corporate and sensitive data not directly controlled by IT personnel and hardware in own
data centres.

○ Different security standards and controls can apply to different applications and systems.
○ Many customers are tenants within the same environment, and the cloud provider must
ensure that each customer's controls are met, and that they are met in a way that the
cloud provider can accommodate, given the various requirements.

○ Large cloud environments may have strong security controls but will not publicly

document what these controls are so as not to expose themselves to attacks. This can be
mitigated within contract negotiations through nondisclosure agreements and privacy
requirements.
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Security

○ The main way a cloud provider implements security is by setting baselines and
minimum standards, while offering a suite of add-ons or extensions at an
additional cost.

○ This allows the cloud provider to support a common baseline and offer additional
controls on a per-customer basis to those that require or desire them.

○ Smaller companies and organizations moving to a major cloud provider may offer
significantly enhanced security for their applications at a much lower cost than
they could get on their own.
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Privacy

○ Taking into account numerous regulatory and legal requirements that can be
significantly different in terms of use and place.

○ Laws and regulations can vary according to the place of stock (rest data) and
exposure and consumption of data (data in transit).

○ In large public cloud systems, data has the inherent ability to be stored and
moved between different locations, from within a country, between countries, and
even across continents.

○ Cloud providers need mechanisms to retain systems based on customer
requirements and regulations in geographic locations.
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Privacy

○ Definition of contractual requirements between the customer and cloud
provider, strict SLAs and the ability to audit compliance.
○ European countries have strict privacy regulations that a company must
always be cognizant of or else face enormous penalties that many other
countries do not have; the ability of the cloud provider to properly enforce
location and security requirements will not protect a company from
sanctions and penalties for compliance failure because the burden resides
fully on the owner of the application and the data held within.
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Design and Apply Data Security Strategies

○ Toolsets and technologies are commonly used as data security strategies:
• Encryption
• Hashing
• Key management
• Tokenization
• Data loss prevention
• Data de-identification
• Application of technologies
• Emerging technologies
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Design and Plan Security Controls

○ Physical and Environmental Protection: physical devices, infrastructure
components, systems used to access the cloud.
○ System and Communication Protection
• Data at rest: the principal point of protection for resting data is using encryption
technology
• Transit data: network isolation and the use of encrypted transportation
mechanisms like TLS are major methods of protection
• Used data: protected through the use of encryption, digital signatures, or
dedicated network pathways through secure API calls and web service
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Design and Plan Security Controls

○ Virtualization Systems Protection: the management plane is the most visible
and important aspect to fully protect.

○ It is made up of a series of APIs, exposed function calls and services, as well as
web portals or other client access to allow its use. Any of which are potential
vulnerabilities.

○ All administrative access must be tightly controlled and comprehensively audited.
○ Detailed logging at the level of the virtualization infrastructure, web portal or
wherever the client accesses the management plane.
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Design and Plan Security Controls

○ Identification, Authentication, and Authorization in a Cloud
Infrastructure
Federation is important aspect of cloud computing, especially
with public clouds that have a large number of customers and
users. It allows the use of 'home' or 'native' systems to
identify or authenticate without requiring a user base to
create Cloud Provider credentials.
Figure. The relationship flow
within a federated system [3]
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SmartGrids (Scada systems)
Introduction
○ A smart grid system can consist of IT, a discreet system for the collection,
processing, maintenance, use, sharing, dissemination or disposition of
information.
○ A system of smart grids may also consist of OT or industry control systems
(ICS), an overall term which includes several types of OS and control
systems, including SCADA systems, distribution control systems (DCS) and
other control systems, for example Programmable Logic Controllers (PLC).
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Smart Grid Cybersecurity
Development Strategy [4]
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Combined Cyber-Physical Attacks

○ Physical attacks informed by cyber enable an opponent to
prepare and perform better or better attacks.
○ Cyber attacks enhancing physical attacks: Physical attacks are
bolstered by cyber attacks, which either make the attack more
effective (e.g., greater consequences) or thwart reconstruction
attempts (thereby increasing the duration of the attack).
○ Example: before a physical assault on power lines, an adversary interfering

with the integrity of protective relay settings. Despite the fact that the original
settings were intended to contain the effects of a failure, the tampered
settings cause the failure to cascade through impacts across a larger portion
of the grid.
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Combined Cyber-Physical Attacks

○ Physical harm caused by a cyber system: An adversary uses a
cyber system to manipulate physical equipment in order to inflict
physical harm/damage.
• A natural gas generator, for example, has a burner management system.
Without an ignition source, an adversary or a careless operator may attempt to
switch on the natural gas inflow. The adversary might turn on the ignition
source as the burner device fills with natural gas, potentially causing an
explosion.
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Logical security architecture overview
○ Millions of additional components will be added to the electric grid as a result of
smart grid technologies.
○ Many of these components will be crucial to interoperability and reliability, will
interact bi-directionally, and will be responsible for ensuring the security, integrity,
and availability (CIA) of power systems.
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Logical Security Architecture Key Concepts and Assumptions
○ Defense-in-depth strategy
○ Layers of protection should be enforced, with one or more security measures at
each point.
○ The aim is to reduce the chances of one of the defense components being
compromised or bypassed.
○ Defense-in-breath strategy
○ Security activities that are planned across the system, network, or subcomponent
life cycle: product design and development, manufacturing, packaging, assembly,
system integration, distribution, operations, maintenance, and retirement.
○ The aim is to detect, monitor, and mitigate the risk of exploitable vulnerabilities
over their life cycles.
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Logical Security Architecture Key Concepts and Assumptions

○ Power system availability
• The primary goal of power system engineering and operations is to ensure that
electricity is delivered safely and reliably

• The architecture and capabilities of existing power systems have been effective

in providing this availability for defense against inadvertent behavior and
natural disasters

• Current power system capabilities may be used to resolve cybersecurity
concerns

764

SmartGrids (Scada systems)
Logical Security Architecture Key Concepts and Assumptions
○ Microgrids
• Potential peer-to-peer negotiations between microgrids are eliminated by the implied
hierarchy in availability and resilience.
• According to microgrid models, availability begins in a local microgrid, and stability is
achieved by aggregating and interconnecting such microgrids.
• Microgrids may act as islands or as part of a larger network; islands are essential where
vital operations must be sustained.
○ Wide Area Situation Awareness (WASA)
○ WASA is frequently exchanged between business entities; as a result, such
information should be defined and protected in accordance with SOA security
principles.
• Examples of such interactions involve the exchange of WASA between a supplier and an
aftermarket client, a utility and emergency management, or two neighboring bulk providers.
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Control System Security Assessment: INL National SCADA Test Bed Program (NSTB)
○ Highly adaptable. It could be customized to the industry partner's shared
interests. The following steps are included in the procedure:
• Create an arrangement that specifies the working relationship (scope, staff,
equipment, services, cost sharing) and ensures confidential information is
protected.
• Obtain tools and training from the industry partner.
• Set up facilities with the assistance of an industry supplier.
• Conduct checks to detect cyber vulnerabilities.
• Provide an in-depth test report to an industry partner.
• Report suitable for general distribution on Web forums, conferences, and
community groups.
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Control System Security Assessment: INL National SCADA Test Bed Program (NSTB)

○ One of the primary goals of the NSTB initiative is to disseminate knowledge
gleaned from assessments to potentially affected stakeholders.

○ Much of the information is business sensitive to the industry partner whose
system or technology has been assessed.

○ The software collaborates with the business representative to decide what

knowledge gathered or extracted from the appraisal process is suitable for
disclosure outside of the agreement, as well as the structure and forum for
disclosure.

○ Without the written agreement of the industry partner, no information shall be
released.
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IoT (SmartCities)
Introduction

○ A smart city generally requires the
extensive
use
of
advanced
communication
and
information
technology (ICTs).
○ They will eventually combine to form
a system of systems operated by a
network of everything.
Figure. The characteristics of a smart city [6]
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IoT (SmartCities)
Applications

○ Smart city infrastructures
are expected to deploy a
wide range of IoT-based
applications.
• Smart home
• Smart grid
• Intelligent Transport
Applications (ITS)
• Real-Time
Monitoring
Safety Alert (RTMSA)

System
A summary of applications in the ITS [6]

and
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IoT (SmartCities)
Possible Attacks

○ There are two main ways of attacking against IoT:
○ Physical
• physical-attacks include physical destruction, physical tampering, environment
tampering, and physical intrusion.

○ Cyber
• routing attacks (Sybil, wormhole, sinkhole, and selective forwarding), denial of
service (DoS), insider attack, and cyber intrusion.
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Summary of common physical-attacks [6]
Physical-attack type
Physical destructions

Impacts on WSNs

Remarks

Sensing unavailable

The prime targets are the sensors that are deployed in
an open environment: ITS, RTMSA applications

Physical tampering

Sensor

malfunctioning All types of applications can be targeted. Physical

(invasive), physical information intrusion in the deployment area is a prerequisite
disclosed

(noninvasive,

side-

channel attacks)

Environment tampering

Unreliable/misleading data

The prime targets are the sensors that are deployed
for

monitoring

and

control

of

environmental

parameters: smart home and substation applications
Physical intrusion

Creates
physical

environment
and

for All types of applications can be targeted

cyber-attacks,

deploys unauthorized sensing
devices
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Summary of common cyber-attacks [6]
Cyber-attack type

Impacts on WSNs

Remarks

Routing attacks: Sybil,

Adversaries capture actual data (break of confidentiality), The prime targets are the large-scale sensor

wormhole, sinkhole selective

corrupts sensing operations (break of availability)

networks: ITS, RTMSA applications

forwarding

Service denial: DoS, DDoS,

Unnecessary consumption of resources: battery (affected The prime targets are the large-scale sensor

flooding

lifetime), brandwidth, processor add delays in routing (affected networks: ITS, RTMSA applications
time criticality)

Insider attack

Forgery, initiates other types of attacks

All types of applications can be targeted

Cyber intrusion

Compromise, privacy leak, initiates other types of attacks

All types of applications can be targeted
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Solution Approaches

○ The most common motivations to attack a smartcity: financial
benefits, privacy infiltration, impeding operations, vandalism, and
sabotage.
○ Smartcities’ security requirements:
• confidentiality, integrity, and availability.

○ Security solutions constrained by
• energy consumption, communication and computational overheads, storage
capacity, and costs.

○ It's difficult to balance low energy, low overhead, and low cost at the
same time.
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Solution Approaches

○ Cryptography: Symmetric-key cryptography and public-key cryptography
are two types of cryptography. To support long-term and continuous
sensing operations, cryptographic keys should be refreshed on a regular
basis.
• Memory requirements, bandwidth utilization, and energy consumption are
all efficiency metrics for complex key management.
○ Intrusion Detection System (IDS): identification of malicious sensor
nodes.
• IDSs consume computational resources and battery energy.
• Decisions: true positive, true negative, false positive, false negative.
• Two basic detection methodologies: anomaly-based and signature-based.
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Solution Approaches

○ Watchdog System: a number of intermediate nodes are selected as
watchdogs.
• In a promiscuous mode, each watchdog listens in on its neighbors' message
transmission.

• If it detects any irregularity in message transmission or a corrupted message
from a neighbor, it reports the neighbor as misbehaving.

○ Game Theoretic Deployment: applied to compute optimal security
deployment strategies in resource-limited environments.
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