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1. INTRODUCTION

This document reports on the e-learning training modules developed in the scope of the Erasmus+
Capacity Building Project 609971-EPP-1-2019-1-JO-EPPKA2-CBHE-JP “Introducing Recent
Electrical Engineering Developments into Undergraduate Curriculum™ (IREEDER).

In detail, the purpose of this document is to provide a detailed description of the three produced
learning modules on:

- Cybersecurity
- Internet of Things
- Renewable Energy

This document is developed in the scope of the WP 5 - Exploitation of results and sustainability plan
(Dissemination & Exploitation) of the Project in compliance with the Project description and all
applicable rules & guidelines.
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2.  PLATFORM SELECTION

In what concerns the platform to host the e-learning modules, a thorough selection process was
conducted in order to select a platform that should be as:

- open (with easy access to a wider audience, that should be able to register to the courses in a
simple manner)

- and as sustainable (not dependent on an institutional platform — as many get reset every
academic year, but longer lasting).

as possible.

The consortium opted for Google Classroom as a platform for hosting the three courses due to the
following characteristics:

« the platform permits access to information anytime, anywhere;

« it allows for the management of multiple activities within the same course;

« it can host extensive material on each of the topic, making it adequate to host the 13 sessions
of each course;

o it allows interaction with the Google suite of apps (Google Drive, Docs, Sheets etc.) for
producing and storing work and for sharing learning materials;

o it permits discussions among participants (student/student interaction) and between
participants and tutors (student/teacher interaction);

« it allows for an easy enrollment and organization of students/participants.
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3. COURSE STRUCTURE
Each course duly identifies the course and the IREEDER project in the cover page (Figure 1).

/ Personalizar

I_RCDOIC

Introdu Recent Electrical Engineering

Introduction to Internet of Things

Figure 1: Course Header

The entry page provides the introductory words on the course, detailing the learning outcomes of
each course (Figure 2).

Stream Trabalhos da turma Pessoas

I_RCODOOICC

Introducing Recent Electrical Engineering

Introduction To Cyber Secuirty

Em breve g Felipe Gil Castifigira H
22/06 *

Nio ha trabalhos para

concluir em breve! This cybersecurity course presents the fundamental concepts in cyb irity in order to und d the
basic techniques for optimizing security on personal computers and small networks, and to learn how to
Ver todos design and code secure applications

Learning outcomes:

= To recognize and apply the fundamental concepts related to cybersecurity and cybersecurity
management (such
as confidentiality, integrity and availability, vul bility, threat, risk, security policies, guides, and
standards).

» To apply security design principles te the engineering lifecycle, using the appropriate security models
and architectures, tools, controls and countermeasures, based on security standards

» To apply secure design principles to network architecture, actively securing network components and

‘communication channels.

= Identify and use the principal security operations: logging and monitering, implementing protection
and mitigation measures, using recovery strategies, respending to incidents, and updating the
systems.

+ To examine and apply security in the software development life cycle, enforcing software security
controls, and assessing both software effectiveness and security.

@ = To appraise the impact of new technologies, such as cloud computing, smart grid or BYOD (Bring Your

Own Device) on cybersecurity.

Figure 2: Introductory Page
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The Classwork page gives access to:
- the structure of the course
- the calendar which contains information on the completion dates of the tasks
- the google drive folder associated with the course

= |Introduction to Internet of Th|ngs Stream Trabalhos da turma Pessoas Notas

[ Calendario Google (& Pasta do Drive da turma

Todos os tépicos

@ loT - Full Set of Slides Publicado em 8/06
Chapter 1: Introduct...

@ loT Full Set of Lecture Notes Publicado em 8/06
Chapter 2 : Revision,
Chapter 3 : Softwar
Chapter 4 : 10T archi.. Chapter 1 . |ntrOdUCt|0n tO IOT
Chapter 5 : [oT arch @ Chapter 1Slides - Introduction to loT Editado &s 8/06

Chapter 6 : loT Micr...
@ Chapter 1Lecture Notes Editado a5 8/06

Chapter 7 : 1oT Con

Introduction to loT Editado as 17/06

Chapter 8 : 1oT Con

Chapter 9 : Data Sto...

Chspter10: Data A Chapter 2 : Revision of Basic Programming an...
Chapter 11: loT Sec.

@ Chapter 2 Slides - Revision of Basic Progra... Editado a5 8/06
Chapter 12 : Ethics i...

@ Chapter 2 - Lecture Notes Publicado em 8/06
Chapter 13 : Key-En

Quiz 2 : Revision of Basic Programming and ... Editado a5 9/06

Figure 3: Landing Page: course structure, calendar and course folder access

The full structure of the course is accessible at all times via the classwork page, and allows for a
revision of previously introduced topics.
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@ loT Full Set of Lecture Notes
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Chapter 3 : Software Development for loT Em...

@ Chapter 1Siides - Introduction to loT

@ Chapter 1Lacture Notes

© rescsoniorr

Chapter 2 : Revision of Basic Programming an...

@ Chapter 2 Slides - Revision of Basic Progra__

@ Chapter 2 - Lecture Notes wicaos em

Quiz 2: Revision of Basic Programming and .

Chapter 6 : IoT Microcontrollers, Sensors for D... :

@ Chapter & - Slides Editado &s /06

@ Chapter 6 - Lactura Notes Publicada em 8/06

Quiz 6 - loT Microcantrollers, Sensors for D... PUbICE00 &M 17/06

Chapter 7 : loT Connectivity Technologies

@ Chapter 7 - Slides Editado

@ Chapter 7 - Lecturs Notes Publicado em B/05

a6

Quiz 7: loT Connectivity Technologies Publicado em 16/06

Chapter 8 : loT Connectivity Protocols

Guiz B - loT Connectivity Protocels Pubicado em 17/06

@ Chapter 3 Siides - Software Development fo.__

@ Chapter 3 - Lecture Notes

Quiz 3: Software Development for loT Embe._.

Chapter 4 : loT architecture and components (... :

@ oo t5em
[ YT R—

Quiz 4 - loT architecture and components (1.

Chapter 5 : loT architecture and components (... :

@ Chapter § - Siides
[ Y —

Quiz § - loT architecture and components (..

Chapter 9 : Data Storage and Cloud Systems

@ Chapter 9 - Slides

Quiz 9 - Data Storage and Cloud Systems

Chapter 10 : Data Analytics and Applications

@ oo
@ v - ecrm it "

Quiz 10 - Data Analytics and Applications

Chapter 11: loT Security and security standards

Chapter 12 : Ethics in loT Networks and Applic...

@ Chapter 12 - Slides

@ Chaptar 12 - Lacture Notes

Quiz 12: Ethics in loT Networks and Applicat..

Editado 4 8/06

Fublicado em 8/06

Publicaco em 15/06

Chapter 13 : Key-Enabling Technologies and A...

@ crorrs-sian

@ Chapter 13 - Lacture Notes

Quiz 13: Key-Enabling Tachnologies and Ap._

Editado 4 8/06

Fublicado em 8/06

Publicado em 16/06

Figure 4: Course structure
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4,

COURSE ON INTERNET OF THINGS

The course on Internet of Things (https://classroom.google.com/w/NTEzOTQ1MjlwMjAw/t/all) is
composed of thirteen modules:

Chapter 1: Introduction to loT

Abstract: Chapter 1 constitutes an introductory overview of the I0T. It defines the term loT
and, reviews the history and overviews the key-enabling technologies. It summarizes the main
applications of 10T and identifies the key research directions and connections.

Chapter 2 : Revision of Basic Programming and loT IDE
Abstract: Chapter 2 presents a revision of Basic Programming covering topics like variables,
conditional statements, looping functions, I/0 and presents the 10T IDE.

Chapter 3 : Software Development for loT Embedded Systems
Abstract: Chapter 3 covers embedded programming in C including flow control, function
decomposition, data representation and structures

Chapters 4 and 5 : 10T architecture and components (1/2 and 2/ 2)

Abstract: Chapters 4 and 5 present 10T architectures and the main 10T components, alongside
references to Cyber-Physical systems, smart devices, and basicon storage and CPU, data
movement, fetch-execute, accelerators, input/output inc. SPI/12C, peripherals and Embedded
device memory architecture; SRAM, DRAM,.

Chapter 6 : 10T Microcontrollers, Sensors for Data Acquisition and Actuators
Abstract: Chapter 6 introduces 10T Microcontrollers, Sensors for Data Acquisition and
Actuators.

Chapter 7 : 10T Connectivity Technologies

Abstract: Chapter 7 discusses 10T Connectivity Technologies presenting the main Wireless
technologies for the loT (WiFi, Bluetooth, Zigbee, 6LowPAN, LoraWAN, etc.), Wireless
sensor networks (Z-wave etc.) and mobile Technologies (4G, 5G).

Chapter 8 : 10T Connectivity Protocols

Abstract: Chapter 8 presents the main loT Connectivity Protocols. These include edge
connectivity and protocols, Network and Data Protocols and data transmission using 10T
protocols (e.g. MQTT).

Chapter 9 : Data Storage and Cloud Systems
Abstract: Chapter 9 introduces the basics of Cloud Computing, processing in Internet of
Things Services and Data Storage

Chapter 10 : Data Analytics and Applications
Abstract: Chapter 10 presents Data analysis and applications used in 10T. It deals with
the Interpretationof 10T Data, Visualizationof Data and gives an example through a case study

Chapter 11: 10T Security and security standards
Abstract: Chapter 11 overviews the principles of 1oT Security and various
security measures and standards proposed


https://classroom.google.com/w/NTEzOTQ1MjIwMjAw/t/all
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e Chapter 12 : Ethics in 10T Networks and Applications
Abstract: Chapter 12 covers the ethical aspects in 10T overviewing topics related to data
ownership, data protection, trust, transparency etc.

e Chapter 13 : Key-Enabling Technologies and Applications in 10T
Abstract: Chapter 13 overviews some key-enabling technologies and Applications in 10T such
as Identification, Mobility, Positioning/Localization and also topics on how power up the loT
like Energy Harvesting, Battery Life Optimisation etc.

Each of the chapters contains detailed lecture notes, and a quiz (Figure 5) focusing on the
corresponding chapter content.

Quiz 1: Introduction to loT

A commen challenge in several loT systems is_. * 10 pantes

Bluetooth Low Energy is an loT technology for... * 10 pantes () Energy consumption.

o () Addressing.
(_) sShort range connectivity. >

. () Throughput

(O) Long range cannectivity. -

— () MNone.

() smartphones.

() Mone
The Internet of Things architecture typically consists of the following * 10 pontes
layers:

A typical consumer application of loT is: 10 pantes

(C) Devices, Edge Gateway, the Cloud

(C) SmartHome. _
() Application, Transpart, Netwark, Link and Physical layer.

() smartCiy. -

() Devices and the Cloud.
() Smart Grid. ~

() Mone
() None.

Currently, most “Things” are located... * 10 pantos
Which is a suitable IETF standard for loT? * 10 pantes

. () Athome or at work.
() 6LoWPAN.
"::' In smart cities.

() maTT.

. () Indatacenters.

() Bluetooth. -

A () None.

() Mene. -

What is the Intemet of Things? — Power Line Communication uses electrical wires to... 10 pantos

(O) Anetwork of interconnected “things” using Internet technalagy. [} Trmnafer digital data.

(T) Anetwork of interconnected “things” using proprietary technology. () Transfer electrical power.
() A network of peaple using “things" (C) Connect to the Internet.

() Mone. |._) Mone.

Figure 5: 10T Quiz example
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5.

COURSE ON RENEWABLE ENERGY

The course on Renewable Energy (https://classroom.google.com/W/NTExMzcwOTcyMTEz/t/all) is
composed of thirteen modules:

Chapters 1 and 2 : Introduction and Overview of Renewable Energy Resources (1/2 and
2/2)
Abstract: Chapters 1 and 2 introduce the topic of Renewable Energy Resources

Chapter 3 : Physics of sunlight and photovoltaics
Abstract: Chapter 3 covers the topic of Physics of Sunlight and Photovoltaics

Chapter 4 : Photovoltaic system components
Abstract: Chapter 4 introduces the topic of Photovoltaic system component: the photovoltaic
circuit is described and the power electronics of the system are visited. The types of
photovoltaic systems and their design are given.

Chapter 5 : Photovoltaic system calculation and aspects

Abstract: Chapter 5 covers the topic of photovoltaic system calculation and aspects, providing
examples of photovoltaic applications, the economics of PV systems and their environmental
aspects.

Chapter 6 : Solar Thermal Systems

Abstract: Chapter 6 discusses solar thermal systems, describing the technologies of
concentrated solar power and thermal energy storage. Solar water heating systems are
presented and various issues of a CSP system are described.

Chapter 7 : Wind Energy Fundamentals

Abstract: Chapter 7 introduces the topic of wind energy, addressing Wind Power, Wind Power
Origin, Classification of Wind Turbines, Wind Turbine Subsystems, Types of Wind
Generation Systems.

Chapters 8 and 9 : Wind Turbines Operation and Control (1/2 and 2/2)

Abstract: Chapters 8 and 9 discuss wind turbine electrical components, detailing the types of
wind turbine generators, types of wind turbine generator systems and power electronic in wind
turbines.

Chapters 10 and 11 : Energy storage (1/2 and 2/2)
Abstract: Chapters 10 and 11 provide an introduction to the main challenges of the electric
power industry and to the various energy storage systems and their technical characteristics.

Chapter 12 : Off-grid / stand-alone systems
Abstract: Chapter 12 introduces the general definitions of off-grid, stand-alone and mini-grid
systems of electrification

Chapter 13 : Integrating of Renewable Energy into electrical grid (Challenges, Solutions
and Grid Code)

Abstract: Chapter 13 discusses challenges for utilities and system operators of renewable
energy integration, as well as possible solutions.


https://classroom.google.com/w/NTExMzcwOTcyMTEz/t/all
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Each of the listed chapters contains detailed lecture notes, and a quiz (Figure 6) focusing on the
corresponding chapter content.

Quiz 2

1. The majarity af Earth's geothanmal rescurces are pamiz £ Marine ensrmy F—

(T} Inthe cendar of the tectoslc plates (7} cames from waves

() arcund the boundarks between tectonic plates (C) eomes from tkes

O In the ocaans O comas from salinfty

(T3 Inthe swaliows of tha Earths crest (21 alimng azavs

2 The highest dirsce use of armal mnermy iz in — 7 .The ocoustries responsible for cver 80% of total installed capacity of 1 paic
marime enengy ans

O pana mEEting (T} Repunibc of Kora and Francs

O bathing and swimming (:] Unked Kngdom and Canada

O peoftsrmal haat pumps O Spadn and China

() aresnhosss hagting (7)) Mstrariands and Australa

i Gegthermal=pergy P p— E. Wave energy converters 1 ez

O contributes to global warming () can ba situsted anly on the shoraling

(:] ralsa ervircmmiantal concams
() s mot conskdered & renawabls resouncs

() Incheda &t stream ganantos
() has no effact on land stasitty

(:] do not producs undersatar noles:
(:‘1 doss not poss amy rik of tiggaring sartguakes

S, Storage of enengy: 1 gz
4. The lagest source of woridwide renewahle slectricity generation is 1 pamiz

0 Fumpsd storage systams stors enengy In tha form of potantial anargy of watar and
O wind ane the lass cost-afMaciva Type for storing energy

O () Comgeessed ar enangy S10MgE USes comprassed alrto Stors QRNErated snangy
salar

(:] Tha storage cagectty of the batterks doss not dapsnd on thalr age

() hydropewsr
0 Sugsrronducting magretic anengy siorage systems stone anangy s the alsctric fad
() blomass 0f & SupErcanaucting coll
: 10. The power technology that shows decn=ase in average levelzad cost of 1pom
3 lants paris
Hydrapawer p enemgy [LCOE) s
() stora gawer with vary high cast ) geomama
() nawe avary short I () nysmgawar
() havs high emisskons of greenhomsss gases () salar
O can &sslly Incresss or decraasa productian (C) Bloanargy

Figure 6: RE Quiz example
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6. COURSE ON CYBERSECURITY

The course on Renewable Energy (https://classroom.google.com/c/MzYxOTg2MzA5SMjU2 ) is
composed of thirteen modules:

e Chapter 1: Security and Risk Management
Chapter 1 serves as an introductory overview of the CS field. It defines Security and Risk
Management, basic concepts (confidentiality, integrity, availability and privacy), legal and
regulatory issues, documented security policy, standards, procedures, and guidelines, risk
management concepts and threat modelling.

e Chapter 2 : Security Engineering: Introduction
Chapter 2 serves as an introduction to security engineering and how to implement and manage
an engineering lifecycle using security design principles. It defines security models and
architectures, countermeasures based upon information systems security standards.

e Chapters 3 and 4 : Security Engineering: Cryptography & Key Management (1/2 and
2/2)
Abstract: Chapters 3 and 4 are about Cryptography & Key Management & Cryptography
Services. They cover Cryptographic Lifecycle, Cryptographic Types, Public Key
Infrastructure (PKI) and Key Management practices, Digital Signatures, Digital Rights
Management (DRM), Non-repudiation, Integrity (hashing and salting), Methods of
Cryptanalytic Attacks.

e Chapter 5 : Chapter 5: Communications & Network Security: Introduction
Abstract: Chapter 5 is about secure design principles and cryptography used to maintain
communications security.

e Chapter 6 : Communications & Network Security: Securing network components
Abstract: Chapter 6 presents the securing network components, data, operation of hardware,
transmission media, network access control devices and endpoint security.

e Chapter 7 : Communications & Network Security: Securing communication channels
Abstract: Chapter 7 is about securing communication channels, remote access, data
communications and virtualized networks.

e Chapters 8: Security Operations: Logging, Monitoring & Access Control
Abstract: Chapter 8 describes login, monitoring, and access control.

e Chapters 9: Security Operations: Intrusion detection & Prevention
Abstract: Chapter 9 is about intrusion detection and prevention.

e Chapter 10 : Security Operations: Recovery & Incident Response
Abstract: Chapter 10 describes recovery and incident response.

e Chapter 11 : Security Assessment and Testing
Abstract: Chapter 11 is about security assessment and testing, assessment and test strategies
and penetration testing.

e Chapter 12 : Software Development Security
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Abstract: Chapter 12 presents security in the software development life cycle and software
protection mechanisms.

e Chapter 13 : Impact of new technologies on cybersecurity
Abstract: Chapter 13 overviews the impact of new technologies on Cybersecurity, Advanced
Persistent Threats (APTs), BYOD and Technology Customization

As with the other two courses, each of the listed chapters contains detailed lecture notes, and a quiz
focusing on the corresponding chapter content.

Quiz13

Thiz quiz Is Intended to avaluahs the geined knowladga from Chaplar 13

(=)

1. Thesethreats are |isted in order of lzast to greates capabiity.
8. Umsophiaticated Thraat (UT), Unsophisticated Parsistant Thraat (LET), Smart

(C) Themat(ST) Sman Farsistant Thraat (SPT) Advancad Thraats [AT), Advancad
Parsistent Threat [AFT)
b. Unsophlaticated Perslstent Thraat (UST), Advancaed Threats (AT), Unsophisticated

(T) Thewat (UT), Smart Theuat (ST, Smart Borslstent Thraat (SPT), Advenced Parslstant
Theaat (AFT)

o. Advanced Threats (AT), Agvanced Ferslstant Thraat (A T), Unsophisticatad
(7) Themat (UT], Unsophisticated Persktant Thraat (UPT). Smart Thisat (ST}, Smart
Parstatent Thraat (S9T).

2 Possible targets of an APT are:

() = Thar ot Intllactual progerty feorporate cxplonags)

() b. Thatt of petvate data (Inskder trading, blackmall, asgionsge)

o . Thaft of manay (sectranic funds tranafaer, theft of ATHA credantials, eic.}
o d. Leaking of dassified government Information (esplonags, spying, ate)
(C) &, Poitical or acthvist matives.

(O ranottns atove

& APT Hacker Methadalogy (AHM) entails the following procedunes:

[ 3 1 access,
0 b. As Enumsration, Maintaking Gcoess, Cisan up,
Prograssion

e Expl Cigan up, Progression, Exiitration
Enumaration,

0 d. R Malntaining accass, Ciaan up,
Prograssion, Exfiltration

4 Itis financially costly for businesses to allow their employses to use their oan
devices for work.

() 8 Tue
(C) b.Faks

5. One downfall of BYOD is that thers is ees control aver use of devicss outside
of work.

() 8 Tue
(C) b.Faks

5 Onedownfall of BYOD is that there is less control over use of devices outside
of wark.

() 8 Ts
() b Faks

6. Teleworkers can be vulnerable to social engineening attacks, in which
attackers trick people inbo disclosing sensitive information or performing specific
acts, such as downloading and running malicuious files that appear to be benign.

() 8 Ts
() b Faks

7. Smrvice Level Agreements {SLAs) s pecify the minimum standards for uptime,
awailability, procedunes, customer service and support, security controls and
requir=ments, auditing, r=parting, and possibly other areas that define the
businness refationshig and its perdformance.

() 8 Ts
() b Faks

E.  What is the motivation for attacking a smarcity?
() & Frnancial banafits

(7)) b Privacy infitraticn

(7) e.impsding operations

(7) d.ARoftha above

% Insmart cities, wirzless sensor systems (W3Ns) do not need to have the three
k=y security requinemenis similar to other communication netwarks
[confidentiafity, integrity and awailability].

() & T
() b Faks

10. Which of the fallowing is 2 possible cybersecurity solution for smart cities?
(O & Cryptography

(7)) b Intruziom Dataction System

(7)) e Watchaog System

(7) d. Gama Thecrstic Degloymant

(7). Al af the sbave

Figure 7: CS Quiz example
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/7. CONCLUSION

As mentioned in section 2, the option for the Google Classroom platform was primarily motivated by
concerns of sustainability and easy access to interested participants. In line with these concerns, and
in order to facilitate a “as-wide-as-possible” access to the developed modules, there are permanent
links to each of the courses on the IREEDER website, which are also publicized in the project’s social
media channels.
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Figure 8: Links to the e-learning modules on the IREEDER website



